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Failure to disclose does not equate to negligence

David Corker
David Corker challenges the conventional interpretation of section 330 of the

Proceeds of Crime Act 2002, which states that failure to disclose money laundering
creates a criminal liability founded on proof of an accused’s negligence.

Ignorance is not bliss at the FCA

Claire Cross

Claire Cross warns that, as far as the FCA are concerned, ignorance is not
bliss. As the FCA increasingly concentrates its efforts on market manipulation,
individuals cannot claim ignorance as a defence for falling foul of the Market
Abuse Regulation.

Sex, texts and disclosure

Jessica Parker

Further to the recent revelations regarding lack of disclosure in the case of
Liam Allan, Jessica Parker explains why the issue of electronic data is now at
the forefront of the debate about fairness in the criminal justice system across the
spectrum of offences.

Do search warrants have extraterritorial effect?

Andrew Smith

Andrew Smith considers whether search warrants available to UK law enforcement
operate exiraterritorially in respect of data stored in a virtual location outside of the
UK, in light of the upcoming US Supreme Court case of Microsoft v Department
of Justice in February 2018.

The consequences of arrest for professionals

Nick Barnard

Even if no criminal proceedings follow, being arrested can have serious implications
for a professional’s career. Nick Barnard discusses the long-terms consequences
and what can be done in response.
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Welcome to
The Knowledge

Welcome to this special edition of the Corker Binning newsletter,
which comes to you hot off the press from our new offices in The
Cursitor Building at 38 Chancery Lane. In this edition, our lawyers
examine the failure to disclose offence in the Proceeds of Crime
Act 2002; the changing focus of the FCA in market abuse cases;
disclosure in relation to recent collapses of rape cases; whether
search warrants available to UK law enforcement operate
extraterritorially; and the consequences of arrest for professionals.

We look forward to welcoming

you to our new offices.

Andrew Smith
Editor
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Failure to disclose does not
equate to negligence

David Corker

Part 7 of the Proceeds of Crime Act 2002
(POCA) creates three types of offence all
connected with money laundering. The first
type criminalises means by which “criminal
property”, a concept fundamental to the
definition of money laundering, can be
laundered. These are frequently described
as the “substantive” laundering offences. The
second type criminalises a failure to report
knowledge or suspicion of this activity. The
third criminalises conduct generically known
as “tipping off".

This article is concerned with this second type
only. It challenges the conventional wisdom
that the failure to disclose offences create
a criminal liability founded on proof of an
accused’s negligence. It contends that they
require proof of an accused’s mens rea akin
to recklessness.

The non-disclosure offence

The obligation imposed by POCA on a
person to disclose their knowledge or
suspicion of money laundering is contained
in sections 330-332. The category of persons
on whom itisimposed is far narrower than for
the substantive offences. Whereas these can
be committed by anyone, sections 330-332
can only be committed by persons who work

in what POCA terms the “regulated sector”.
It would therefore be a fallacy to believe
that POCA creates a general duty on all to
report a knowledge or suspicion of money
laundering.

Sections 331 and 332 are not considered
in this article. These concern an extremely
small sub-set of individuals working in the
regulated sector, nominated officers. The
focus of this article is on section 330. The
duty section 330 imposes and the offence
it creates applies to anyone working in the
regulated sector.

The scope of this sector is broad. It has been
incrementally widened by ministerial fiat
since POCA was implemented in 2003.
Now it includes, for example, tax advisors,
auditors and accountants. The offence
under section 330 thus applies to an ever-
increasing number of professional advisors.
Part 7's overarching aim is to prevent
criminals from enjoying the benefit of their
acquisitive crimes. It recognises that criminals
often seek the assistance of otherwise
unrelated and untarnished businesses and
advisors in order to assist them to retain this
benefit. In an attempt to frustrate and to deter
the provision of such assistance, section
330 imposes a duty to report on a person
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who works in a business which is regarded
as particularly likely to render it. For those
who work in the regulated sector, they are
expected on pain of committing a failure to
disclose offence, to undertake a valuable
service to the public and to assist in the
fulfilment of POCA's aim. This failure to report
offence imposes, in effect, a duty on those
working in the regulated sector to consider
when concerned with a business transaction
whether it does, or may constitute, one of
the substantive money laundering offences.

S330(1) sets out the ambit of the offence: “A
person commits an offence if the conditions
in subsections (2) to (4) are satisfied.” The
following four subsections (a subsection (3A)
was later inserted) each set out a particular
condition. All of them must be satisfied for the
offence to be committed.

Subsection 330(2) sets out two alternatives.
It states: “The first condition is that he - (a)
knows or suspects, or (b) has reasonable
grounds for knowing or suspecting, that
another person is engaged in money
laundering.”

Criminal liability pursuant to subsection
330(2)(a) is a familiar, to criminal lawyers
at least, statutory method of criminalising
conduct. It establishes a distinct mens
rea. An individual who knows or suspects
laundering but fails promptly to disclose
or report their state of mind according to a
method prescribed by subsection 330(4) is
in jeopardy of committing this offence.

This article is concerned with the creation
of liability by subsection 330(2)(b). It is the
obverse of subsection 330(2)(a) in that it
can only be committed by someone who
did not know or suspect. What therefore in
the absence of contending that the accused
had either state of mind when not reporting,
must a prosecutor prove instead?

The consensus of the learned authors of
Archbold (2018) and of the leading specialist
textbook “Mitchell, Taylor and Talbot on
Proceeds of Crime” (which is reproduced in
the CPS's legal guidance) is that subsection
330(2)(b) is an offence committed by
negligence. Archbold instructs its readers that
section 330 (and section 331) “introduce a
negligence test.” Accordingly a person may
commit an offence under it “even if he did not
actually know or suspect” (para 26-22). The
latter textbook endorses this interpretation:

“The offence is committed by a person who
has the necessary knowledge or suspicion
but also where, in the circumstances, he
should at least have suspected that the other
person was engaged in money laundering.
Thus conviction is possible on the basis of
negligence...this means that conviction is
possible even where the defendant did not
suspect the nature of the transaction (i.e.
liability for negligence)” (para VI11.038).

Bearing in mind that an individual convicted
of this offence is subject to a maximum
sentence of five years' imprisonment and that
ancillary professional ruin would accompany
any conviction, it would be remarkable if
Parliament had ordained that one could
commit it based on mistake, ignorance
and/or stupidity. One could be guilty of it
despite not foreseeing or understanding that
the transaction created a money laundering
risk. Absent the common law offence
of manslaughter by gross negligence,
subsection 330(2)(b) would be unique
amongst the calendar of serious criminal
offences. Even this common law offence is
a weak analogue however, as the courts
have emphasised that mere negligence is
insufficient to commit it; the conduct must be
so reprehensible, so grossly out of order, to
warrant criminalising.
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Is negligence sufficient to send
professional advisors to prison?

It is boldly submitted that these learned
authors are mistaken. Their mistake is to
overlook the condition which subsection
330(3) requires to be satisfied. This states:
“The second condition is that the information
or other matter — (a) on which his knowledge
or suspicion is based, or (b) which gives
reasonable grounds for such knowledge
or suspicion, came to him in the course of a
business in the regulated sector.”

Subsection 330(3) therefore restricts and
clarifies how the offence can be committed
pursuant to either subsection 330(2)(a) or
(b). In both instances the relevant information
must have come to the advisor in the course
of their professional work. But what does
“came to him” mean? As regards subsection
2(b), it is submitted that these odd and
ambiguous words mean that negligence
alone is insufficient to create criminal
liability. They do so by requiring proof that
the information about which a prosecutor
contends constitutes the reasonable grounds
was at the material time actually known to
the accused. These words mean more than
that this information was merely available
or accessible to him.

An example will illustrate. A conveyancing
solicitor is alleged to have failed to have
reported a suspicion concerning a mortgage
fraud committed by her clients. The prosecutor
lacking evidence sufficient to rebut her claim
of lack of suspicion elected to charge her
under subsection 330(2)(b). The prosecutor
contends that the money movement
information on her firm’s client account
ledger concerning the property transaction
constituted reasonable grounds to suspect
this fraud. (Assume it is not alleged that the

reasonable grounds emanate elsewhere).
The solicitor in her defence claims never to
have read this ledger and thus that none of
its details were known to her. To be guilty
of the offence, the prosecutor must prove
despite her denial that she was aware of
the information contained in that ledger.
If the contents of this ledger do amount to
reasonable grounds satisfying subsection
330(2)(b), she could only be guilty of the
offence if she was aware of its contents. Her
professional negligence and indolence in
failing to have read the ledger would not
be the foundation of her criminal liability.
On the contrary, it provides her with an
exclusion from it.

Liability is not based on a jury’s answer
to the question as to whether a competent
conveyancing solicitor would have realised
that the ledger provided reasonable
grounds to suspect a laundering risk. Rather
it is based on whether this solicitor i.e. the
accused, read the ledger. If not, she is not
guilty notwithstanding that she ought to
have read it and that had she done so, it
would have identified a money laundering
risk. Thus subsection 330(3)(b) in relation to
subsection 330(2)b) imposes liability akin
to recklessness. The state of the accused'’s
knowledge has to be proven.

There is no jurisprudence concerned with
subsection 330(2)(b). There are three
reported sentencing cases of individuals
convicted under subsection 330(2)(a). See
most recently R v Swan and Woolf [2012] 1
CAR (S) 544. There is no reported case of
anyone convicted under subsection 330(2)
(b). Accordingly the issue of what is required
to prove this offence and what the statutory
words “came to him” mean is yet to be
determined. In the meantime one should be
sceptical of the claim that negligence suffices.

David Corker, Partner

dc@corkerbinning.com
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Ignorance is not bliss

at the FCA

Claire Cross

Although the 18th Century poet Thomas
Gray exhorted “Where ignorance is bliss,
Tis folly to be wise”, it seems the FCA do
not agree with him. At the tail end of last
year, the regulator sent two warning shots
thatignorance is far from bliss when it comes
to market abuse, and can resultin a hefty fine
and the loss of your career.

New warning, not new law

Shot number one was fired by Julia Hogg,
the Director of Market Oversight, in a
speech made on 14 November 2017.
Entitled “Effective compliance with the
Market Abuse Regulation (MAR) - a state
of mind”, the speech made a number of
interesting observations, including that
although insider dealing was the traditional
poster child of market abuse, the FCA would
in future focus more on market manipulation.
While this statement was in itself an important
announcement regarding the FCA's direction
of travel, it was the comments that Ms Hogg
made towards the end of her speech that
merit closer attention.

Having explained that the FCA would not be
shy of pursuing enforcement action in cases

where there were reasonable grounds to
suspect that serious misconduct capable of
amounting to market abuse had taken place,
she went on to say:

“ignorance of the requirements
of MAR, or the absence of intent
to commit market abuse, are not
a defence to breaches of MAR.
Abusive conduct committed in

ignorance of the rules can be every
bit as serious in its consequences
as deliberate, dishonest conduct,
and we will pursue it accordingly.”

That Ms Hogg took the time to spell this out
is worth examining, the lack of intention in
market abuse cases not being new law.
Indeed in 2010 the Court of Appeal held
in the Winterfloods litigation’ that the test of
market abuse was a wholly objective one,
and did not depend on the (then) FSA having
to prove a particular state of mind on the part
of the accused. A person engaging in market
abuse need not have actually intended to

! Winterflood Securities Ltd & Ors v Financial Services Authority [2010] EWCA Civ 243
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abuse the market in order for a finding of
market abuse to be made against him.

So why did Ms Hogg feel the need to
reiterate this, and why now? The obvious
answer is that we can expect the FCA to
concentrate more of its enforcement budget
on cases where market participants have
erroneously committed market abuse.

Paul Axel Walter

Ms Hogg's comments were, it transpires,
particularly prescient, as just one week
later the FCA published their Final Notice in
the case of Paul Axel Walter, an individual
whom the FCA found had committed market
abuse, not intentionally, but negligently. In
the summer of 2014 Mr Walter, an approved
person with 20 years of market experience,
was working as a bond trader at Bank
of America Merrill Lynch International
Limited (BAML). He had responsibility for
approximately 80 bonds, including Dutch
State Loans (DSLs), a form of fixed income
bond. In order to trade DSLs, Mr Walter used
an electronic inter dealing platform called
Broker Tec.

The FCA's case centred around their case
theory that between 2 July 2014 and 8
August 2014, Mr Walter implemented a
strategy on 12 occasions that relied on him
giving a misleading impression that he was
a genuine buyer (or seller in one instance)
of DSLs. He would enter quotes on the
Broker Tec platform, which had the effect of
inducing other market participants who were
tracking quotes to raise or lower their own
quotes, and he would then benefit from the
accompanying price movements.

A number of market participants who
traded on BrokerTec used automated
systems, such as algorithms, to update
their quotes by tracking each bond'’s Best

Bid and Best Offer. The FCA found that
Mr Walter misled the market by inducing
these other participants to believe he was
a legitimate buyer of DSLs when he really
wanted to sell, or vice versa. For example,
in circumstances where his real intention
was fo sell DSLs, he would enter a high bid
and offer quote into BrokerTec in order to
provide an impression that he wished to buy,
and which resulted in his quote being given
Best Bid status. Other market participants
who were tracking Best Bid and Best Offer
would then raise their bids in response.

Once Mr Walter could see that he was
being tracked he would raise his own bid
again, triggering a further response from
the trackers. This continued until a price was
made by the trackers that Mr Walter was
willing to transact at. He would then execute
the trade before cancelling his own quote.
In their Final Notice, the FCA stated that it
regarded Mr Walter’s behaviour fo constitute
a serious example of market abuse, in that it
gave a false and misleading impression as
to the price and supply or demand of DSLs,
as well as securing an artificial price for the
DSLs. They levied a penalty of £60,090.

Takeaways from FCA findings

The first, and most important takeaway, is
that while the FCA accepted that Mr Walter’s
actions may have been negligent rather
than intentional, this did not stop them from
making a finding of market manipulation.
Indeed at paragraph 2.9 the FCA noted that
while “Mr Walter did not intend to commit
market abuse he should have realised that
his behaviour constituted market abuse.”
The message here is clear and strong -
individuals must take the time to acquaint
themselves properly with MAR and must
think carefully before becoming involved
in any form of action that could be termed
“sharp”. Not knowing is not an excuse.
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Secondly, it seems extraordinary in a case
where the FCA itself agreed that the price
of the bonds was only momentarily secured
at an artificial price, and where Mr Walter
made no discernible profit for himself (and
a fairly insignificant sum in the region of
$22million for BAML), that the regulator has
taken such draconian action. This was not a
case of spoofing or layering by the FCA's
own admission. Although the fine levied was
not eye-watering, the very finding means
that Mr Walter will find it difficult if not near
impossible to find employment in the same
industry.

Thirdly, cases relating to market manipulation
and the posting of quotes and prices often
ultimately boil down to arguments as to
whether the bids made were genuine, and
whether the individuals making the offers
were prepared to “stand up” to them. In Mr
Walter’s case, while the FCA accepted that
other market participants could have traded
with him on the basis of his quotes - the bids
were available long enough for this to have
occurred, and indeed this did actually take
place on at least two occasions — they still
held that dealing was not his real intention
and the quotes could not therefore be said
to be genuine.

Finally, it seems that the FCA did not feel
unduly charitable towards Mr Walters as
despite receiving a telephone call from
Broker Tec on 22 July 2014, during which
he was informed of concerns about his
conduct on the platform, he chose to trade

again in the same manner rather than taking
the opportunity to reflect on his actions.
The FCA noted in its response to Mr Walter's
representations that “this exacerbates his
negligence”. It may well be that by continuing
his conduct, despite being on notice of the
concerns, the FCA considered that a line had
been crossed, and that formal action should
be taken against him.

Conclusion

While it is admirable that the FCA is
concentrating its efforts on market
manipulation, it should tread carefully and
not simply choose the “easy cases” where
individuals have unintentionally fallen
foul of MAR. The FCA risks undermining
its credibility if it concentrates unduly on
inadvertent breaches rather than deliberate
and repeated systemic abuses that fatally
undermine the market.

In light of the FCA’s warning shots, market
participants must start to take a more
active role in fully acquainting themselves
with MAR. Recent experiences in FCA
interviews suggest that at the very least
a basic knowledge of MAR is expected
of approved persons and those who fall
within the scope of the Senior Managers
and Certification Regime.

So it seems that ignorance is not bliss, at
least not as far as the FCA is concerned.
To misquote Thomas Gray: “‘Tis prudent to
be wise”.

Claire Cross, Of Counsel

cc@corkerbinning.com
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Sex, texts

and disclosure

Jessica Parker

On 15 December 2017, the papers were
filled with articles explaining the collapse of
the rape case in which a student, Liam Allan,
was a defendant. Thereafter the floodgates
opened, the Metropolitan Police conducted
an urgent review of disclosure in rape cases
and further cases collapsed pre-trial. For
the time being, defence solicitors are in the
unfamiliar position of having public support
for their work.

The issue of electronic data is now at the
forefront of the debate about fairness in
the criminal justice system. Almost every
suspect in a criminal investigation has one
or more phones or other electronic device,
as do many important witnesses (including
complainants in rape cases). Each device
may contain thousands of critical messages,
emails, photos and geographic data. In
January 2018, Alison Saunders (the DPP)
gave an interview to Radio 4 in which she
said that she did not think that anyone was
wrongfully convicted due to disclosure
failure. The CPIA does not oblige the police
to trawl through every byte of data and there
are sufficient procedural safeguards in place.

While it is true that it is settled law that
the legislative scheme does not require
comprehensive review, it is obviously wrong

that there have been no miscarriages of
justice. A few days after the Allan case hit
the headlines, on 21 December, the Court
of Appeal quashed the conviction of a
man known only as DSK who had been
convicted of rape (DSK v R [2017] EWCA
Crim 2214). DSK's appeal was only heard
following his release from his sentence of
four years six months. The Court of Appeal
considered fresh evidence in the form of
Facebook messages, which undermined the
complainant’s evidence and supported that
of DSK. The messages had been archived
on his account and he had initially been
unaware of how fo retrieve them. He had
notified the prosecution at the time of the
trial that the Facebook exchange would
be pertinent. The police had a copy of his
home laptop, and could have accessed his
Facebook account including the archived
messages. It was not unfil sometime later that
his family gained access to his account and
retrieved the relevant message.

The issue highlighted in DSK was the
efficacy of the investigator’s interrogation
of the electronic data. If the complainant
or defendant’s phone had been properly
analysed, the original trial may have had a
different outcome. The complainant provided
a partial copy of the relevant messages to
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the police. The Court of Appeal found this
partial message chain to be misleading. At
trial she had conceded that she had deleted
some messages, but it appears from the case
transcript that no steps were taken by officers
to independently interrogate the Facebook
account from either the defendant or the
complainant’s device.

In practice, the problems relating to digital
disclosure start before disclosure to the
defence is considered, at the very outset of
an investigation. Digital devices, including
mobile phones, must be forensically imaged
before inspection, to avoid any of the data
being altered by the reviewing officer. There
are insufficient resources nationwide to
perform this function, causing delays in the
imaging process. In cases where electronic
devices are seized, suspects are told that the
images will be available for the investigator
to review in anything from a few weeks to six
or more months. This is as unwelcome to the
investigator as it is fo the suspect.

In order to avoid these problems, there is
a concerning trend for the police not to
retain phones and other electronic devices
belonging to suspects, as well as crucial
witnesses and complainants. The police
deliberately deprive themselves of evidence
which may exculpate the suspect, rather than
pursuing all reasonable lines of enquiry
which might point towards guilt or innocence.

Even assuming the device has been properly
retained and the police have the technical
capability of reviewing it effectively, the
issue remains as to how to meaningfully
disclose the contents of a digital device. The
Attorney General’s 2011 Supplementary
Guidelines on Digitally Stored Material
provides guidance as to how the task should
be conducted. One proposal is that an
investigator could use search terms, which

should then be shared with the defendant.
In practice, this guidance is inconsistently
applied and there is no uniformity between
police areas and investigative agencies.

The problem is not confined to rape cases.
In R v R [2015] EWCA, the Court of Appeal
examined the issue of electronic disclosure
in a large scale tax fraud prosecution. In
this case, 77 electronic devices were seized
resulting in the retention of seven terabytes
(approximately 600 million pages) of data.
There was no prospect that their contents could
ever reasonably be reviewed. The defence
and prosecution had spent the best part of
four years grappling with the most appropriate
way to achieve fair disclosure before the case
was stayed by the trial judge in 2015. The
Court of Appeal delivered a Practice Note
judgement, in which Leveson P surveyed the
plethora of guidance and case law on the
issue and drew the following conclusions:

The prosecution is and must be
in the driving seat at the stage
of initial disclosure;

The prosecution must then
encourage dialogue and prompt
engagement with the defence;

The law is prescriptive of the
result, not the method;

The process of disclosure
should be subject to robust
case management by the judge,
utilising the full range of case
management powers; and

Flexibility is critical.

The Knowledge
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The essence of the conclusions drawn by
the Court was that there cannot be a ‘one
size fits all’ method of approaching the
disclosure task in each case. The special
challenge of ensuring that the system of
disclosure is fair and proportionate when
liberty is at stake cannot be underestimated.
If the legislative scheme under the CPIA is
to remain the standard by which disclosure
is judged, changes in practice are required.

First, there must be an increase in
transparency at all stages of the investigative
and disclosure process. The Court of Appeal
in R v R underlined the need for defence
engagement. Such engagement can only
take place with transparency and a clear
understanding of what approach the
investigator and prosecutor have taken.

Secondly, investigators must be provided
with sufficient resources to conduct their

task efficiently, effectively and speedily.
The capabilities of technology designed
to review electronic data must evolve
as quickly as the devices on which that
data is stored. There is no alternative but
continued investment in order to keep
imaging and reviewing software up fo date
with the market leading mobile phones and
computers.

Thirdly, if the system is to remain flexible and
not prescriptive, its success or failure rests
on the integrity of those within it. Institutional
independence between investigator and
prosecutor and the use of independent
Counsel can be an important check.

All of the proposals above require resources
and the cupboard is bare. It is paramount
for those on all sides of the criminal justice
process to keep this issue in the public eye.

Jessica Parker, Partner

jp@corkerbinning.com
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Do search warrants have
extraterritorial effect?

Andrew Smith

Introduction

The stage is set for a legal battle between
multinational technology companies and
US criminal law enforcement. In July 2016,
the Court of Appeals for the Second Circuit
agreed with Microsoft that a search warrant
did not authorise the Department of Justice
(“DOJ”) to seize emails stored on servers
outside the US. In October 2017, the
Supreme Court granted the DOJ's petition
to review that decision. Apple, Amazon,
Google and Facebook have all issued public
statements in support of Microsoft.

Microsoft argues that the relevant law
under which the search warrant was
granted (the Stored Communications Act)
does not displace the presumption against
extraterritoriality; that interpreting the law
extraterritorially creates conflicts with the
privacy laws of foreign states where the data
is stored; and that the DOJ should apply for
mutual legal assistance from those foreign
states instead. In addition to these questions
of statutory interpretation, Microsoft argues
that if the US Government can unilaterally
use a warrant to seize emails outside the
US, other Governments — including those of

authoritarian regimes — will be empowered
unilaterally to seize emails inside the US.
This argument has added piquancy given
the ongoing FBI investigations into state-
sponsored email hacking during the last US
election.

The case is listed for argument in the Supreme
Courtin February 2018. The Court's findings
are likely to have profound implications
for the conduct of cross-border criminal
investigations — and for how multinational
technology companies store and maintain
electronic data.

How would the same case be decided
under English law?2 This article considers
whether search warrants available to UK
law enforcement operate extraterritorially
in respect of data stored in a virtual location
outside the UK.

The accessibility of electronic data

Search warrants available to the police
have their statutory basis in s8 and para
13 of Schedule 1 to the Police and Criminal
Evidence Act 1984 (“PACE”). Other law

enforcement agencies can be granted search

For an article examining whether compulsory document production powers available to UK law enforcement operate
extraterritorially, see: www.corkerbinning.com/compulsory-document-production-powers-in-criminal-investigations-do-

they-have-exiraterritorial-effect
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warrants specific to their investigations. For
example, the SFO under s2(4) Criminal
Justice Act 1987; the FCA under s176
Financial Services and Markets Act 2000;
the NCA and HMRC under s66 Serious
Organised Crime and Police Act 2005;
and the CMA under s194 Enterprise Act
2002. All of these powers must be construed
in accordance with s20 PACE, which
provides that:

“[...] a constable who has entered
premises in the exercise of a power
conferred by an enactment shall be
construed as including a power to
require any information stored in

any electronic form and accessible
from the premises to be produced
in a form in which it can be taken
away[...]"

Thus if electronic data is “accessible” from
the premises being searched, it can lawfully
be seized. But this merely begs the question:
what does “accessible” mean? Perhaps
surprisingly, there is no case law on the
subject. The leading textbook on search
warrants states that:

“The electronic files need not
be stored on a device in the
premises entered, but must
simply be accessible from them.
With the growth in electronic

communication systems, this
might mean that the file is actually
located on a server situated on

the other side of the world.”>

In positing the theory that s20 PACE might
operate exiraterritorially, the authors are right
to be cautious. English criminal jurisdiction
is territorial. Reflecting this is a principle of
statutory construction that, in the absence
of clear words to the contrary, conduct
occurring overseas is incapable of being
tried as an offence by an English court.?
This presumption against extraterritoriality
also applies to court orders made in English
criminal proceedings.

Is the word “accessible” in s20 PACE
sufficiently clear so as to displace the
presumption against extraterritoriality, such
that the occupier of the premises is obliged
to access electronic data stored overseas if
that data is described in the search warrante
Common sense might dictate that the
geographic location of the data makes no
difference; the data is likely to be accessible
with equal ease, whether it is stored in the UK
or overseas. It could also be suggested that
it is impractical to require law enforcement
officers to determine where the data is stored
before requiring access to it (and many
occupiers may simply be unaware where
the data is stored).

Set against these arguments, there is no
evidence that Parliament infended s20 PACE
to operate extraterritorially. In none of the
debates preceding either the introduction
of s20 PACE (in 1984) or the only occasion
on which s20 PACE has been amended (in
2003) was it asserted that the purpose of
the word “accessible” was to empower law
enforcement fo seize data stored overseas.
The debates focused on ensuring that data
could be seized from a place in the UK
other than the premises being searched.
Had Parliament intended s20 PACE to
operate extraterritorially, it could have
drafted language which made its ambit

2Parq 4.61, The Law of Entry, Search and Seizure, ed. Richard Stone

3 Air India v Wiggins [1980] 71 Cr App R 213
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explicit. For example, restraint orders, which
are acknowledged to create a worldwide
in personam jurisdiction, apply to “any
realisable property [...] wherever situated”. *
The same clear language is absent from s20
PACE.

Ultimately, the ambiguity of the word
“accessible” and the absence of any
case law makes it impossible to reach a
definitive view on the extraterritorial effect
of search warrants. A company that wishes
to cooperate fully with an investigation may
regard this legal debate as wholly academic.
But other companies, during the heat of a
search, may simply be unaware that there
is a debate to be had. Itis certainly an area
ripe for challenge by an intrepid company.

Even if one assumes that search warrants
operate extraterritorially, are there degrees
of accessibility2 When does data become
inaccessible2 Again, there is no case law
on the subject. Absent judicial guidance, it
is submitted that resolving whether electronic
data is “accessible from the premises” is a
question of fact. Data is likely to be deemed
“accessible” if the occupier of the premises
can, of his own volition, retrieve it via an
electronic device. That is, if the data can
be retrieved at the push of a button, it is
accessible, even if the server or cloud on
which the data is stored is outside the UK.
Likewise, if the data is encrypted, so that the
occupier of the premises needs to enter a
password in order to retrieve the data, it is
still accessible.® The process of accessing the
data takes place entirely domestically.

But what if the process of accessing the data
requires the consent of persons located
outside the UK? In this scenario, the occupier
of the premises is unable ultimately to control
whether the data can be retrieved; s20 PACE

4584(1) POCA 2002

does not explicitly compel a person situated
overseas to assist in rendering the data
accessible in the premises being searched.
Aline has been crossed because the process
of accessing the data does not take place
entirely domestically. Accordingly, it is
submitted that the data would likely be
deemed inaccessible for the purposes of

s20 PACE.

There are good policy reasons for rendering
certain types of foreign-stored data
inaccessible. For example, producing certain
data in the UK may create criminal liability
in the foreign state under banking secrecy,
data protection or other laws. Moreover,
it is difficult to see how — as a matter of
practice — a person situated overseas could
be compelled to assist in the execution of a
domestic search warrant absent a request
for mutual legal assistance. But in fact, that is
precisely what other areas of English criminal
law have sought to do.

Interception warrants and
communications data

Over the past two decades, Parliament
has legislated for a succession of statutes
— the Regulation of Investigatory Powers
Act 2000 (“RIPA”), the Data Retention and
Investigatory Powers Act 2014 (“DRIPA”)
and the Investigatory Powers Act 2016
(“IPA”) - all of which are stated to apply
extraterritorially in respect of overseas data,
and which purportedly compel people
outside the UK fo assist in the retrieval of
overseas data.

ss11, 12 and 22 RIPA impose controls on the
circumstances in which UK law enforcement
can intercept communications (such as
emails, voicemails or social media messages)
or obtain communications data (such as

> 549 Regulation of Investigatory Powers Act 2000 provides a broad power to any person in the exercise of a statutory
power to seize property fo issue a nofice to a person whom he believes has possession of key (password) necessary o access

the documents or property in question. Failure to comply with this requirement may constitute a criminal offence under s53.

The Knowledge

/1 98ed



page 18

data on service users, electronic devices
and communications locations). The
Government's position during Parliamentary
debates was that each of these sections of
RIPA had extraterritorial effect. In 2014 the
Government amended ss11, 12 and 22 RIPA
through s4 DRIPA so as to spell out their
extraterritorial effect in explicit terms.

s4 DRIPA did this in three ways. First,
the amended s11 RIPA specified that an
interception warrant may be served on a
person located overseas, and that a person
providing telecommunications services to
customers within the United Kingdom, but
who is located overseas, has a duty to
provide assistance when served with that
warrant. Secondly, the amended s12 RIPA
specified that where a notice is served
under that section, the person on whom it
is served must put in place the necessary
infrastructure to give effect to an interception
warrant, regardless of whether that person
is situated in the UK. Thirdly, a notice under
the amended s22 RIPA for the provision of
communications data may be served on a
person outside the UK (albeit the law in the
country where the person is located must
be taken into account when determining
whether it is reasonably practicable for that
person to give effect to the nofice).

In December 2016, all of these amendments
were repealed through a sunset clause, found
in s8 DRIPA, which anticipated the repeal

of RIPA and the

coming into force of

replacement provisions

under IPA, all of which

were also stated to apply

extraterritorially. At the

time of writing, however,

these provisions of IPA have

not been brought into force. The

result is a legal limbo: ss11, 12 and

22 RIPA remain in force, but without the

amendments made by s4 DRIPA, and with

no date appointed for the coming into force
of the replacement IPA provisions.

This limbo arguably reflects the legal
uncertainty of the provisions themselves.
The unilateral assertion of extraterritoriality
(under RIPA or IPA) would in some
circumstances be met by foreign blocking
statutes. Moreover, it remains wholly unclear
how the provisions could be enforced
in practice. If the targets of interception
warrants and requests for communications
data are technology companies, then as
the DOJ/Microsoft case shows, they would
likely refuse to comply in all but the most
serious cases, citing a libertarian ethos which
foregrounds privacy rights at the expense of
orders made by foreign investigators.

But the practical solution proposed by
Microsoft — that mutual legal assistance
should be used instead of asserting
extraterritoriality — has inherent problems.
Principally this is because mutual legal
assistance is often too slow to meet the needs
of certain criminal investigations, particularly
investigations into dynamic conspiracies such
as terrorist plots involving the imminent risk of
death or serious injury.

Conclusions

In drafting legislation regulating access
to foreign-stored data, the challenge is
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to achieve legal certainty and enforceability
without compromising the effectiveness
of an investigation into serious cross-
border crime. Rather than asserting
extraterritoriality through statutes which
purportedly compel overseas persons
to comply with a domestic order, thereby
bypassing mutual legal assistance, the
more desirable solution is to improve mutual
legal assistance so as to secure faster and
better access to foreign-stored data. An
improved system of mutual legal assistance
would be legally enforceable, avoid
extraterritoriality concerns and reduce
the risk of the data being held to be
inadmissible in a criminal trial.

Such improvements are already afoot.
Within the EU, the European Investigation
Order (“EIO”) is a judicial order made by
a recognised judicial authority (including
prosecutors) within one Member State for
the execution of one or more investigative
measures in another Member State —
including requests for electronic and
communications data. Because the EIO is
an EU instrument based upon the principle
of mutual recognition, there is a strong and

explicitly stated expectation that EIOs will be
recognised and given effect to by receiving
Member States. The grounds for challenging
EIOs are therefore deliberately limited, and
more limited than the grounds on which
conventional mutual legal assistance can
be challenged. The EIO has been in force
since May 2017.

Measures such as the EIO strike the right
balance between the competing demands of
the cross-border digital age and the territorial
nature of English criminal jurisdiction. It is a
better solution than both the older generation
of statutes (such as s20 PACE, which was
not drafted with overseas data in mind)
and the new generation of statutes (such
as RIPA and IPA, which are much clearer
in their assertions of extraterritoriality, but
which are likely to be legally unenforceable).
Whether the Government amends s20 PACE
to bring it into line with these newer statutes,
and whether IPA is ultimately brought into
force, will depend in part on how foreign
agencies regard the extraterritorial ambit of
their own search warrants — and how the
US Supreme Court resolves the forthcoming
battle between Microsoft and the DOJ.

Andrew Smith, Partner

as@corkerbinning.com
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The consequences of arrest
for professionals

Nick Barnard

For the majority of people, whose only
interaction with lawyers might be when
buying a house or arranging a will, being
arrested is an extremely serious matter. Even
if no criminal proceedings result, simply the
experience of being detained at a police
station and interviewed under caution is not
one which many are keen fo repeat.

Thinking further ahead, what
are the long-term consequences

once a criminal investigation is
complete?

For most professionals (whether or not
regulated), a criminal conviction or caution
(which is sometimes treated as a conviction
even though it involves no further immediate
consequences for the offender) is an
even more serious matter. In particular, a
standard Disclosure & Barring Service check
(‘DBS’ — formerly Criminal Records Bureau
‘CRB’) required for many professional and
voluntary roles will disclose both convictions
and cautions provided they have not been
‘filtered’ by passage of time (for example, an
adult caution will cease to be disclosed on

a standard DBS check six years after being
issued.)’

Even if you are swiftly de-arrested, or later
establish that the arrest was wrongful, this
may not be sufficient to prevent professional
or bureaucratic problems down the line. The
mere fact of your arrest will be a matter of
record on the Police National Computer
(PNC). Furthermore, if you were arrested
for a recordable offence (which includes
all but the most minor offences) then your
photograph, fingerprints and a non-intimate
DNA sample will likely have been taken (by
force if you refuse to consent) and run as a
‘speculative search’ against samples related
to previous unsolved offences.

As noted above, an arrest that does not result
in caution or conviction will not be disclosed
on a standard DBS check. However, an
‘enhanced’ DBS can include information
contained on the PNC other than cautions
and convictions if the Chief Constable
of a local police force deems it relevant.
Whether this discretion is applied will clearly
be influenced by the number of entries on
the PNC, the severity of the offences and
the position sought by the applicant (for

! Tangentially, the Court of Appeal has recently held that current rules preventing certain serious offences ever being
filtered, and prohibiting filtering where the offender has more than one conviction or received a custodial sentence may in
some cases be an unlawful breach of Article 8 of the European Convention on Human Rights - see: www.corkerbinning.
com/the-disclosure-and-barring-service -and-the -need-for-proportionality
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example, working with vulnerable children
or adults).

Notifying professional bodies

The approach to arrests, charges and
convictions varies between professional
bodies and regulators, although most
will require you to notify them of any
conviction other than a minor driving
offence. Furthermore, unfortunately the
rules concerning what should be disclosed
are rarely definitive.

For example, the General Medical Council
and Nursery & Midwifery Council do not
have a blanket requirement that all arrests
not resulting in a charge should be reported.
However, you nonetheless have catch-all
requirements to notify your professional
body of anything which might call into
question your fitness to practice, which may
be the case depending on the facts of the
investigation and arrest. Further, you will
need to undergo an enhanced DBS check
on commencing practice, which may need
to be renewed depending where your career
takes you. As explained above, these checks
could resultin the record of your arrest being
disclosed if the local Chief Constable deems
it relevant.

Whilst the Financial Conduct Authority (FCA)
no longer requires applicants for controlled
function approval to disclose whether they
have ever been arrested, the current Form
A does require disclosure of any current
criminal proceedings or investigation on
approval. Furthermore, your firm has an
ongoing duty to notify the FCA of any current
proceedings or investigation which concern
you, which provides a further incentive to try
and resolve matters quickly and at the police
station if possible.

On an individual basis, a prospective
employer may ask you during the recruitment
process whether you have ever been
arrested or interviewed by the police, or it
may be a condition of your contract that you
must inform your employer of such incidents,
whether or not a further investigation or
charge results. Whilst it is not a criminal
offence not to disclose such information
(unlike failing to disclose an unspent
conviction or caution if asked), it would
clearly have an impact on your standing if it
later transpired that you had been dishonest,
particularly if the arrest or investigation was
relevant to your suitability for the job.

If in doubt, take advice (for example, from
an employment lawyer or your defence
union) on whether to notify your employer or
professional body, as this allows you to take
control of the declaration (rather than have
it come up unannounced in another context)
and removes any suggestion that you have
attempted to conceal the facts.

Travelling to the USA is another good example
of how an arrest can result in ongoing
difficulties. UK citizens usually enjoy the
benefits of the Visa Waiver Programme; but
this privilege is lost merely by the fact of being
arrested, even as a result of mistaken identity
or other error. Whilst an arrest resulting in no
further action, particularly for a minor offence,
is unlikely to prevent a full visa being granted,
the additional cost and inconvenience of
negotiating the full immigration procedure is
another consequence of an incident for which
you may be entirely blameless.

Having considered the consequences,
what can be done to minimise the

impact of becoming involved in a
police investigation?
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Avoid being arrested

This may seem an obvious, even futile,
suggestion and if you are arrested at the
scene of an incident or without prior notice
then it may well have been unavoidable.
However, if you have some notice that the
police may wish to interview you, then there
are steps you can take to minimise the risk of
arrest. Although it may seem counterintuitive,
it can often be the right move to contact the
police, or arrange for a lawyer to do so on
your behalf, and make it known that you
are aware of the investigation. In doing so,
you can offer to attend a voluntary interview
under caution, thus minimising the risk of an
unexpected arrest and giving some scope
for attending at a time convenient to you
(outside working hours for example). Your
lawyer can also request advance disclosure
of the case against you, giving you maximum
opportunity to prepare and gather evidence
in your defence, which may not be possible
if your first meeting is at the police station
immediately prior to an interview.

Keep records

Assuming the investigation is discontinued, itis
wise to obtain formal confirmation. Whilst this
may also seem obvious, it is easy to overlook
in an unfamiliar and stressful situation. As
of April 2017, where a person has been

arrested and released on bail, the police
have a duty to advise that person in writing
if a decision not to prosecute has been taken
(albeit with the qualification that proceedings
may still follow if new evidence comes to
light). However, there is no such formal duty
to notify if you have attended a voluntary
interview without being arrested. You should
therefore seek to obtain written confirmation
from the police in such circumstances, or if
this is not forthcoming, ask your lawyer to
provide a letter explaining the outcome. Do
this promptly on conclusion of the matter and
retain the record; it could be some months
or years before you are asked to account
for the events, at which point it will be far
more difficult to obtain such evidence. Police
officers and solicitors may have moved in the
interim and, whilst the PNC will remain as a
record of the outcome, it will only provide
basic information. It may not convey the
nuances of the incident which could be
important in convincing your employer and
others that no fire accompanies the smoke.

Establish a wrongful arrest

Once you are arrested and booked into
the police station custody suite, the record
of your arrest and detention will remain
even if the investigation is immediately
discontinued. However, it can still be worth
challenging the basis of the arrest, either
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informally at the police station or formally
through a complaint or civil action for false
imprisonment as a result of wrongful arrest.

A wish to put a suspect on bail so as to
impose conditions, such as residence at a
particular address or surrender of passport,
is not in itself grounds for arrest (rather, there
would need to be further justification, such as
a need to protect a complainant or witness,
or to prevent absconding). Therefore, if
successful representations can be made to
the custody sergeant that the arrest was not
necessary under any of the grounds allowed
by the Police & Criminal Evidence Act 1984,
this may be sufficient to persuade the officer
that you should be released without bail, thus
avoiding any restrictive conditions and the
stigma of being held on bail.

Once an investigation has concluded,
presuming you can establish that your arrest
was indeed unlawful and fund litigation if
necessary, it is open to you to pursue a
complaint or civil action. If successful, you
may receive damages (although these will
be limited unless you can prove financial loss
as a direct consequence of the arrest) but the
moral significance of the admission may be
valuable to you, and also could be important
in persuading the Chief Constable to erase
your PNC record (see below).

Seek deletion of your record

As explained above, if you were arrested for
arecordable offence, your DNA, fingerprints
and photograph will be taken at the police
station, and a record of your arrest entered

onto the PNC. Assuming no charge results,
your DNA sample and fingerprints should
be automatically destroyed on conclusion of
the investigation (unless the police apply to
the Biometrics Commissioner for its retention)
but your photograph and PNC record will
be retained until you reach the age of 100.

You may apply to the Chief Constable of
the relevant police force to have information
removed from the PNC, although be aware
that an investigation being discontinued
is not in itself automatic grounds for such
an application to succeed. Rather, the
Association of Chief Police Officers Criminal
Records Office (ACRO) guidance suggests
that additional circumstances are required,
such as a proven malicious allegation or
establishing that no crime in fact took place.
Clearly a finding of wrongful arrest would be
a persuasive factor in such an application.

Whilst the removal of your PNC record will
prevent such information being disclosed in
an enhanced DBS check, it does not change
history. You should therefore be careful to
retain your own record of what the PNC
contains (for example, by making a subject
access request before applying for deletion)
should you be required to explain events
in future (for example, to an employer or
immigration authority).

Ultimately however, whilst these safeguards
may be sufficient to repair the majority of
the damage, prevention remains far better
than cure, and so the priority should remain
avoiding the arrest wherever possible.

Nick Barnard, Associate

nb@corkerbinning.com
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