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Welcome to the 
Summer 2022 
edition of The 
Knowledge 
This edition comes hot off the press from 
our new offices at 1 Ely Place. We’re very 
pleased to be here, and we kick off with 
a brief look at the criminal history of our 
new home. After that, Maia Cohen-Lask 
examines the Supreme Court’s judgment 
in Bloomberg LP v ZXC, and considers the 
circumstances in which suspects are 
still exposed to negative publicity 
pre-charge. Nick Barnard then considers 
the outlook for the FCA’s regulation of 
crypto. Tasha Benkhadra and I delve into 
some of the thorny legal and practical 
dilemmas facing lawyers who advise on 
sanctions. Finally, Peter Binning takes 
a look at the National Security Bill, and 
urges Parliament to scrutinise carefully 
its provisions – both for what they do and 
don’t say. 

Happy reading! 

Andrew Smith 
Partner and Editor
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Corker Binning moves 
to 1 Ely Place

NEW OFFICE MOVE

By Andrew Smith 
Partner

those suspected of crimes. The idea of Ely Place as a 
safe haven for fugitives fleeing justice is a colourful 
one, but is there any truth in it? 
Unfortunately, the answer is probably not. It is true 
that the Bishops of Ely not only owned the land 
for five centuries (making it geographically part of 
Cambridgeshire) but also exercised legal jurisdiction 
over it, reflecting the primacy of the church in 
overseeing the affairs of their parishioners. But once 
the Bishops sold the land to the Crown, it appears 
that Ely Place became extra-parochial; that is, 
outside the authority of any church. 
In proceedings at the Old Bailey on 21 September 
1824, for example, a defendant named William 
Dawson was convicted of stealing 38 silver spoons, 
eight silver forks and a coat from the Ely Place 
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On Monday 13 June, Corker Binning moved into new 
offices at 1 Ely Place, just around the corner from our 
old offices at 38 Chancery Lane. 
At first glance, Ely Place may seem little more than a 
handsome but unassuming row of terraced houses. 
But for five centuries before its Georgian makeover, 
the land where Ely Place now stands was the London 
residence of the Bishops of Ely, an influential diocese 
in Cambridgeshire. This residence was a grand affair: 
the Bishops presided over a central palace, about a 
dozen cottages, an orchard and a vineyard, encircled 
with high stone walls and accessed through a grand, 
gated entrance. Not unlike Corker Binning, the 
Bishops were keen on hosting lavish events at their 
palace: Henry VIII and Catherine of Aragon attended 
one of their feasts in 1531; contemporary historians 
noted that the feast lasted five days, with guests 
treated to 161 roasted swans. 
In the 1770s, the Bishops sold the land to the 
Crown, leading to the construction of Ely Place 
and the Georgian terraces. Then, in 1852, a Body 
of Commissioners was appointed with powers of 
“paving, lighting, watching, cleansing and improving” 
the street on a private basis. Whilst most of these 
powers have since been ceded to local authorities, 
the so-called beadles who patrol the entrance of Ely 
Place continue to exercise “watching” duties.
This history of Ely Place as an autonomous territory 
has led to an oft-repeated tale: that for many years 
the police could not lawfully enter Ely Place to arrest 



residence of his master, Alexander Sinclair Gordon. 
In cross-examination, Mr Gordon explained that his 
suspicions were first aroused after Mr Dawson failed 
to furnish him with the correct spoon with which to 
eat a pudding. In an apparent attempt to explain the 
legal status of Ely Place, Mr Gordon explained that its 
residents considered themselves exempt from paying 
poor-rates to any parish church, even though they 
occasionally received demands for them. 
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This evidence was important for what it did not say. 
Mr Gordon was clear that officials from the nearest 
parish (St Andrew of Holborn) had no jurisdiction 
over the inhabitants of Ely Place, but he said nothing 
about the police. This omission becomes particularly 
important when one recalls that Robert Peel founded 
the Metropolitan Police five years later in 1829 (the 
London City Police was founded three years after 
that). Indeed, as we approach the middle of the 19th 
century, reports begin to appear of the police chasing 
suspected criminals into Ely Place and apprehending 
them without any hesitation or obstruction. Back at 
the Old Bailey on 10 May 1848, for example, a suspect 
was convicted of stealing cloth from a draper with 
premises on High Holborn, having been arrested 
in Ely Place. If legal immunities had previously 
been enjoyed by those falling within the clerical 
jurisdiction of the See of Ely, they were now clearly a 
thing of the past. 
In all likelihood, then, Ely Place was never a safe 
haven from the long arm of the criminal law. But 
what is true is that for the past nine centuries – 
whether under the ownership of the Bishops of Ely, 
the Victorian-era Body of Commissioners or the 
present-day beadles – Ely Place has been an enclave, 
a small area of land physically located in the City of 
London, but which exists separately from it. 
And perhaps this is why Ely Place seems an 
appropriate new home for Corker Binning. Like Ely 
Place, we remain a small firm with a strong identity, 
offering a discreet refuge for individuals and 
companies large and small, who need experienced 
legal advisors in complex or sensitive investigations 
and inquiries. 
We look forward to welcoming you to 1 Ely Place 
very soon. 

NEW OFFICE MOVE

Like Ely Place, we 
remain a small firm 
with a strong identity, 
offering a discreet 
refuge for individuals 
and companies 
large and small, who 
need experienced 
legal advisors in 
complex or sensitive 
investigations and 
inquiries.



8     THE KNOWLEDGE  JULY ISSUE JULY ISSUE  THE KNOWLEDGE 9

FAIRNESS FOR UNCHARGED SUSPECTS

Bloomberg LP v ZXC – a 
step towards greater 
fairness for uncharged 
suspects
Maia Cohen-Lask 
Of Counsel

On 16 May 2022, a Conservative MP was arrested by 
the Metropolitan Police on suspicion of a number of 
criminal offences, including rape and misconduct in 
public office. He has not been named by the police. 
This is not surprising, as it accords with the College of 
Policing Guidance on Relationships with the Media, 
which states that: “suspects should not be identified 
to the media (by disclosing names or other identifying 
information) prior to the point of charge, except where 
justified by clear circumstances, such as a threat to life, 
the prevention or detection of crime, or a matter of 
public interest and confidence.”1  

He has also not been identified in the House of 
Commons, despite the protections of Parliamentary 
privilege, following an edict from the Speaker Sir 
Lindsay Hoyle. Much like the police’s approach to 
maintaining the anonymity of suspects pre-charge, this 
is a recent phenomenon: it was only in 2016 that the 
House of Commons Standards Committee reversed the 
policy that an arrested MP should be identified as a 
matter of course.   

What is much more unusual and noteworthy is that the 
media itself has not named the MP. The cause of this 

newfound reticence is undoubtedly the Supreme 
Court’s recent decision in Bloomberg LP v ZXC2, 

ZXC has clarified this 
test inasmuch as 
editors and publishers 
must now approach 
the first stage from 
the starting point that 
a criminal suspect 
has a reasonable 
expectation of privacy, 
rather than starting 
from a position of 
neutrality. 

1   https://www.college.police.
uk/app/engagement-and-
communication/media-
relations 

2  [2022] UKSC 5

handed down in February of this year. Indeed, several 
major newspapers have published explanatory pieces 
specifically citing ZXC as inhibiting his identification. 

The key issue in ZXC was whether, in general, a person 
under criminal investigation who has not yet been 
charged has a reasonable expectation of privacy in 
relation to information relating to that investigation. 
The Court concluded that, “as a legitimate starting 
point, a person under criminal investigation has, prior 
to being charged, a reasonable expectation of privacy 
in respect of information relating to that investigation”. 
From a privacy perspective, this puts information 
relating to being an uncharged suspect in a criminal 
investigation on a par with, for example, information 
relating to a person’s health.

ZXC does not change the well-established legal test 
for determining whether there has been a misuse 
of private information, which still involves two 
stages. Firstly, whether the claimant objectively has 
a reasonable expectation of privacy in the relevant 
information, which they are entitled to have protected 
under Article 8 of the European Convention on Human 
Rights. Secondly, a balancing exercise to establish 
whether that expectation is outweighed by the 
publisher’s Article 10 right to freedom of expression. 
However, ZXC has clarified this test inasmuch as editors 
and publishers must now approach the first stage 
from the starting point that a criminal suspect has a 
reasonable expectation of privacy, rather than starting 
from a position of neutrality. 

Does this unduly fetter the ability of the press to hold 
others to account and expose matters of legitimate 
public concern? I would argue not. It is important 
to clarify what ZXC does not do. Firstly, it does not 
make it unlawful to publish the identity of a suspect, 
unlike, for example, the Contempt of Court Act 1981 
(in respect of post-charge reporting) or the Sexual 
Offences (Amendment) Act 1992 (in respect of the 
identity of victims of alleged sexual offences). Secondly, 

https://www.college.police.uk/app/engagement-and-communication/media-relations
https://www.college.police.uk/app/engagement-and-communication/media-relations
https://www.college.police.uk/app/engagement-and-communication/media-relations
https://www.college.police.uk/app/engagement-and-communication/media-relations


towards publication; that this is a matter of sufficient 
public interest such that, regardless of the starting 
point, the end point justifies publication. Nonetheless, 
it will be a brave editor who decides to publish the MP’s 
name.  Whatever the legal niceties of the balancing 
exercise, the inevitable practical impact of ZXC is a new 
default position; that the names of suspects in criminal 
investigations will very rarely be published in future. 

This de facto inhibition is controversial. However, as 
a general principle, preserving the anonymity rights 
of suspects pre-charge is a fundamental element 
of ensuring fairness to innocent people caught up 
in a police investigation in which they may never be 
charged, let alone convicted. The reputational damage 
caused by being “outed” as the suspect in a criminal 
investigation cannot be overstated. Protests about 
the ‘chilling’ effect of ZXC and the importance of a free 
media seldom refer to the impact on Sir Cliff Richard 
of having the West Yorkshire police raid on his house 
broadcast live by the BBC, or on Christopher Jefferies, 
whom the tabloid press identified in 2010 as a suspect 
in the murder of Joanna Yeates. Neither man was ever 
charged with any offence. Similarly, it is important 
not to conflate legitimate law enforcement reasons 
for identifying suspects pre-charge (for example, 
encouraging other complainants to come forward, 
or protecting the public from further offending), on 
which only the investigating agency is able to take an 
informed view, with the more nebulous public interest 
served by media publications. 

The damage to individuals named before being charged 
has recently been scrutinised in a number of corporate 
criminal cases where the company has entered a 
deferred prosecution agreement or a guilty plea. In the 
former case, judicial practice has been consistently 
to anonymise Statements of Facts (detailed written 
admissions made by the company and agreed by the 
prosecutor) and then to defer their publication until 
the conclusion of any criminal trial of the individuals. In 
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FAIRNESS FOR UNCHARGED SUSPECTS

Whatever the legal 
niceties of the 
balancing exercise, the 
inevitable practical 
impact of ZXC is a 
new default position; 
that the names of 
suspects in criminal 
investigations will very 
rarely be published in 
future.

it does not go so far as to establish a rebuttable legal 
presumption in favour of privacy. Indeed, the Court 
was clear that the “legitimate starting point does not 
invariably lead to a finding that there was objectively a 
reasonable expectation of privacy in the information”. 
In other words, there will be cases where a criminal 
suspect has no reasonable expectation of privacy 
even under the first stage of the test. The court gave 
an example: if a criminal suspect has held people 
hostage over a number of days of televised proceedings 
before being arrested then they are unlikely to have a 
reasonable expectation of privacy over the fact they are 
a criminal suspect. Thirdly, even where a person has a 
reasonable expectation of privacy, the second stage of 
the test endorsed by the court explicitly mandates a 
balancing exercise in which the press’s right to freedom 
of expression might outweigh that expectation. For 
example, the (now closed) criminal investigation into 
Prince Andrew is one where, given his status as a 
senior member of the Royal Family, and the fact that 
he voluntarily submitted to a televised interview about 
the allegations, publication of his name would likely be 
justified under the balancing exercise.    

Therefore, returning to the unnamed Conservative 
MP, would identifying him necessarily be unlawful 
applying the principles expounded in ZXC? The police 
investigation has a significant public interest, given 
it concerns an elected public servant suspected 
of misconduct in public office. Indeed, it could be 
suggested that assurances that the MP will not come 
to Parliament do not go far enough: his party has not 
suspended him, and therefore his constituents are 
entitled to know if their representative is unable to 
advocate for their interests in Parliament, or if there 
are reasonable grounds to suspect that he may have 
misconducted himself in discharging this function 
historically. Those constituents will never know 
about the allegations unless he is charged with them. 
Applying ZXC principles, it is at least arguable that a 
court would conclude that the balancing exercise points 
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the latter case, the practice has been less uniform and 
therefore less satisfactory: individuals have sometimes 
found themselves without protection where a company 
has pleaded guilty, and individuals are named as 
unindicted co-conspirators on the indictment. As a 
public court document, the press are entitled to publish 
the names of those in the indictment, despite the 
fact that they may never be charged with any criminal 
offence. The only remedy available to individuals in 
this position is to seek a common law anonymity order 
from the court, supported by reporting restrictions 
under the Contempt of Court Act 1981. This remedy 
is however entirely at the judge’s discretion; the ZXC 
principles would be informative but not determinative. 
Corporate pleas of guilt to offences on an indictment 
naming unindicted co-conspirators therefore present 
a loophole to the ZXC starting point. In order to ensure 
fairness to uncharged suspects, it can only be right that 
courts consistently make anonymity orders in favour of 
unindicted third parties in these circumstances.  

The judicial and prosecutorial attitude to the anonymity 
of suspects pre-charge has shifted a great deal during 
the last ten years. ZXC was as much a reflection of this 
shift as an attempt to break new ground. Whilst the 
British public’s appetite for salacious stories about 
the alleged wrongdoing of public figures will never 
abate, the direction of travel is now clearly away from 
feeding that appetite, and towards fairness to those not 
charged with any crime.  
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CRYPTOASSETS

Although it may not have arrived with any fanfare, UK 
regulation of the cryptoasset industry began some 
time ago. In January 2020 UK cryptoasset businesses 
became obliged to register with the FCA for the 
purposes of the Money Laundering Regulations, thus 
putting them on the path to a level playing field with 
banks and other financial services institutions with 
regard to AML obligations. However, it is only since 
1 April 2022, on expiry of the Temporary Registration 
Regime, that the FCA will be expected to start actively 
policing AML compliance amongst UK cryptoasset 
businesses. This may come as a relief to UK banks 
and other financial services providers, who until 
now have been the main line of defence against 
cryptoassets being used to launder money within 
the UK. 
Similarly, the proposed expansion of the promotions 
regime to include cryptoassets will see the FCA 
moving away from simply warning consumers that 

investments directly into cryptocurrency are not 
regulated or protected, to actively policing 
whether cryptoasset promotions are authorised 
(or approved by an authorised person), and 
ensuring that those promotions are fair, clear 
and not misleading. All of this is likely to result 
in a fairly immediate (i.e. within the next 12 
months) uptick in FCA action on cryptoasset 
AML and promotions enforcement. If not, the 

Cryptoassets and 
the campaign of UK 
regulators 

FCA will be expected to explain why. 
The Bank of England Financial Policy Committee 
position (as published on 24 March 2022) is that, 
whilst cryptoassets and Decentralised Finance 
(De-Fi) do not currently pose a major threat to UK 
financial stability, that may change if they continue 
to develop at the pace we have seen over the last 10 
years. As such, new regulatory and law enforcement 
(including and especially financial crime) frameworks 
will be needed. The Financial Policy Committee takes 
the view that, where cryptoassets serve the same 
economic function as other assets, they should be 
brought within the same existing legal frameworks. 
In other words, whilst crypto may be an entirely 
new asset class, it does not require an entirely new 
approach to regulation or financial crime prevention 
– and indeed such a segregated approach would 
probably be undesirable, if not unworkable. 
The subsequent declaration by the Chancellor, Rishi 
Sunak that he wants the UK to become a ‘global 
hub’ for cryptoassets, and that the Treasury plans 
to regulate stablecoins (i.e. those pegged to and 
backed by a fiat currency or other external asset) 
in the near future gives some indication of how the 
UK authorities plan to address the challenge. As 
well as creating economic opportunities within the 
UK, these plans indicate an intent to encourage a 
regulated form of cryptocurrency investment over 
which much greater control can be exercised than 
the current global crypto market. The hope will be 
to steer UK investors away from those assets and 
service providers which pose a financial crime risk, 
whether through fraud and theft or through money-
laundering and circumventing sanctions, and towards 
those that can be more closely supervised and 
monitored. 
Regulators and Governments across the world 
grappling with cryptocurrency regulation are facing 
a quandary akin to drug policy in the 20th century. 

By Nick Barnard 
Of Counsel 

The hope will be to 
steer UK investors 
away from those 
assets and service 
providers which pose 
a financial crime risk, 
whether through fraud 
and theft or through 
money-laundering 
and circumventing 
sanctions, and towards 
those that can be more 
closely supervised and 
monitored. 
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Having conceded that the problem is not going 
away, the spectrum of possible responses runs 
from absolute prohibition (as is currently China’s 
approach to crypto) to absolute permission (as is 
the de facto position in many jurisdictions, although 
unlikely for much longer), to compromise strategies 
like those being tabled in the UK. Such compromise 
strategies aim to minimise harm to both investors 
and society (whether through economic instability 
or financial crime risk) by creating a regulated ‘safe 
space’ in which the demand can be satisfied, and 
by doing so freezing out (or at least minimising the 
influence of) those outside that perimeter, whilst 
also ensuring some of the economic growth and 
tax benefit flow towards state coffers. Incidentally, 
Mr Sunak’s choice of words in promising a ‘global 
hub’ for cryptocurrency in the UK is an interesting 
one. It was only in February 2022 that Transparency 
International used exactly the same term to describe 
the UK’s role as a centre for international money 
laundering, particularly for suspect Russian wealth 
(see https://www.transparency.org.uk/uk-money-
laundering-stats-russia-suspicious-wealth).    
What is likely to happen, or so the UK authorities 
hope, is that the proposed changes draw a prominent 
line in the sand between cryptoassets services 
providers who are and who are not regulated in 
the UK. As well as encouraging financial crime 
compliance overall, the intent will be to steer 
consumers and investors towards those cryptoassets 
regarded as less risky to the UK’s financial systems 
and of greater economic benefit (i.e. asset-backed 
stablecoins, which are much less volatile and much 
more suited to being used as means of payment) and 
away from those cryptoassets regarded as more risky 
and volatile (i.e. ‘freestanding’ cryptocurrencies such 
as Bitcoin and Ethereum), which are used more as 
investment assets than means of payment and (most 
critically) are likely to result in speculation bubbles. 

UK regulation will always be limited by its 
jurisdictional reach and so, short of state 
intervention to block offending internet traffic, 
offshore cryptoasset businesses will still be able 
to reach UK investors. However, the challenges 
facing them under the proposed new regime will be 
several. Firstly, their clients will find it increasingly 
difficult to negotiate the ‘on and off ramps’ of 
UK financial institutions who will still act as the 
gatekeepers between crypto and the mainstream 
economy. In particular, once there is a regulated UK 
framework for cryptoassets, financial institutions 
(and the agencies to which they submit Suspicious 
Activity Reports) are likely to have a heightened 
suspicion towards those seeking to use unregulated 
offshore service providers to deal in unregulated 
assets, when there are regulated UK alternatives 
available (notwithstanding that not all cryptoassets 
are created equal or used for the same purpose, 
particularly when comparing stablecoins with 
‘freestanding’ cryptocurrencies). Similarly, those 
offshore providers will have very limited channels 
through which they can promote their services to 
UK clients, whilst those within the UK promotions 
regime will have access to a much wider market, and 
the ability to market their offering as a mainstream 
product in a way that crypto has not yet been able to 
achieve. As such, the picture for financial crime and 
regulatory enforcement in the UK is that, for those 
who are willing to play the game on the same terms 
as the established financial services industry, there 
is a cautious welcome and opportunities on offer. 
However, for those unwilling or unable to join, life 
is likely to become a lot more difficult, at least with 
regard to UK investors. 

What is likely to 
happen, or so the UK 
authorities hope, is 
that the proposed 
changes draw a 
prominent line in 
the sand between 
cryptoassets services 
providers who are and 
who are not regulated 
in the UK. 
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(iii)   A circumvention prohibition3, which requires 
a person not to intentionally participate in 
activities knowing that the object or effect 
of them is, whether directly or indirectly, 
to circumvent the asset freeze or benefit 
prohibition, or to enable or facilitate the 
contravention of the asset freeze or benefit 
prohibition. 

Whilst the Office of Financial Sanctions 
Implementation (“OFSI”), the Law Society and the 
Solicitors Regulation Authority have each published 
guidance about these prohibitions, much of it 
simply repeats the statutory language. To some 
extent, this is unsurprising; there is little case law 
and much political advantage in ensuring that the 
prohibitions remain as ambiguous as possible. But 
legal uncertainty breeds commercial insecurity – and 
exposes otherwise legitimate businesses to the law 
of unintended consequences. 
The first area of risk arises where lawyers act for a 
DP. The DP will typically want advice about: (i) how 
to comply with the sanctions; (ii) how to apply for 
licences from OFSI to authorise certain expenditure, 
e.g. basic means and unwinding companies that are 
no longer commercially viable; and (iii) how to apply 
for de-listing. All of this advice is expressly permitted 
under the Russia Regulations, subject to the lawyers 
receiving a licence for their fees.   
In practice, however, obtaining licences from OFSI 
for legal fees – given the political scrutiny of lawyers 
perceived to be associated with Russian clients – is 
far from straightforward. OFSI’s general guidance 
is that they will respond to licence applications for 
legal fees in 4-6 weeks – a timeframe which, in this 
firm’s experience, OFSI generally adhered to for 
previous (non-Russian) sanctions regimes. Nowadays, 
by contrast, responses are taking around three times 
longer. 

Russian sanctions and 
the law of unintended 
consequences
Andrew Smith 
Partner

Tasha Benkhadra 

Associate

On 4 May 2022, in a further measure to sharpen its 
sanctions regime, the Government prohibited Russian 
businesses from receiving certain UK professional 
services, including management consulting, 
accounting and PR services. UK legal services, by 
contrast, remain exempt from these prohibitions. 
Even so, the successive waves of Russia-related 
financial sanctions introduced in the past four 
months have presented increased risks for lawyers 
advising clients with links to Russia. This article 
considers three of these risks.  
The primary objective of the Russia (Sanctions) (EU 
Exit) Regulations 2019 (as amended) (“the Russia 
Regulations”) is to apply pressure on the Putin 
regime to force it to cease its war in Ukraine. The 
Russia Regulations designate certain persons (“DPs”) 
if the Government considers that they threaten this 
objective and creates three main prohibitions in 
relation to them:   

(i)   An asset freeze1, which has the effect that 
all funds and economic resources owned or 
controlled by the DP are frozen, and prevents 
anyone from dealing with these funds or 
economic resources. 

(ii)   A benefit prohibition2, which bans all funds 
and economic resources from being made 
available, directly or indirectly, to or for the 
benefit of the DP. 

1   Regulation 11 of the Russia 
Regulations

2   Regulations 12 to 15 of the 
Russia Regulations 

3   Regulation 19 of the Russia 
Regulations 

RUSSIAN SANCTIONS



20     THE KNOWLEDGE   JULY ISSUE  JULY ISSUE  THE KNOWLEDGE 21

These delays are exacerbated by inconsistent 
messages as to whether OFSI will authorise 
fees incurred before the date on which the 
licence is granted. OFSI’s published guidance on 
reasonableness in licensing states that, in making the 
licence application, one of the factors the applicant 
should consider is “whether the work has already 
taken place or if it is anticipated work”, implying 
that lawyers can be paid for work that predates the 
granting of the licence.4  OFSI’s General Guidance, 
however, seems to suggest that work that has already 
taken place cannot be retrospectively paid: “You are 
strongly encouraged to apply for a licence in advance 
of providing substantive legal services in order for 
you to have certainty as to the fees that will be 
recoverable whilst the designated person remains 
listed.”5  OFSI should clarify this apparent conflict, 
so that lawyers (and their clients) have certainty 
as to what work they can lawfully perform pending 
a decision on an application for legal fees. OFSI’s 
position should be that lawyers can be paid for work 
that predates the grant of a licence. DPs rightly need 
urgent legal advice to ensure they do not breach the 
law – indeed OFSI itself encourages them to seek 
legal advice – and there is no good reason why they 
should have to wait many months to be entitled to 
receive it. 
The second area of risk arises where lawyers do not 
act for the DP but an entity associated with the DP, 
typically a company in which the DP holds a minority 
interest, whether directly or indirectly. These entities 
typically seek legal advice as to whether they are 
“controlled” by a DP because, if they are, their assets 
are frozen – and any person dealing with frozen 
assets commits a criminal offence. In giving this 
advice, however, lawyers and their clients can rapidly 
find themselves trapped in a Catch-22. 
Lawyers cannot accept funds upfront from these 
client because, at the beginning of the retainer, 

they will not know whether a DP controls the client. 
Indeed, the whole purpose of instructing lawyers 
is to obtain an opinion on this point. As such, the 
lawyers must either take the risk of working on credit 
for the client (see above) or find a source of third 
party funding that does not breach the asset freeze 
or benefit prohibition. If the lawyers conclude that 
the client is not controlled by a DP, the challenge 
then becomes trying to elicit a view from OFSI that it 
agrees. However, given the perceived risk of criminal 
prosecutions or civil fines for breaching sanctions, 
banks and other financial institutions have become 
(understandably) paralysed with fear: they are 
generally refusing to process payments on behalf 
of these entities without concrete reassurance from 
OFSI itself. And whilst OFSI is willing in principle to 
grant licences to permit certain payments that would 
otherwise breach sanctions, it is far less willing to 
provide comfort to non-sanctioned entities (and 
their banks) that payments they wish to make do 
not breach sanctions, even when provided with an 
independent legal opinion to this effect. 
Non-sanctioned companies are thus caught between 
a rock and a hard place: their banks insist on a 
green light from OFSI, but OFSI refuses to give 
them a green light in all but the largest cases. 
Businesses with no links to Russia – let alone sectors 
of the Russian economy of strategic importance to 
Putin – find themselves in a financially corrosive 
purgatory, unable to pay their employees, pensions 
or insurance. Some have no option but to go into 
administration.   
These unintended consequences have led some 
businesses to pretend that they are controlled by a 
DP. This concession, whilst incorrect as a matter of 
law, at least provides a framework in which to apply 
for a licence for certain basic expenses, rather than 
embarking on the more difficult and time-consuming 
battle of persuading OFSI, and getting them to 
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4   See https://ofsi.blog.
gov.uk/2021/06/30/
reasonableness-in-licensing/

5   See para 6.6.1 of https://
assets.publishing.service.gov.
uk/government/uploads/
system/uploads/attachment_
data/file/1062452/General_
Guidance_-_UK_Financial_
Sanctions.pdf
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agree in writing, that they are not designated. For 
legitimate businesses to engage in these fictional 
contortions is wholly unsatisfactory – and leaves 
their lawyers stranded, professionally unable to 
apply for a licence (because no licence is necessary) 
and unable to be paid (because their client’s bank is 
unable to process payments without a licence). 
The third area of risk arises from the obligation 
imposed on law firms to file reports to OFSI if they 
know or have reasonable cause to suspect that 
a person is a DP, if the information on which this 
knowledge or suspicion is based came to the law 
firm in the course of carrying on its business6. This 
obliges law firms to report the information or other 
matter on which its bases its knowledge or suspicion 
and any information it holds about the DP by which 
the DP can be identified. Failure to do so is a criminal 
offence. 
This is different from the equivalent money 
laundering reporting obligations in the Proceeds 
of Crime Act 2002, because it does not require 
knowledge or suspicion that someone may have 
committed a criminal offence. It is sufficient to 
trigger the reporting obligation that the lawyer 
knows or has reasonable cause to suspect that a 
person is a DP; suspicion that the DP (or anyone 
dealing with the DP’s assets) may have committed 
a criminal offence is unnecessary. Whilst this type 
of information, coming as it must in the course of 
the firm’s business, will usually be protected by 
legal professional privilege, and is therefore exempt 
from reporting, the circumstances in which the 
obligation is triggered – and the precise nature of the 
non-privileged information that must be reported – 
remain vague. Indeed, the Law Society has recently 
suggested that solicitors should report relevant 
information arising from tentative or abortive 
instructions, i.e. where solicitors receive information 
in a preliminary meeting but do not enter into a 

retainer.7 OFSI and the SRA should give more detailed 
guidance explaining what solicitors must do to 
comply with this obligation, with practical examples.         
Indeed, OFSI has the ability to address all three 
areas of risk outlined above. With no history of 
prosecutions and only a few civil fines under its belt, 
the questions as to whether and how OFSI might 
enforce alleged sanctions breaches have recently 
assumed an existential significance for certain 
businesses and their banks. In evidence before the 
Treasury Committee on 22 June, Giles Thompson, 
Director of OFSI, said that his organisation now 
employs about 70 people – double the capacity 
since the Russian invasion. He estimated that he 
would need to double that capacity again in the 
next financial year to provide the adequate amount 
of guidance to all sectors. This is positive, but 
increasing capacity alone is not sufficient. OFSI 
must also be staffed with appropriately qualified 
staff, who can handle enquiries more quickly and 
effectively, who can enable OFSI to publish more 
detailed guidance and who can establish greater 
cooperation with regulators including the SRA. In 
particular, OFSI needs to follow the example of 
the European Commission, which is more adept at 
providing comfort letters to businesses which are not 
caught by EU sanctions and which need to persuade 
their banks of this fact. This firm’s experience is 
that OFSI staff are working hard and trying to be 
helpful in exceptionally difficult circumstances, but 
until OFSI increases in size and expertise, the laws 
it is responsible for overseeing risk unintended and 
sometimes disastrous consequences for legitimate 
businesses – and the law firms advising them.

6   Section 70, The Russia 
(Sanctions) (EU Exit) 
Regulations 2019 https://
www.legislation.gov.uk/
uksi/2019/855/regulation/70/
made 

7   https://www.lawsociety.
org.uk/Topics/Anti-money-
laundering/Features/
Sanctions-and-Russia-
answering-your-questions 
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have been spying at the British Embassy in Berlin in 
April and the highly unusual warning given to MPs by 
MI5 about a London Chinese lawyer in January.  
But as this article argues, the NSB is so 
transformative that it is essential that Parliament 
subjects it to detailed scrutiny with sufficient time 
for informed debate, not least because it is as 
remarkable for what it omits as what it contains. 
There is no argument that reform of the law in this 
area is needed. After a highly controversial delay, the 
Parliamentary Intelligence and Security Committee 
(ISC) published its Russia Report in July 2020, which 
concluded that existing legislation on counter-
espionage was weak, that the official secrets regime 
was “not fit for purpose” and noting that it is not 
even a criminal offence to be a foreign intelligence 
agent in the UK. The ISC report highlighted modern 
threats posed by economic factors, cyber and “things 
more to do with influence”.2  The ISC recommended 
the establishment of a UK equivalent of the US 
Foreign Agent Registration Act 1938, which requires 
those acting for foreign powers in a political 
or quasi-political capacity to register with the 
Department of Justice or face prosecution for failure 
to register. Australia introduced a similar scheme 
in 2018.
The ISC’s Russia Report was followed by the Law 
Commission’s Report on Protection of Official 
Data3, published on 1 September 2020. The Law 
Commission’s work had started in 2015 and covered 
all of the Official Secrets Acts, including the 1989 
Act dealing with the disclosure of information 
harmful to national security or other state 
interests by government employees and others. 
The Law Commission made detailed and wide-
ranging recommendations for reform including the 
introduction of a statutory public interest defence for 
an offence under the 1989 Act. 
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The expedited passage of the Official Secrets 
Bill into law in barely a month in the summer of 
1911 was described in Parliament at the time as 
“distressing” and “undesirable”.1  There was concern 
then about German spies operating in England. 
In March this year, as Russian troops advanced 
towards the Ukrainian capital, the Economic Crime 
(Transparency and Enforcement) Act 2022 was waved 
through Parliament in a fortnight. Considerably 
more Parliamentary time must be expended on the 
National Security Bill (NSB), which is the subject of 
this article. 
The aims of the NSB are clear: to modernise the law 
on espionage, to counter hostile state threats and 
to reform the existing legal framework created by 
the Official Secrets Acts of 1911, 1920 and 1939. In 
the words of the Home Office, the NSB will “make us 
safer”.  The context for reform is also clear: Russia’s 
repeated aggression on the world stage, plus a 
host of other physical and virtual threats, have 
shaken the rules-based international order, leading 
to an increased focus on espionage and foreign 
influence risk. Recent examples include the arrest of 

a suspected Russian spy at Gatwick in June this 
year, the charging of a security guard alleged to 
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The NSB takes on board some (but hardly all) of 
the ISC and Law Commission’s proposals. Its main 
provisions replace the existing criminal offences in 
the Official Secrets Acts of 1911, 1920 and 1939 with 
three new espionage offences, an array of associated 
powers, a new offence of sabotage and new offences 
arising from foreign interference (including in 
relation to elections). 
Some of these provisions go much further than 
the ISC and Law Commission’s recommendations. 
Take the first of the three new espionage offences, 
found in clause 1 of the NSB.  This provides that a 
person commits an offence if they obtain or disclose 
“protected information”, their conduct was for a 
purpose that they knew, or ought reasonably to have 
known, was “prejudicial” to the “safety or interests 
of the United Kingdom”, and the “foreign power 
condition” is met in relation to the person’s conduct. 
The novelty and breadth of some of these elements 
is striking. For example, “protected information” 
does not require that the information is, in fact, 
restricted or even classified; this element of the 
offence is satisfied if it is “reasonable to expect” 
that access to the information would be “restricted 
in some way”. Determining what information might 
reasonably be expected to be “restricted in some 
way” brings a worryingly vast array of data within the 
remit of official secrets law, far wider than traditional 
categories of sensitive national security material. 
A defendant would face an uphill battle at trial in 
arguing that the information should not be regarded 
as protected; the Crown and its relevant agencies 
will always be afforded respect in this area for 
reasons of institutional competence and democratic 
accountability.
The “foreign power condition” is similarly wide: it 
is met where the person’s conduct is carried on for 
or on behalf of a foreign power and the defendant 
knew, or ought reasonably to have known, that this 

was the case. The definition of “foreign power” is 
far broader than the equivalent term “enemy” in the 
current legislation, as is the scope of the person’s 
conduct on behalf of the foreign power: acts are 
criminalized if they are instigated, directed or 
controlled by the foreign power, or carried out with 
the assistance (including financial assistance) of 
the foreign power, or in collaboration with it. Again, 
these definitions are so elastic that they threaten to 
become all-encompassing. 
The offence could apply to a wide range of 
journalistic or NGO activity. If, for example, a news 
organisation was funded by a foreign state and 
published information which it should have known 
was information prejudicial to the interests of the 
United Kingdom, it could face prosecution along 
with individual journalists, who could face life 
imprisonment. 
This and the other offences introduced by the NSB 
no doubt reflect the more diffuse nature of modern 
state threats, which are constantly changing and 
come in multiple forms. Law enforcement clearly 
needs discretion to investigate and prosecute 
novel and serious forms of espionage on a case by 
case basis. But whether this new suite of offences 
represents a fair and proportionate response to the 
actual threats posed to the UK is doubtful. There 
is a real risk that the offences are similarly diffuse 
and fail the test of legal certainty. They certainly go 
far beyond the proposals made by the ISC and Law 
Commission. 
Given the ambitiously wide drafting of these 
offences, it is remarkable that the NSB does not 
incorporate some of the uncontroversial proposals 
made by the ISC and Law Commission. Chief among 
these are the absence of any amendments to the 
Official Secrets Act 1989 to create a public interest 
disclosure defence, a better internal whistleblowing 
system or a foreign agent registration scheme to 
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made available based on two main criteria: the type 
of case, including its likelihood of success; and the 
financial means of the applicant. It has never been 
dependent on the nature of any previous conviction 
of the applicant in a blanket ban, and certainly not 
whether they had been convicted of a particular type 
of offence in the past. 
It is hoped that both of these regressive provisions 
will be removed or watered down during the NSB’s 
passage through Parliament.   
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counter hostile state activity. These are important 
measures and it would have been preferable to 
include them in the NSB to provide adequate time 
for them to be debated alongside the other reforms 
in this area. The government is missing, perhaps 
deliberately, an opportunity to codify the whole of 
the law on official secrets. We now risk a repeat of 
the complexities thrown up by the current succession 
of Official Secrets Acts of the last century.
Equally disappointing are two thoroughly regressive 
provisions. The first is clause 23, which amends 
schedule 4 to the Serious Crime Act 2007 to dis-
apply the offence of encouraging or assisting 
offences overseas when the activity in question is 
deemed necessary for the proper exercise of any 
function of the intelligence services or armed forces. 
The Government’s purported justification for this 
carve-out is to enable better protection to those 
discharging national security functions overseas, 
but in reality, it is an extensive granting of impunity 
against liability for serious criminal wrongdoing. 
It is alarming that the Government is prepared to 
countenance this type of protection when there 
has been ample evidence in recent years of the 
complicity of the intelligence services in practices 
such as extraordinary rendition.  
The second is clauses 57-64, which make 
extraordinary restrictions on the award of damages 
and civil legal aid to individuals convicted of 
terrorism or otherwise involved in terrorism-related 
activities. In one case where a former Guantanamo 
detainee was reported to have been killed after his 
release in a suicide attack in Mosul in 2017, there 
was speculation that civil damages awarded in a 
confidential settlement in 2010 might have been 
used to fund terrorist activity. This seems to be the 
basis for including this highly controversial regime 
in the NSB. However, it seems to ignore, perhaps 
deliberately, that civil legal aid has always been 

THE NATIONAL SECURITY BILL



30     THE KNOWLEDGE  JULY ISSUE JULY ISSUE  THE KNOWLEDGE 31



C O R K E R  B I N N I N G
4 T H  F L O O R  

1  E LY  P L A C E  
L O N D O N  E C 1 N  6 R Y

+ 4 4  ( 0 ) 2 0  7 3 5 3  6 0 0 0  ( 2 4 H R )

W W W . C O R K E R B I N N I N G . C O M

GDPR: Please contact our Administrator, Lucy Leite, on ll@corkerbinning.com, 
if you do not wish to receive further editions of The Knowledge


