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Welcome to the 
Winter 2022 
edition of The 
Knowledge
In this edition, Nick Barnard considers 
the next wave of UK enforcement 
concerning cryptocurrency, including 
the brave new world of Crypto Wallet 
Freezing Orders. Danielle Reece-
Greenhalgh examines the proposal 
for a new offence of failure to report 
suspected child sexual abuse and asks 
whether it will achieve its laudable 
aims. David Corker considers another 
broad (or overly broad) offence, that of 
circumvention under the UK’s financial 
sanctions regimes, and questions 
whether it is now being misrepresented 
by enforcement agencies including 
the NCA. Claire Cross analyses the 
recent decision in which the FCA was 
criticised for failing to secure consent 
for the use of material obtained from 
overseas. Ed Grange then considers an 
unusual tranche of statistics recently 
released by INTERPOL and draws some 
conclusions about the scale of the abuse 
of INTERPOL’s powers by rogue states. 
Finally, we have a small piece about 
our new partner, Paul Morris, who joins 
Danielle in expanding our serious and 
general crime practice.

Happy reading! 

Andrew Smith 
Partner and Editor
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NEW PARTNER

Paul is a senior litigator with extensive experience in 
complex and serious crime, advising and defending a 
range of criminal matters including homicide, sexual 
offences, blackmail, drugs offences and assault.
He has particular experience in crisis and reputation 
management, advising professionals from the 
finance, music, medical, sports, political and teaching 
professions in relation to serious and complex 
investigations and prosecutions. As such, he often 
advises in parallel regulatory and disciplinary 
proceedings.
Paul provides advice from the early stages of an 
investigation through to trial and merits of appeal. 
He also provides advice and assistance to potential 
witnesses or have received a request to attend court 
to give evidence.

Please join us in welcoming Paul to our firm. 
He can be contacted via email at 

pm@corkerbinning.com.

Expanding our criminal litigation practice

Welcome Paul Morris
In October, Corker Binning welcomed Paul Morris as a new partner 
to our practice. Paul joined from BCL Solicitors where he spent 19 
years and headed its Serious and General Crime practice.

Crypto-Wallet 
Freezing Orders – 
the next wave of UK 
enforcement 

CRYPTO-WALLET FREEZING ORDERS

By Nick Barnard 
Of Counsel

The last edition of The Knowledge (July 2022) 
reviewed the Government and FCA campaign to 
mould cryptoassets into something resembling 
a regulated industry. Any cryptoasset business 
operating in the UK must now be registered with 
the FCA for the purposes of the Money Laundering 
Regulations. Although there have been over 270 
applications for registration, fewer than 40 have 
been approved, meaning that the vast majority of 
cryptoasset businesses that had been hoping to 
operate in the UK have either shut down or moved 
abroad, or else are operating illegally. 
The next phase of the campaign was the 
announcement by the then-Chancellor Rishi Sunak 
in April 2022 of plans to turn the UK into a 'global 
hub' for cryptoassets, and in particular to introduce 
regulation of stablecoins, meaning cryptocurrencies 
(such as Tether) backed by and/or pegged to a fiat 
currency or other 'real world' asset, as distinct from 
'freestanding' cryptocurrencies (such as Bitcoin). 
As the name suggests, the former are regarded as 
less volatile and more suited to use as a means 
of payment, whilst the latter are associated with 
speculative investment, bubbles and crashes. 
With respect to financial crime and money 



laundering, The Knowledge predicted that, if 
implemented, the effect of these combined regimes 
would be to create a gulf between regulated and 
unregulated cryptoassets. Unregulated cryptoassets 
and related services operated from outside the UK 
would not be illegal but would remain accessible 
to UK investors through the borderless online 
economy. However, such assets would inevitably 
become a target for increased suspicion, by both law 
enforcement agencies and the financial institutions 
that act as the gatekeepers between the crypto and 
fiat economies. By contrast, those cryptoassets and 
related businesses that secure their place inside the 
regulatory perimeter would have a far easier time, as 
well as the huge opportunity of being permitted to 
market their wares to mainstream investors. 
Of course, much has happened for the UK and 
Mr Sunak since April 2022. Whilst his outlook 
on cryptoassets is unlikely to have changed, his 
priorities certainly have. As such, it is unclear when 
or whether the proposed regulatory revolution will 
come to pass. 
In the meantime, other world events have also 
triggered significant advances in the UK's financial 
crime landscape. In particular, the Economic Crime 
and Corporate Transparency Bill ('the Bill') is now 
progressing through Parliament, hot on the heels of 
– but not to be confused with – the Economic Crime 
(Transparency and Enforcement) Act 2022, which 
received Royal Assent in March.
Following a proposal by the former Attorney General 
Robert Buckland MP that it may be amended to 
introduce a corporate offence of failure to prevent 
economic crime, the Bill has generated as many 
headlines for what it might contain as for what 
it currently includes. Similarly, the breadth of 
the proposed changes and new powers, notably 
enhanced investigation and enforcement powers for 
Companies House and the SFO, means that other 

Unregulated 
cryptoassets and 
related services 
operated from outside 
the UK would not 
be illegal but would 
remain accessible to 
UK investors through 
the borderless online 
economy.
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significant provisions, including those concerning 
cryptoassets, have received relatively little attention. 
In the last few years, the civil courts have shown 
considerable flexibility in their approach to 
cryptoassets, meaning that their novel characteristics 
have not proved an insurmountable barrier to tracing 
and recovery in cases of insolvency, fraud and cyber-
theft1. However, law enforcement does not benefit 
from the same flexibility and so has had to wait for a 
statutory catch-up in order to address the challenges 
posed by this new and notoriously complex asset 
class. To this end, the Bill includes provisions that 
would vastly increase the powers of enforcement 
agencies and criminal courts to investigate, freeze, 
seize and even destroy cryptoassets. 
With respect to the confiscation regime under the 
Proceeds of Crime Act 2002 (POCA), these powers 
include: 
• Permitting agencies to seize property (including 

but not limited to cryptoassets and crypto asset-
related property) which might later be subject 
to a confiscation order at an earlier stage of the 
investigation, by removing the requirement that 
a person must have been arrested before such 
seizures can take place. 

• Permitting the ‘seizure’ of cryptoassets by 
transferring them to a crypto wallet controlled 
by the law enforcement agency. 

• Permitting the seizure of ‘cryptoasset-related 
items’ (i.e. those which contain or give access to 
information that is likely to assist in the seizure 
of cryptoassets), where the related assets might 
later form part of a confiscation order. Such 
items could be as simple as a piece of paper 
recording a cryptoasset key or recovery seed 
phrase, or electronic devices or storage media 
used to access and transfer cryptoassets. 

1   See for example AA v Persons 
Unknown [2019] EWHC 3556 
(Comm), which held that 
cryptoassets can constitute 
property under English law, 
and thus be the subject of 
proprietary injunctions. 



• Permitting the court to order a UK-connected 
cryptoasset service provider (e.g. an exchange or 
crypto-wallet provider) to realise cryptoassets 
under their control and pay over the proceeds 
in order to satisfy a confiscation order. 
Alternatively, permitting the court to order the 
destruction of cryptoassets, either where it is 
not reasonably practicable to realise them (for 
example, because no legitimate exchange will 
handle them), or where it would be contrary 
to the public interest to do so (for example, 
because the particular type of cryptoasset is 
believed to be predominantly used for criminal 
purposes such money laundering). In such cases, 
the value of the destroyed cryptoassets will be 
offset against any related confiscation order. 
(Assuming this is enacted, this approach will 
be unique to cryptoassets and a rare departure 
from the traditionally ‘draconian’ principles that 
apply to conventional confiscation orders. It is 
certainly not the case that, where a convicted 
drug dealer has his product forfeited and 
destroyed, he receives credit for its street value).  

With respect to the POCA civil recovery regime, 
the Bill would allow the seizure of cryptoassets 
and cryptoasset-related items and recovery of 
cryptoassets that either represent the proceeds of 
unlawful conduct, or are intended for use in unlawful 
conduct, thus putting them on a level playing field 
with physical cash, specific property such as jewellery 
and bank account balances.  
Of these new civil recovery provisions, the one most 
likely to cause problems for the average crypto-
investor is the Crypto Wallet Freezing Order (CWFO). 
These are equivalent to the Account Freezing Orders 
(AFOs) which have proved exceedingly popular 
amongst investigators (and exceedingly frustrating 
for their targets) since their introduction in the 
Criminal Finances Act 2017. 

CRYPTO-WALLET FREEZING ORDERS
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Like an AFO, the threshold for granting a CWFO is 
extremely low. An investigator need only satisfy 
a Magistrates’ Court that there are reasonable 
grounds to suspect that a crypto-wallet contains 
recoverable property, or property intended for use 
in unlawful conduct. Once granted, a CWFO would 
prohibit the operators(s) of the crypto-wallet from 
making withdrawals or payments, or otherwise using 
the wallet, for up to two years, or three years where 
evidence has been requested from abroad. As with 
an AFO, the court can approve certain exclusions (for 
example, for reasonable living expenses) and the 
operator(s) of the wallet can apply for it to be varied 
or set aside. 
An important caveat is that a CWFO may only 
be made where the relevant crypto-wallet is 
administered by a ‘UK-connected cryptoasset service 
provider’ i.e. one which: 

a.  Has a registered or head office in the UK and its 
day-to-day affairs are carried out by that office or 
another establishment in the UK;

b.  Has terms and conditions with the persons to 
whom they provide services which provide for a 
legal dispute to be litigated in the UK courts;

c.  Holds data in the UK relating to the persons to 
whom they provide services2.

As well as limiting the number of CWFOs which 
will be applied for, this restriction will amplify the 
predicted division between regulated (positively 
encouraged, and thus an easy and safe choice 
for investors) and unregulated cryptoassets (not 
illegal, but presumed suspicious). If unregulated 
cryptocurrencies are targeted by law enforcement 
agencies, then inevitably those wishing to keep their 
assets safe will either divest or (perhaps more likely) 
move their interest to an exchange or wallet with no 
UK connections, safely beyond reach of a CWFO. 

2   It is not clear from the 
current draft Bill or Guidance 
Notes whether one, all or 
a combination of these 
conditions must apply. 
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With regard to the CWFO applications which are 
made, our experience of AFOs (particularly those 
involving the fiat proceeds of cryptocurrency trading) 
tells us that investigators often take an extremely 
generous view of what constitutes reasonable 
grounds for suspicion. This will surely be magnified 
when applied to cryptoassets. Even where the 
subject matter does not concern complex financial 
or technical matters, ex-parte AFO applications are 
usually granted and we anticipate the same with 
regard to CWFOs. This is no criticism of District 
Judges; most practitioners in this area profess to 
have little or no understanding of cryptoassets. If 
that is the case, we can have no expectation that the 
courts will have sufficient knowledge to challenge 
an application by an investigator made in presumed 
good faith. Even if the court had the time to master 
the detail, the threshold for granting such orders is 
so low that an application would have to be truly 
lacking before it was refused. 
Of course, AFOs are not an end in themselves. Rather, 
they are intended to prevent dissipation whilst the 
funds are investigated, with a view to a potential 
Account Forfeiture Order. Similarly, the Bill would 
introduce the power for a Magistrates’ Court to make 
a Crypto-Wallet Forfeiture Order, where it is satisfied 
to the civil standard that the relevant assets are 
recoverable property or intended for use in unlawful 
conduct. This is a much higher threshold than 
reasonable grounds to suspect and so it will remain 
to be seen how many CWFOs are actually converted 
to forfeiture applications. However, even if no 
forfeiture order is ever sought, those with experience 
of AFOs know that the investigative process is slow, 
and is unlikely to be any quicker where cryptoassets 
are concerned. 
Moreover, anyone with even a cursory interest in 
cryptocurrency will know that they are extremely 
volatile, and the prospect of assets losing significant 

value in the period of an investigation (inevitably 
months, if not years) is very real. As such, the 
Government may yet rue replicating the AFO regime 
entirely, by permitting an affected party to apply for 
compensation in ‘exceptional’ circumstances where 
cryptoassets are frozen but no forfeiture application 
is ever made. Whilst it is relatively easy to predict 
potential losses from the freezing of a cash account 
balance, the extent of potential loss given the 
volatility of crypto may well make an investigator 
think twice about applying for or maintaining a 
borderline case. Similarly, the replication of the 
provisions permitting victims to apply to be reunited 
with their stolen property, which may be simple 
enough for the court to deal with for physical cash or 
account balances, may turn out to be an unworkable 
nightmare for cryptoassets.
Whilst the Government cannot be criticised for 
introducing a regime which gives agencies some 
chance of addressing the financial crime and money 
laundering risks posed by cryptoassets, there are 
two important warning notes. The first is that, as 
with any system, its success or failure depends on its 
implementation. Our consistent experience of AFOs 
is that they are often applied for and granted with 
far too little scrutiny, and the impact of being subject 
to an AFO is vastly underestimated. The additional 
complications of cryptoassets will only exacerbate 
these problems. The second warning note is that 
cryptoassets have been a significant part of the 
global economy for several years, and yet it is only 
now that agencies are being given dedicated tools to 
police them. Few industries move faster than crypto, 
and so the next wave of legislation to address its 
future iterations and risks must not take so long 
to arrive.  
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CHILD SEXUAL ABUSE

The Independent Inquiry into Child 
Sexual Abuse: a turning point in 
criminalising failure to report 
suspected child sexual abuse? 

Danielle Reece-
Greenhalgh 
Partner

The Independent Inquiry into Child Sexual Abuse (IICSA) 
concluded work in December 2020. It published its final 
report1 on 20 October 2022. It makes for upsetting yet 
necessary reading. Approximately 7,300 victims of child 
sexual abuse gave their testimonies to IICSA over a 
seven year period as part of 15 separate investigations 
into a range of state and non-state institutions. The 
report is the conclusion and summation of all those 
investigations. It draws together common themes and 
makes 20 overarching recommendations all intended to 
safeguard children from abuse. 

From a criminal practitioner’s perspective, there are 
recommendations which, if enacted, would be significant. 
For example, changes to the Disclosure & Barring 
Service regime and various restrictions and safeguards 
on online content. However, the recommendation that 
stands out is the one that proposes mandatory reporting 
of suspected child sexual abuse, making it a criminal 
offence for a failure to do so.   

This recommendation is not novel, nor is the “failure 
to report" model of liability unprecedented in English 
criminal law (money laundering and terrorism are two 
other areas in which individuals face criminal sanctions 
for failing positively to report conduct). A public 
consultation about the recommendation occurred 
between July 2016 and March 2018. The government 
rejected the idea. It expressed deep reservations about 
the scope of such a requirement, its effectiveness and 
the potential adverse effects on complainants. 

This recommendation 
is not novel, nor is 
the “failure to report" 
model of liability 
unprecedented in 
English criminal law 
(money laundering 
and terrorism are 
two other areas in 
which individuals face 
criminal sanctions for 
failing positively to 
report conduct). 

1   https://www.iicsa.org.uk/
reports-recommendations/
publications/inquiry/final-
report

IICSA urges the Government to reconsider its 
opposition.  It is clear from the wealth of evidence 
given to IICSA that the failure of adults in positions of 
authority to take reporting of suspected abuse seriously 
was a common feature. The report produces statistics 
on referral rates (where available) that demonstrate 
substantial under-reporting. It also cites data from 
jurisdictions where mandatory reporting is already 
in effect, revealing that the identification of at-risk 
children by the relevant state agencies increased by up 
to six times compared with the pre-mandate levels. 

Queensland, Australia is an example of the very widest 
application of a mandatory reporting regime, backed 
up by a significant sanction of up to three years’ 
imprisonment for a failure to comply. This regime was 
expanded in July 2021 so that the obligation applies to all 
adults over 18, regardless of profession or any particular 
safeguarding role. Where an adult has a ‘reasonable 
belief’ that a child under 16 (or under 18 with a mental 
impairment) is or has been the victim of sexual abuse by 
an adult over 18, they must report it to the appropriate 
authority. Reasonable belief can be formed where a child 
relays experiences of sexual abuse, or shows possible 
signs of abuse, including an elevated understanding of 
sexual activity, a refusal to undress in front of others, 
becoming withdrawn, reactive or displaying high risk 
behaviours, being depressed or suicidal or displaying 
ideas of abuse through artwork or writing. Where such 
behaviours are sufficient to allow an adult to form the 
reasonable belief that the child is being sexually abused, 
the adult must report it unless they have a reasonable 
excuse not to. This obligation is extended even further in 
relation to adults working with children in institutional 
settings, who face up to five years’ imprisonment for 
failing to protect children from abuse. Protections 
surrounding the confidentiality of religious confessions 
have been removed. 

In Ontario, Canada the reporting obligation also applies 
to all members of the public, although criminal sanction 
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the mandated reporter learned of sexual activity but 
reasonably believes that (a) the relationship between 
the parties was consensual; (b) the child has not been 
harmed and is not at risk of harm; and (c) there is no 
material difference in capacity or maturity between the 
parties engaged in sexual activity and no more than 
three years in age between them.  

There is much to be lauded about the Report’s 
recommendations in this area. It attempts (quite 
successfully) to achieve balance between the clear 
need to introduce greater accountability for adults 
aware of abuse who remain silent, on the one hand, 
and the problems associated with placing too great an 
onus on adults to interpret children’s behaviour without 
the necessary expertise. This is a surprising bifurcation 
in light of much of the testimony given by victims, but 
one which is necessary to avoid over-criminalisation. 

There are also potential minefields hidden within the 
proposed reforms. The first, and most fundamental, 
is the sheer number of people who would potentially 
be at risk of prosecution for failing to report relevant 
matters. The report suggests reliance upon existing 
categories of people who are considered to be in 
‘positions of trust’ for the purpose of committing sexual 
offences themselves. However, exposing all of those 
people to prosecution for failure to report suspected 
sexual abuse would represent a significant commitment 
to holding those who stay silent to account, whilst also 
potentially increasing the number of people under 
investigation. Not only would alleged perpetrators of 
sexual abuse fail to be investigated, but also any named 
individuals to whom a complainant alleges they made a 
disclosure over potentially many years of contact with 
educational, care and other institutions.  

Secondly, the discrete reporting regime regarding 
suspected sexual activity between children aged 
between 13-16, will remain at the discretion of the 
mandated reporter. The report suggests that it would 
be for the reporter to evaluate the nature of the 
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is reserved for professionals and officials, with a fine 
of up to $5,000 for failure where information comes to 
them in the course of their professional duties. Ontario 
utilizes a ‘reasonable grounds to suspect’ test. Anyone 
with reasonable grounds to suspect that a child aged 
under 16 is being abused must report their suspicions 
to a children’s aid society.  

The IICSA recommendation is more aligned with Ontario 
than Queensland. IICSA proposes that various categories 
of people whom it collectively conceptualizes as 
‘mandated reporters’ should be under a statutory duty 
to report suspected child sexual abuse where: (a) they 
receive a disclosure of such abuse from the child victim or 
perpetrator, (b) they witness a child being sexually abused, 
or (c) they observe recognized indicators of child sexual 
abuse (to be defined by an official list). The proposed 
criminal offence, however, would relate only to the first 
two of these three situations. Whilst there would be a 
statutory duty to report concerns based on recognised 
indicators, the Report has clearly considered the 
significant difficulties and burdens which would arise from 
criminalizing a failure to interpret certain child behaviours 
in the ‘correct’ way, and concluded that this would be a 
step too far.  Essentially, a two tier mandate is created, 
whereby certain failures attract criminal liability and other 
failures represent only a tortious breach in relation to the 
duty of care on those in professional settings. 

Mandated reporters include those working in regulated 
activity in relation to children, police officers and any 
person working in a position of trust as defined by 
the Sexual Offences Act 2003 (section 21). The section 
21 definition is broad. It encompasses staff working 
in children's’ homes, hospitals, care homes, places of 
detention, private clinics and schools. ‘Abuse’ would 
be defined with reference to acts prohibited under the 
Sexual Offences Act 2003 in relation to children under 
the age of 18. 

Where the child is between 13 and 16 years of age, 
the report would not be deemed necessary where 
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relationship between the parties and determine 
whether they reasonably believe the relationship 
to be consensual and lacking in any coercion, 
intimidation or exploitation. This is an onerous and 
diffuse responsibility, and one which few may want to 
assume in the modern era of enhanced vigilance and 
safeguarding. It is therefore likely that, rather than take 
the risk of being found to have acted unlawfully, those 
in positions of authority will be more likely to report 
teenagers for engaging in what they consider to be 
consensual sexual activity. By virtue of the suggested 
terms applicable to the reporting of relationships 
between similar aged individuals, it is also more 
likely that those reports would involve narratives of 
‘suspected’ coercion or intimidation (to justify the 
reporting) which could lead to criminal investigation 
against one child and not the other.

A third danger lurking within the proposals relates to 
staff working in a transitory or temporary volunteer 
capacity, particularly in less formal settings such 
as sports coaching and extra-curricular or religious 
activities. Currently, the ‘positions of trust’ category of 
mandated reporters would include individuals engaged 
in voluntary work with children, but only where this 
is on a ‘regular basis.’ Providing greater clarity as to 
the precise scope of those falling within the proposed 
legislation would be required, in order not to create 
loopholes for those seeking to gain opportunistic and 
irregular access to children. 

Fourthly, the Report recognises the need for children to 
feel confident in accessing confidential support services, 
but counterbalances that need against the public 
interest in identifying and prosecuting perpetrators of 
abuse and protecting other children from harm. There 
is no clear path between these two, although the report 
apparently concludes that the latter will ordinarily 
supersede the former. This is particularly acute when one 
considers access to contraception services and abortion 
during which questions about and disclosures of sexual 
activity and/or abuse may reasonably arise. Any future 

legislation would need to consider this issue extremely 
carefully to ensure that the fear of being reported does 
not conflict with the rights to access these services. 

Fifthly, and in the event of the report’s recommendations 
reaching the drafting stages, it is likely that Parliament 
would need to consider the provision of defences, on 
which the Report is relatively silent. Bearing in mind 
the terminal consequences of a criminal conviction 
(of any sort) for those working with children and/or in 
regulated professions, it would be crucial to consider the 
circumstances in which one might be permitted not to 
make a disclosure. In this regard, the UK might look for 
guidance from the Queensland example, which provides 
a defence of ‘reasonable excuse,’ limited to situations 
where (for example) the suspected abuse has already 
been reported to an appropriate authority, will be 
reported by another or where reporting would endanger 
the reporter or another person. 

If brought into force, either wholly or in part, the new 
proposed offence would be a significant increase in 
the responsibilities incumbent upon a wide range 
of professionals and others coming into contact 
with children. A group one might consider is already 
overburdened by both statutory and regulatory reporting 
obligations alongside their day to day work.  It would 
bring the reporting of sexual abuse into sharp focus and 
would inevitably result in an increase in the number of 
referrals made to local authorities and the police. The 
government would need to ensure that those institutions 
have the capabilities and resource to take on this extra 
volume of sensitive casework, to investigate (where 
appropriate) with the necessary sensitivity and expertise, 
and to ensure sound prosecutions of those alleged to 
be responsible. In the current criminal justice climate, 
with stretched resources and a backlog of investigations, 
and even with the greatest will in the world, it may 
prove easier said than done to effect true change in 
the way the IICSA’s work has clearly demonstrated is so 
desperately needed.
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One of the characteristics of authoritarian regimes is 
that they enact laws which create criminal offences 
whose meaning and scope is indeterminate. Unclear 
laws allow them to use criminal law as a tool to 
repress. Vagueness permits state agents to choose 
when and how to enforce their own, possibly shifting 
interpretation of a criminal offence against enemies. 
To take a contemporary example, Iranian women who 
dare to protest against that country’s hijab law are 
being imprisoned for committing offences such as 
inciting anti-government propaganda or encouraging 
corruption. In China dissenters are incarcerated for the 
local offence of provoking trouble. British governments 
systematically used the criminal law to stifle indigenous 
anticolonial movements; the Indian Penal code for 
example made it an offence to display disaffection 
towards the viceroy or his satraps. A sad irony is that 
many postcolonial governments kept these imperial 
laws alive and now resort to them. 

The European Convention on Human Rights was 
devised and promulgated in the aftermath of a terrible 

war. One of its principal aims was to prevent what 
might be called autocratic legalism and to embed 
the principle of legal certainty. Article 7 of that 
Convention and the jurisprudence that it has 
engendered establish the legal norm that an offence 
must be defined by law; a citizen with the assistance 
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Circumventing legal certainty? 

The uncertain scope of 
the offence of sanctions 
circumvention
David Corker 
Partner

of legal advice and case law should be able to ascertain 
what acts and omissions will make them criminally 
liable. 

From this historic perspective, we can find our way 
to what was until recently a discreet alcove of our 
criminal law: financial sanctions. This obscurity was 
readily explicable: until Brexit, UK sanctions law largely 
consisted of the implementation of EU directives or 
UN resolutions via statutory instruments exciting 
little controversy. They concerned, to quote Neville 
Chamberlain, “faraway countries of which we know 
little”.  Brexit, but especially the outbreak of war in 
Ukraine earlier this year, has thrown this corpus of our 
domestic law into sharp relief. For example, it would not 
otherwise have been the subject of a joint “Red Alert” 
published by multiple law enforcement agencies in July. 

This article concerns one of the offences that is created 
by the Russia (Sanctions) (EU Exit) Regulations 2019: 
Regulation 19, the circumvention offence. Regulations 
11-15 prohibit the dealing with and the making of 
funds and economic resources available to sanctioned 
or “designated” persons. Regulation 19 criminalises 
conduct, the intention of which is to facilitate a 
circumvention of Regulations 11-15 (as well as 16-18A 
but those prohibitions are largely aimed at financial 
institutions).

Using the classical criminal dichotomy, mens rea 
and actus reus, Regulation 19 has a clear mens rea. 
An intention to circumvent what Regulations 11-18A 
proscribe. This offence is obviously not one of strict 
liability. Moreover, it cannot be committed by mere 
recklessness. But the principle of legal certainty also 
demands a sufficiently clear exposition of the actus 
reus. Otherwise, Orwellian thought crimes might be 
permissible. So what is circumvention? 

Despite its inherent ambiguity and importance this 
word is not defined by the Regulations. Moreover, it 
has never been defined in any of the UK’s sanctions-
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SANCTIONS CIRCUMVENTION

related legislation and so there is no guidance to 
be found there either. The fact that the legislation is 
silent as to the meaning of a word that constitutes the 
gravamen of an offence is unfortunate but there is the 
common law to remedy such a deficiency. But again, 
notwithstanding that a Regulation 19 offence has been 
a feature of successive cohorts of sanctions regimes 
for many years, there is no judicial determination of 
the word. In R v R [2015] EWCA 796 the Court of Appeal 
declined the opportunity to formulate the meaning of 
circumvent used in the then extant Russia sanctions 
regime. Furthermore, the Court dismissed the few ECJ 
authorities on the point as being of little assistance. 
The significance of this judgment is that it emphasizes 
that when eventually a court has to grapple with 
“circumvent”, it will be an acutely fact-sensitive and 
context-driven exercise. 

The problem with ambiguous yet vital words in a 
criminal statute is that law enforcement agencies fill 
the void by taking the law into their own hands. As 
their primary goal is deterrence, they unsurprisingly 
accord to the offence the widest scope and application 
and they disregard its limitations. The Red Alert is an 
example of this. It purports, among many other things, 
to provide definitive or authoritative guidance as to 
what the law holds to be circumvention. In reality it 
borders on alarmist propaganda.

It defines “circumvention” as including potential 
circumvention so further obscuring and therefore 
widening the word and the offence. It treats 
circumvention and evasion as synonyms with the 
result that avoidance and evasion become conflated.  
In order to stoke fears of acting that might amount 
to circumvention, it refers to surges of investigators 
targeting the enablers of corrupt elites. Its basic and 
ominous message aimed at a wide range of UK-based 
professional advisors is this; if you do something that 
might somehow facilitate a designated person to obtain 
economic resources anywhere in the world then you are 
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in peril of being a circumventor. 

The limitations that this Alert ignores are firstly that 
there must be an intention to circumvent, the mens 
rea element. That the offence cannot be committed by 
negligence or suspicion means the comparison that the 
Alert draws between it and a money laundering offence 
is facile. The latter is far wider than the former. Second, 
the UK sanctions regime does not apply to the conduct 
of non-UK persons acting wholly outside the UK. It 
is not an offence which grants our courts a universal 
jurisdiction. Thirdly and most importantly, there is no 
acknowledgement as there would be in a balanced 
or impartial publication that as there is no accepted 
definition of circumvention, it is uncertain how a UK 
criminal court would interpret or construe it.  The cases 
of Bowman v Fels [2005] EWCA 226 and Dare v CPS [2012] 
EWHC 2074 are good examples of this dynamic. In these 
cases, the courts interpreted the amorphous words of 
s328 of the Proceeds of Crime Act 2002, which creates 
an offence of “being concerned in an arrangement” that 
“facilitates” money laundering. In both judgments those 
statutory words were interpreted narrowly. 

Whilst this Red Alert is unwise, the root cause of the 
problem is elsewhere; that a highly ambiguous word 
was used in a regulation that creates a criminal offence. 
Perhaps no one in government apprehended that this 
mattered. There was no apprehension that a policy 
of having smart, effective sanctions, ones that are 
carefully worded in order to hit the intended target 
without inflicting a great deal of collateral damage 
would be undermined by resort to undefined words like 
circumvent. Whilst it is impossible to measure the fear 
this has engendered and the consequential stifling of 
legitimate international finance and trade, it is clear 
that a huge amount of business has moved from the UK 
in order to relocate in counties like the UAE, in order 
to minimize the risk of criminal liability arising from a 
breach or circumvention of UK sanctions. That was not 
the intended outcome.  
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The collateral prohibition
When it comes to deciding whether to use a MoU or 
MLA, the main issue will be whether the authority 
the FCA wishes to obtain information from is in fact 
a signatory to an MoU, and if so what information 
provision that MoU allows for. 
Whilst the IOSCO MoU envisages information-sharing 
between signatory authorities for the purposes of 
both civil and criminal proceedings, other MoUs that 
the FCA has entered into non-IOSCO signatories are 
not always as broad, meaning that material provided 
can only be used for intelligence gathering.
MLA under CICA however is restricted solely to 
criminal matters. This is because there is an 
important caveat on the use that evidence obtained 
under section 7 CICA can be put. This is found 
in section 9 CICA and is often referred to as the 
collateral prohibition.    
Under section 9 CICA, evidence obtained under 
section 7 CICA cannot be used against a third party or 
another suspect, nor can it be used in a non-criminal 
investigation, without the specific authorisation of 
the country that provided it. This is an important 
caveat. It exists to ensure that states can assist one 
another without the concern that the material they 
supply for one or more specified purposes will be 
used for a different and/or unrelated purpose. As 
the Court of Appeal stated in the case of Gohil4: 
‘There may be legal issues under the national laws 
of the requested state (for example relating to the 
obligations of confidence) which would discourage or 
prevent the disclosure of material for the purposes 
of a criminal investigation, if it might then be used 
for other purposes, including civil litigation.’
FCA v Papadimitrakopoulos and Gryparis
This case arose out of an FCA dual track 
investigation, a standard FCA practice in which 
suspected misconduct encompasses potential 

Double trouble – 
The FCA and MLA
Claire Cross 
Partner

Financial services are a global industry. It is therefore 
unsurprising that regulators around the world are 
in touch with each other daily. One key area of their 
interaction is the exchange of information to assist 
with investigations, civil proceedings and criminal 
prosecutions. The FCA is an active participant in this 
process, but in the recent case of FCA v Konstantinos 
Papadimitrakopoulos and Dimitris Gryparis1, it 
received a sharp rebuke from the High Court as 
to how it used information it had received from 
overseas. 
The framework for requesting assistance 
from abroad
There are two methods available to the FCA which 
enable documents and information to be obtained 
from overseas.  
The first is for assistance to be requested under a 
Memorandum of Understanding. An example of this 
is the snappily named International Organisation of 
Securities Commissions Multilateral Memorandum 

of Understanding concerning Consultation and 
Cooperation and the Exchange of Information, 

known more colloquially as the IOSCO MMoU. 
The one hundred plus signatories comprise 
numerous national banks and financial 
regulators. The second is to use mutual legal 
assistance (‘MLA’). This allows a prosecutor2 or 
judge to ask their counterparts in a different 
jurisdiction to provide assistance3 pursuant 
to section 7 of the Crime (International Co-

operation Act) 2003 (’CICA’). 

1   [2022] EWHC 2792 (Ch)
2   The FCA is a designated 

prosecutor under the Crime 
(International Co-operation) 
Act 2003

3   The FCA can also use s74 of 
the Proceeds of Crime Act 
to obtain legal assistance 
from abroad to enforce a 
confiscation order

4   CPS v Gohil and Gohil [2012] 
EWCA Civ 1550

THE FCA AND MLA
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criminal offences, such as insider trading, as well 
as civil/regulatory contraventions, such as market 
abuse. During the investigation the FCA had made 
numerous requests for evidence to foreign agencies, 
including MLA requests to the Greek authorities 
under section 7 CICA, but without seeking consent 
under the collateral prohibition in section 9 CICA.  
The Greek authorities duly supplied this material. 
The FCA then used it to inform both tracks of its dual 
investigation. For example, it informed the FCA’s 
interview questions, it allowed the FCA to identify 
and then obtain material from other jurisdictions, 
such as Switzerland, and it was used in commencing 
a civil claim, in which the FCA asserted that the 
defendants should pay a ’just sum’ to the FCA for 
distribution to qualifying investors who had suffered 
a loss as a result of the alleged conduct.  
When the defendants realised that material provided 
under the Greek MLA requests was being used by 
the FCA in this civil case, they promptly applied to 
the High Court to strike out the civil claim on the 
basis that the use of the MLA material breached 
the collateral prohibition under section 9 CICA, and 
thereby amounted to an abuse of process. 
The meaning of ‘use’ 
Key to the arguments advanced on both sides was 
the meaning of the word ‘use’ under section 9 
CICA. The FCA contended that ’use’ was extremely 
narrow and precluded a party from deploying (or 
substantially deploying) material received by MLA 
‘ in evidence’. If the FCA were correct, they would be 
allowed to use MLA-derived material for a range of 
non-criminal activity, including to inform decisions 
concerning the merits of initiating civil proceedings, 
just as long as they did not actually deploy it as 
evidence in those proceedings. 
The defendants submitted that ‘use’ was far wider, 
bearing the ordinary meaning of ‘making use 

of’.  If the defendants were correct, the collateral 
prohibition prevented prosecutors from using 
MLA material for any reason other than criminal 
investigations and proceedings, unless they had the 
explicit permission of the authority supplying it.
In finding for the defendants the court noted that 
there was nothing in the language of section 9 that 
supported the FCA’s argument: ‘No restrictions are 
placed on the word ‘use’ and there is nothing to 
suggest that the ‘use’ prohibited by s9(2)is only a 
certain type of use’. 
The court also referred to the statutory purpose and 
policy that lay behind the collateral prohibition, in 
particular the need for authorities who respond to an 
MLA request to be assured that material they supply 
will only be used for agreed purposes, so as not to 
breach any provisions in their law or prejudice any 
investigations that may be ongoing in their countries.   
The result
Despite finding that the FCA’s use of the MLA 
material amounted to an abuse of the process 
of the court, the civil claim was not struck out. In 
part this was because it was accepted that the FCA 
had not sought flagrantly to breach the collateral 
prohibition, but rather had been mistaken in its 
approach.  Furthermore, the court did not agree with 
the defendants that the civil claim had in fact been 
founded wholly, substantially or at all on the MLA 
material. 
Instead of striking out the case, the court ruled that 
none of the material obtained from the Greek (and 
the related Swiss) MLA requests should be admissible 
in the current civil proceedings and that they should 
not be made available to counsel or case workers 
dealing with those proceedings. The court further 
ruled that the FCA should now request retrospective 
permission from the Greek authorities to deploy the 
material outside its criminal investigation. Finally, 
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the court indicated that it was minded to make a 
costs order against the FCA.
Where does the FCA go from here?
The FCA escaped lightly. Despite being roundly 
criticised for its mistaken approach to handling 
the Greek MLA material, the court granted the FCA 
the opportunity to retrospectively right its wrongs 
– by belatedly seeking the consent of the Greek 
authorities to permit collateral use of the material in 
non-criminal matters.   
This result begs the question: why did the FCA 
not seek retrospective consent in the first place? 
Surely this seemingly straightforward step may have 
avoided these proceedings altogether, and the costs 
order they now face. The (unspoken) answer appears 
to be twofold. First, the FCA was worried that the 
Greek authorities would not consent. Secondly, the 
FCA wanted to ensure that section 9 CICA did not 
constrain or undermine its dual track investigative 
approach. Indeed, at its heart, this case throws into 
sharp relief the conflict between the collateral use 
prohibition and the FCA’s preference for investigating 
matters on a dual track basis. Whilst it may seem that 
the FCA can easily resolve this conflict by ensuring 
that overseas authorities give appropriate consent 
under section 9 CICA, in order that material can be 
used for both civil and criminal matters, a number of 
countries will undoubtedly be wary about providing 
material on that basis. 
If their consent is not forthcoming, the FCA will need 
to ensure that, in dual track investigations, overseas 
material obtained under MLA is kept ring-fenced 
and only made available to those investigating 
criminal conduct. How this works in practice is 
unclear.  The whole purpose of the FCA’s dual 
track approach is flexibility: to allow the regulator 
to prosecute criminal offences if the evidence is 
sufficiently strong, but if not, to have a second bite 

of the enforcement cherry, in regulatory or civil 
proceedings judged to a lower standard of proof. 
Traditionally the FCA investigation team on dual track 
cases has been the same, investigating civil and 
criminal offences alongside each other, regardless of 
what type of action is ultimately pursued. How will 
this work in future if investigators have seen or been 
told about information that has only be supplied 
for the purposes of criminal proceedings? The same 
concern arises in respect of other investigators 
with dual criminal and civil powers, such as the 
CMA and HMRC. This case has illustrated that dual 
track investigations with an international dimension 
are not always as easy to pursue as enforcement 
agencies may think. 
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INTERPOL

these, 150 were non-compliant with the spirit of the 
Universal Declaration of Human Rights (in violation 
of Article 2 of INTERPOL’s Constitution) and 353 were 
of a political, military, religious or racial character (in 
violation of Article 3 of INTERPOL’s Constitution). 
And this prompts the first question: what about 
the remaining 767 notices? No further details are 
provided. All the reader is told is that they were 
refused publication or cancelled due to reasons 
enigmatically described as ‘other’. Quite what 
this term means is unclear and leaves the reader 
pondering whether ‘other’ could mean a failure 
to satisfy INTERPOL’s Rules on the Processing 
of Data (‘INTERPOL’s Rules’); basic requirements 
that empower the Commission for the Control 
of INTERPOL’s Files (CCF) to recommend that the 
continued processing of data is non-compliant 
and should be deleted. Examples of such legal 
requirements, cited by INTERPOL in a different 
section of its website, include a failure to satisfy 
minimum penalty requirements and where the 
offence falls under one of the categories of excluded 
offences (such as3 adultery, Dowry-related crimes, 
failure to pay child support, possession of drugs for 
personal use). 
The next challenge in interpreting the data is that 
no distinction is drawn between notices refused 
publication in 2021, on the one hand, and those 
notices published in 2020 but then cancelled in 2021 
as a result of a review. Grouping these two categories 
together is unlikely to quench the thirst of critics of 
the organisation, who will be more interested in what 
has not been included or explained than in what 
INTERPOL has chosen to reveal.
INTERPOL is to be commended on publishing this 
data, particularly as it clearly demonstrates the scale 
of the abuse of its systems by (unnamed) member 
states. But the data reveals a worrying trend: why 
do so many abusive or unlawful notices continue to 

INTERPOL takes baby 
steps in the giant 
stride towards greater 
transparency
Edward Grange 
Partner

Last month INTERPOL published a significant tranche 
of new data. In a drive to honour its commitment to 
increase transparency, it disclosed, for the first time 
in its 99-year history, the number of red notices and 
wanted person diffusions1 (together ‘notices’) it had 
rejected or deleted during 2021. 
Had the current data not been published, the casual 
observer, having perused the INTERPOL Annual 
Report of 2021, would be none the wiser as to the 
scale of the problem INTERPOL has encountered in 
dealing with notices that are abusive or otherwise 
non-compliant with its legal requirements. The 
Annual Report was completely silent about these 
matters. So what can be learned from this sudden 
and surprising disclosure of new data? 
The data reveals that, during 2021, INTERPOL 
published 23,7162 notices, down 4% on the equivalent 

number published during 2020. But that is not 
the revelation that should pique the interest 
of INTERPOL watchers. 
The more eye-opening disclosure is that, 
during 2021, 1,270 notices were either 
rejected before being published or cancelled 
following publication the previous year. Of 

And this prompts the 
first question: what 
about the remaining 
767 notices? No further 
details are provided. 
All the reader is told 
is that they were 
refused publication 
or cancelled due to 
reasons enigmatically 
described as ‘other’. 

1   Diffusion notices are 
circulated directly by a 
member country’s National 
Central Bureau to all or some 
other member countries.

2   10,776 red notices and 12,940 
diffusion notices.

3   A full list of exempted 
offences can be found on 
INTERPOL’s website: https://
www.interpol.int/en/How-
we-work/Notices/About-Red-
Notices
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be published? Since INTERPOL’s own ‘Notices and 
Diffusions Task Force4’ seemingly permitted these 
notices to slip through the net, to what extent does it 
constitute an adequate safeguard? If all 1,270 notices 
were refused publication, this would be compelling 
evidence that the system is working; the target of the 
abusive notice would not be at peril from arrest and 
detention. However, if most of these 1,270 Notices 
were cancelled following publication, it calls into 
question why the Notices and Diffusions Task Force 
allowed them to be published in the first place. 
And this is why the statistics give rise to more 
questions than they answer. What is the precise 
split between notices refused prior to publication 
and those cancelled after publication? Of those 
notices cancelled after publication, what is the split 
between red notices and wanted person diffusions? 
Within those two categories of notice, what were 
the reasons in each case for cancellation (without 
resorting to evasions such as ‘other’)? Was the target 
of the notice detained, arrested or even subjected 
to extradition proceedings before the red notice 
was cancelled? And how long were these notices in 
circulation before they were cancelled?
Of course, notice applications from member states 
may not reveal on their face their abusive nature; 
whether they are politically motivated in violation 
of INTERPOL’s Constitution, for example, may not 
be immediately apparent. There can, however, be 
no excuse for notices being published for offences 
where minimum requirements for publication (under 
INTERPOL’s Rules) are not met. The new data does 
not reveal where the fault lies. To conclude that the 
Notices and Diffusions Task Force is working as it 
should, would therefore be stab in the dark.
One only has to look at the most recent Annual 
Report for the CCF to discover that too many notices 
are being published when not compliant with 
INTERPOL’s Constitution and INTERPOL’s Rules. In 

2021, the CCF processed 478 applications for requests 
for the deletion of notices where the applicant was 
the subject of a notice in the INTERPOL system. In 
62% of these applications, the CCF recommended 
that the challenged data did not meet INTERPOL’s 
legal requirements under its Constitution and/or 
Rules and that the data should be deleted. In 28% 
per cent of the applications the challenged data 
was held to be compliant. In the remaining 10% of 
applications, either the INTERPOL General Secretariat 
or the NCB at source deleted the challenged data 
before the CCF could consider the merits. Again, 
these figures suggest that INTERPOL needs to do far 
more work when it first receives a notice application 
to ensure that it is not published without a thorough 
check to ensure full compliance with its Constitution 
and Rules.
The movement towards greater transparency from 
an organisation that has operated for much of its 
lifetime in the dark is a welcome development. 
Lawyers reacted with similar glee to the publication 
of a selection of redacted CCF decisions for the 
period 2017-2019. Since then, however, no further CCF 
decisions have been published. To demonstrate true 
transparency, INTERPOL must embrace sustained 
openness. So far, it has only permitted intermittent 
and tantalisingly incomplete glimpses into its inner 
workings. These are mere baby steps. And one 
is entitled to expect more than baby steps from 
an organisation that next year will celebrate its 
centenary. 

INTERPOL

What is the precise 
split between notices 
refused prior to 
publication and 
those cancelled after 
publication? Of those 
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notices and wanted 
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4   A specialised multilingual and 
multidisciplinary task force 
comprising lawyers, police 
officers and operational 
specialists whose role 
is to review requests for 
notices for compliance with 
INTERPOL’s Rules.
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Merry Christmas from 
everyone at Corker Binning

We wish you and your loved ones a 
peaceful Christmas and a Happy New Year.
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