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Welcome to 
the Spring 2023 
edition of The 
Knowledge 
In this edition, Maia Cohen-Lask, one of 
our new partners, examines the money 
laundering implications arising from 
the High Court’s decision to refuse the 
novel challenge brought by the World 
Uyghur Congress against the National 
Crime Agency. I then consider some of 
the ethical issues arising when solicitors 
choose to terminate their retainers 
with “unpopular” clients, and question 
whether the SRA’s guidance is accurate.  
Claire Cross and Peter Binning take a 
look at the Online Safety Bill passing 
through Parliament, highlighting the 
dangers inherent in its novel approach 
of attributing criminal liability to senior 
managers. Jessica Maguire considers two 
judgments, one criminal and one civil, 
in the field of image-based abuse, and 
argues that the approach of both courts 
illustrates an increasing awareness of 
how this type of offending can have 
serious financial consequences. Finally, 
David Corker, author of the leading 
textbook on Disclosure in Criminal 
Proceedings, asks what should be done 
to reform disclosure in document-heavy 
criminal fraud trials, in light of the third 
SFO case collapse in as many years. 

Happy reading! 

Andrew Smith 
Partner and Editor
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Prosecuting companies for criminality in their 
supply chains – an impossible prospect?

CRIMINALITY IN SUPPLY CHAINS

Maia Cohen-Lask 
Partner

relating to the proceeds of those crimes, i.e. through 
their supply chains. Specifically, the question is 
whether a company and/or its directors whose 
supply chain concerns goods which have been 
obtained or produced as a result of an international 
crime could be held liable for money laundering 
offences under the Proceeds of Crime Act 2002 
(POCA). 
The most straightforward illustration of the logic of 
this legal approach is as follows:  
•	 Under s340(3) POCA, property is “criminal 

property” if it constitutes or represents a 
person’s benefit from criminal conduct (conduct 
which would constitute an offence in the UK if it 
occurred there), and the alleged offender knows 
or suspects that it does;

•	 Under s329 POCA, a person commits a criminal 
offence if they acquire, use, or possess criminal 
property1;

•	 Therefore, if goods are produced in another 
jurisdiction as a result of, for example, crimes 
against humanity (contrary to the International 
Criminal Court Act 2001), and if a company and 
its directors, knowing or suspecting this to be 
the case, buy those goods and import them into 
the UK, then they will be acquiring and using 
criminal property, and so committing a s329 
POCA money laundering offence. 
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Does English law criminalise multinational 
companies and their executives if they profit from 
international crimes committed outside the UK in 
their supply chains? There is an emerging trend in 
other jurisdictions to seek to impose criminal liability 
in these circumstances. For example, in October 2022, 
the French company Lafarge S.A. pleaded guilty in 
the United States to conspiring to provide material 
support and resources in Northern Syria to ISIS 
during 2013 and 2014; in Sweden there is an ongoing 
criminal investigation into Lundin for complicity in 
war crimes in South Sudan; and in France, in October 
2022, a criminal complaint was filed in France against 
TotalEnergies for alleged complicity in Russian war 
crimes in Ukraine. 
However, no such cases have yet been brought in 
England. In the Autumn 2021 issue of this publication, 
we wrote that, whilst the “risk of English companies 
finding themselves exposed to this enforcement 
risk is slowly increasing”, difficulties in proving 
accessorial liability, as well as the need to identify 
a directing mind and will of the corporate accessory 
with the requisite mens rea meant that, for now, “ it is 
in continental Europe that the risk is most acute”. 
It is in response to these difficulties that Non-
Governmental Organisations (NGOs) and criminal 
lawyers have begun to ask whether it would be 
more effective to seek to prosecute companies and 
their directors not for their alleged complicity in 

international crimes, but instead for offences 

1  �In relation to criminal conduct 
outside the UK, even if it was 
not a criminal offence in the 
country where it occurred, 
some offences (as prescribed 
by the Secretary of State) can 
still qualify as the underlying 
offence for a money 
laundering offence, if certain 
conditions are met. 



In theory, this presents a more straightforward route 
to criminal liability than one requiring proof of 
complicity in committing the international crime. 
The fact that, in principle, this logic is sound was 
confirmed recently in R (on the application of) World 
Uyghur Congress v SSHD, HMRC and the NCA [2023] 
EWHC 88 (Admin). In this case, the WUC (an NGO) 
sought a judicial review of the refusal of three UK 
government law enforcement agencies (all of whom 
shared a responsibility for policing the UK’s borders) 
to launch criminal investigations against companies 
importing cotton into the UK from Xinjiang (XUAR), 
where it was alleged the cotton was produced using 
forced labour. 
The defendants did not appear to dispute that, 
theoretically, a company (and its directors) importing 
goods into the UK which were the proceeds of 
criminal conduct abroad could be liable for 
money laundering offences. This has led many 
commentators to suggest that the criminal risks 
faced by such companies and their directors has 
suddenly increased. This claim is questionable. 
After all, the court concluded that the defendants 
had not misdirected themselves in failing to launch 
criminal investigations. Moreover, each of the court’s 
three reasons for reaching this conclusion illustrate 
the practical difficulty in bringing a prosecution 
of a company or its directors in these or similar 
circumstances. 
Firstly, in relation to the actus reus of money 
laundering, Mr Justice Dove found that “specific proof 
in relation to particular consignments” was required. 
The extensive but generalised evidence in relation 
to forced labour in XUAR was insufficient. Given the 
complexity of multinational supply chains, proving 
that a particular consignment was the product of an 
international crime is an evidential hurdle which will 
often be insurmountable. 
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Secondly, in relation to the mens rea, the court 
applied the same logic, i.e. there must be specific 
evidence that the company or an individual 
responsible for the importation knew or suspected 
that a particular consignment of cotton from 
XUAR was produced by forced labour. Evidence of 
knowledge of a generalised risk was insufficient.  
Thirdly, and most significantly, the judge recognised 
that no offence under s329 POCA is committed where 
the suspect “acquired or used or had possession of 
the property for adequate consideration” (s329(2)
(c) POCA). The judgment states: “It would not only be 
necessary to show that a consignment was criminal 
property, but also that, considering the question 
objectively, the consignment had been purchased 
for significantly less than its value or by some other 
measure for consideration which was not adequate. 
This requirement presents difficulties in the context 
of the international trading of the goods which are in 
question in this case.” To describe this requirement 
as “presenting difficulties” is an understatement. 
The analysis proceeds on the basis that the market 
value of the goods being traded is a correct 
measure of adequate consideration (the judgement 
specifically endorsing that adequacy is an objective 
measure). That, as amply demonstrated by this case, 
is an analysis which fails to account for the economic 
realities of the market, where market value is itself 
influenced by the conditions under which goods are 
produced. 
If there is widespread production taking place 
under forced labour conditions (or under any 
other conditions of widespread criminality), then 
these practices will themselves inform (and likely 
lower) the market value. Purchasers would only 
find themselves committing money laundering 
offences if they bought the goods for even cheaper 
than the market value (a value which has forced 

CRIMINALITY IN SUPPLY CHAINS
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labour already baked in). The practicality is such 
that the adequate consideration exemption, as 
presently applied, makes it very difficult to prosecute 
for money laundering unscrupulous capitalists 
who knew that the commodity they traded had 
been produced by forced labour (or other serious 
international criminality).
In the context of international supply chains, the 
defence of adequate consideration could therefore 
pose a barrier to any future prosecution. Whether 
it will be an insurmountable barrier in practice 
depends on one of two possible interpretations of 
s329(2)I POCA:
•	 In the first interpretation, the payment of 

adequate consideration means that no offence 
of money laundering is committed by the 
payer, i.e. payment of inadequate consideration 
becomes, in effect, an element of the offence, 
which can be committed by anyone in the supply 
chain;

•	 In the second interpretation, not only is 
adequate consideration an exemption to liability 
for the payer, but once adequate consideration 
has been paid by a bona fide purchaser, the 
property itself ceases to be criminal in all future 
hands in the supply chain. 

This distinction is of huge significance in an 
international supply chain, where adequate 
consideration may be paid at one but not every 
stage. If property ceases to be criminal property 
on the payment of adequate consideration, then 
the logical conclusion is that, thereafter, no 
future purchaser commits the s329 offence, even 
if they pay inadequate consideration. Thus, if 
the second interpretation is correct, it creates a 
barrier to criminal prosecution which is likely to 
be insurmountable – that not only must the final 

purchaser have paid inadequate consideration, but 
so must every intermediate purchaser in the supply 
chain. 
There is some support in case law for the second 
interpretation. For example, in the case of R v Afolabi 
[2009] EWCA Crim 2879, which related to a house 
bought with the proceeds of crime which was then 
sold on, the Court of Appeal concluded that “once 
the house is sold to a bona fide purchaser then it 
does not remain criminal property. Although the 
purchase money is then criminal property, we think 
the judge was wrong to say as he did that it remains 
criminal property as it passes through various 
hands.”  The court acknowledged that it had not 
heard any direct argument on the point of s329(2)
(c) POCA, but suggested that the application of this 
section would mean that subsequent transfers (after 
the payment of adequate consideration) would have 
to be prosecuted under s327 or s328 POCA instead. 
This rationale is logical in considering the purchase 
of a house with criminal funds: the house cannot 
stay as criminal property forever, regardless of future 
bona fide purchasers. However, it is an imperfect 
analogy with an international supply chain. Goods 
produced by forced labour are very different in 
nature from a property purchased with tainted 
funds in that their very existence is criminal: the 
goods exist only because of criminality and have no 
former life untainted by criminality. It cannot have 
been intended as a consequence of POCA that the 
designation of forced labour produced goods as 
criminal property could be cleansed through a single 
purchase for adequate consideration.
Whether or not the WUC judgment adequately 
clarifies this ambiguity is open for debate, as the 
judgment can be read in two possible ways. The 
defendants specifically argued that “at any point 
in such a market supply chain stretching many 

The adequate 
consideration 
exemption, as 
presently applied, 
makes it very difficult 
to prosecute for 
money laundering 
unscrupulous 
capitalists who knew 
that the commodity 
they traded had been 
produced by forced 
labour (or other 
serious international 
criminality).

Goods produced by 
forced labour are very 
different in nature 
from a property 
purchased with tainted 
funds in that their very 
existence is criminal: 
the goods exist only 
because of criminality 
and have no former 
life untainted by 
criminality
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thousands of miles the chain could be broken by 
the use of adequate consideration in any of the 
transactions involved”. What is unclear is whether 
Mr Justice Dove fully endorsed this position. He 
made some general statements in support of the 
defendants’ overall approach, such as “Having 
reflected on the respective position of the parties 
I am not satisfied that there is any legal error or 
misdirection in the approach taken by the Defendant 
to the provisions of the 2002 Act.” 
In addressing adequate consideration specifically, 
the judge relied on the case of Hogan v DPP [2007] 
EWHC 978 (Admin), saying that it provides “a 
definitive interpretation which supports the concerns 
of the Defendant”. However, Hogan was a case about 
a man acquiring stolen scaffolding. It confirmed 
that the question of adequate consideration is an 
objective one, and that inadequate consideration 
is an element of the offence, needing to be proved 
by the prosecution to the normal criminal standard. 
The effect of this on a supply chain, and the 
circumstances in which the goods being supplied 
might cease to be criminal property, was not 
considered. Therefore, Mr Justice Dove’s reliance 
on this case does not equate to a whole-hearted 
endorsement of the defendants’ position on this 
particular point. 
Ultimately, it seems that the court was reluctant 
to make a definitive finding on the question as 
to whether the defendants were correct to assert 
that the chain could be broken by the payment 
of adequate consideration at any point. This is 
understandable but the uncertainty it creates is 
highly undesirable. The practical reality is that 
if criminal investigators need to evidence that 
every purchaser in the prior supply chain has 
paid inadequate consideration, the chances of 
prosecutions being brought for s329 POCA offences in 
these circumstances are extremely slim. 

There are other routes to liability for the offence 
of money laundering which remain open (the 
adequate consideration exemption not applying to 
the offences under s327 (concealing / transferring 
criminal property) or s328 (becoming concerned in 
an arrangement which facilitates the acquisition 
of criminal property)), and these remain untested 
by the courts in the context of international supply 
chains. But the WUC case is a reminder that, at 
least until the law on adequate consideration is 
clarified, the risk of a company (or its directors) 
being prosecuted for an s329 offence in the context 
of an international supply chain remains a distant 
prospect. The commentary suggesting that the 
case heralds a new dawn of money laundering 
prosecutions is misplaced. There is no doubt that 
many NGOs and civil society organisations wish to 
see criminal enforcement against companies for 
international crimes, but it may take an overhaul 
of the existing criminal law, rather than merely a 
more ambitious prosecutorial strategy, to enable 
us to catch up with the high-profile examples in 
continental Europe. 
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RULE OF LAW

The war in Ukraine, 
solicitors and the rule 
of law
Andrew Smith 
Partner

When Russia invaded Ukraine just over a year ago, 
many large and distinguished law firms abruptly 
terminated their retainers with their Russian clientele. 
Some of them publicly justified this as an expression of 
their “values” or of their desire to “do the right thing”. 
The Solicitors Regulation Authority (SRA) condoned 
their action, announcing on 4 March 2022 that: 

“Many firms […] are considering who they feel 
comfortable acting for. This is highly unlikely to 
be a regulatory matter. […] The current situation 
with the conflict in Ukraine is clearly novel, and 
whether there is a ‘good reason’ for terminating a 
client retainer in response will be a matter for the 
courts to decide, on the individual facts.”1

Other legal regulators echoed the SRA’s stance. The 
Law Society of Jersey, for example, was more explicit. It 
announced that:

“The Law Society considers that, in the current 
circumstances and specifically in relation to 
Russian or Belarusian clients, reputational 
concerns or issues may, additionally, be 
considered to represent ‘just cause’ to justify 
termination of a relationship.”

The SRA’s guidance deserves scrutiny. The 
implication that a solicitor can legitimately 
sack a client only because they have become 
uncomfortable about their continuing to act is 
mistaken. 

1  �SRA | The importance of 
complying with Russian 
financial sanctions | Solicitors 
Regulation Authority

For over a hundred years, solicitors’ rules of practice 
endorsed by the common law have held that a solicitor 
is never entitled to terminate their client’s retainer 
unless there is good reason and upon reasonable 
notice. For instance, Lord Esher MR held in 1894 that 
solicitors should not easily be able to dump their 
clients, leaving them with the task of trying to find fresh 
representation. 

The inhibition that the “good reason” condition creates 
has been especially applied in the context of litigation; 
that by continuing to act, the solicitor is helping the 
court to administer justice. Explicitly or by implication, 
the rationale for this inhibition has been to uphold 
the rule of law and to promote access to justice where 
litigation is concerned.

The root of the SRA’s stance as to the licence that 
solicitors enjoy to terminate their client retainers is its 
claim that law firms, in the wake of Russia’s attempt 
to annex Ukraine, confront a situation so unexpected 
and dramatic that it amounts to some brave new world 
or paradigm shift. In other words, the war in Ukraine – 
despite all the other wars that have ravaged Europe and 
elsewhere – is “clearly novel”. 

This is a fallacious claim and dangerous territory for 
a professional regulator. It engenders a climate of 
moral exceptionalism within the profession; solicitors 
feel empowered to redefine their established ethical 
obligations and begin to take decisions based on 
ideologically driven forms of special pleading.

Unfortunately, by adopting this stance, the SRA has (no 
doubt inadvertently) fuelled what Putin has claimed 
to the people of Russia to be the true reason for the 
West’s (over)reaction to the invasion. It gives credence 
to Putin’s assertion that the West nurses underlying 
anti-Russian sentiments and so has exploited the 
invasion to achieve its long-term goal of crippling and 
isolating Russia. 
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The SRA has encouraged 
an increasingly 
fashionable but false 
and pernicious view 
that law firms should 
be associated with their 
clients, or that clients 
who during the course 
of the retainer appear 
no longer to subscribe 
to the values of those 
whom they instruct can 
be terminated.

The truth is that Russia’s invasion of Ukraine is not 
nearly as significant as the SRA contends. It is not 
novel, whether clearly or otherwise. The regulatory 
questions engaged by acting for clients associated 
with the prosecution of a war – and thereby tainted by 
suspicions of immorality or even criminality – are not 
novel but common. 

They are no different from the questions that solicitors 
acting for Russian clients confronted (or should have 
confronted) when Russia invaded and annexed Crimea 
in 2014, or when solicitors continue to act for Saudi 
clients despite the horrifying war in Yemen, or Chinese 
clients despite its seizure of Tibet. 

The SRA’s position is impossible to square with its own 
Principles and Code of Conduct. Code of Conduct Rule 
1.1 instructs solicitors not to “unfairly discriminate by 
allowing your personal views to affect your professional 
relationships and the way in which you provide your 
services.” 

If a solicitor terminates a retainer merely because they 
feel uncomfortable acting for a Russian client, this is 
exactly what Rule 1.1 prohibits. Breaching the very first 
conduct rule regulating solicitors is self-evidently a 
“regulatory matter”. 

The SRA has green-lighted a new set of norms (“values” 
and “doing the right thing”) to justify decisions to 
offload unpopular clients. In so doing, the SRA has 
encouraged an increasingly fashionable but false and 
pernicious view that law firms should be associated 
with their clients, or that clients who during the course 
of the retainer appear no longer to subscribe to the 
values of those whom they instruct can be terminated. 
Whilst this might appear to be a principled stance, it is 
quite the opposite. 

It erodes the principle that solicitors – in the words of 
the UN Basic Principles on the Role of Lawyers – “shall 
not be identified with their clients or their clients’ 
causes as a result of discharging their functions”.2  2  �Basic Principles on the Role of 

Lawyers | OHCHR
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It means that solicitors assume the role of judges, 
deciding for themselves the rights and wrongs of 
their clients’ causes. And it precipitates a descent into 
moral subjectivism, whereby lawyers decide which 
clients should benefit from or sacrifice the right to 
representation, simply because their perceived values 
are (or have become) objectionable. 

Faced with egregious breaches of international law 
by Russia, it is all the more important that English 
solicitors uphold the rule of law, including by adhering 
to their professional ethical duties when acting for all 
clients, including those from Russia. 

The war in Ukraine, for all its abhorrence, is not of a 
nature or magnitude that justifies a novel recalibration 
of those duties. Access to justice does not sleep during 
wartime.

It might be thought that this argument only applies 
to criminal defence work; that a person put on trial 
for a crime, no matter how heinous, should never be 
deprived of a defence lawyer. But even in this field, 
there are worrying trends. 

Several years ago, Harvard Law School Professor Ronald 
Sullivan joined the defence team of Harvey Weinstein. 
There were protests on campus and he was eventually 
sacked.  The protesting students issued a statement 
congratulating Harvard for having “done the right 
thing”. 

Certain criminal law firms in the UK now refuse outright 
to represent any man accused of sexual crimes against 
a woman. This is a worrying illustration of what can 
happen when lawyers become regarded as supporters 
or allies of their clients; or conversely when they are 
perceived as condoning their clients’ wrongdoing. 

When we allow the court of public opinion to determine 
whom a lawyer may represent and how, we are not 
“doing the right thing”. On the contrary, we undermine 
the rule of law, because we allow popular ideologies 
(whether reactionary or “woke”) to replace the 

legislator and judiciary in resolving legal disputes 
concerning competing rights and interests. 

Anyone who thinks otherwise should recall one of the 
paradigm accomplishments of the Nuremberg trials. 
The defendants, accused of having committed the 
most appalling atrocities, were nonetheless granted 
the right to a fair trial and representation by a lawyer. 
Importantly, this was in stark contrast to the Nazi Party, 
which had persecuted lawyers who represented Jews 
and others considered undesirable and unworthy of 
legal advice according to National Socialist doctrine.

This principle extends to any legal representation 
concerned with the resolution of disputes and the 
determination of liability. If, for example, the state 
chooses to sanction a person, the financial and 
reputational effects are enormous. The law has created 
a statutory mechanism for disputing the designation. 
Solicitors should not face criticism for using this 
mechanism to challenge what may ultimately turn out 
to be an unlawful state decision. 

The history of such challenges, as illustrated by the 
former President of Egypt Hosni Mubarak’s lengthy but 
successful battle to lift his EU designation, is evidence 
that countries and international organisations all too 
often deploy sanctions as an unlawful form of economic 
warfare. The ability to test whether the state is acting 
arbitrarily is essential to the rule of law – even more so 
during wartime. 

Yet some politicians seem to think the opposite. The 
Government has named and shamed “amoral” law 
firms who have acted for Russian clients, regardless 
of the context. This is not only an exercise in abject 
hypocrisy, given the documented links between Russian 
money and political influence, but an unprincipled 
encouragement to forfeit the protection of the law. 

Unfortunately, politicians who express judgments about 
the perceived morality of lawyers and their clients – 
whether wealthy Russians or impoverished asylum 

When we allow the 
court of public opinion 
to determine whom a 
lawyer may represent 
and how, we are not 
“doing the right thing”. 

RULE OF LAW
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seekers – embody the erosion of the rule of law incited 
by the Government. 

It is consistent with its embrace of law-breaking as a 
form of policy expression, from breaching international 
law in the context of the Brexit agreement in Northern 
Ireland to the recent Illegal Migration Bill and its 
erosion of the protections afforded by the Refugee 
Convention. 

Solicitors should not be browbeaten by these attacks. 
They should be commended when they act for 
unpopular clients, so that those clients are not left 
to face the power of a hostile state or media on their 
own.

Thus, when law firms sack their clients on the basis 
of “values”, the SRA should be asking: whose values? 
It is all very well to talk about a conflict of values 
between a solicitor and the client, but if the client 
suddenly becomes a pariah, they do not lose their 
rights. And when law firms start to define themselves 
as an extension of their clients (the mantra “we are 
our clients”), this is a dangerous step away from the 
principle of an independent legal profession. 

In post-war America, there were barely any white 
southern attorneys prepared to act for black plaintiffs 
in civil rights cases. They were cowed by the white-
controlled Government and media. 

This seems shocking now, but it is equally shocking 
to recall that only 15 years ago, Buckingham Palace 
was throwing a lavish banquet for President Putin; 
our politicians were queuing up to do business with 
Russia. Political and popular moods change with the 
times, influenced by competing notions of the public 
good. The law exists to stand apart from – and mediate 
between – these diverse views, not to be in thrall to 
any one of them.

One year on from the invasion, some of the initial 
moral panic amongst our profession seems to have 
dissipated. OFSI reports that it has received hundreds 

of applications for licences from law firms seeking 
consent for the payment of legal expenses. 

Clearly, many solicitors are now acting for sanctioned 
entities, regardless of what they said 12 months 
ago. In November 2022, the SRA issued detailed and 
helpful new guidance for solicitors on compliance 
with the sanctions regime, but it has not revoked or 
reconsidered its earlier guidance on which this article 
has focused. 

It should do so. That guidance was misconceived and 
conveyed a misleading impression of the true nature 
of a solicitor’s regulatory duties. The SRA should take 
the strong and unambiguous stance that the rule of 
law is strengthened when solicitors agree to act for the 
unpopular or disadvantaged.  

RULE OF LAW
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ONLINE SAFETY BILL

The criminal law has long been used to give 
regulatory schemes teeth.  In recent years there 
has been a heightened focus and demand in some 
quarters for senior managers in regulated industries 
to face personal investigation and meaningful 
criminal sanctions, including the threat of prison 
sentences. 
The Online Safety Bill (currently at the Committee 
stage in the House of Lords) is the latest example. 
If enacted, it will impose criminal liability on senior 
managers as a means of encouraging corporate 
compliance with the duties created by the proposed 
online regulatory framework. But is holding senior 
managers criminally liable for their organisations’ 
regulatory failings the right approach in the field of 
online safety?   
The proposed regulatory regime 
At present, most providers offering online user-to-
user and search services operating in the United 
Kingdom (UK) are not subject to any regulation 
concerning user safety. The Bill proposes a new 
statutory duty of care, supported by a regulatory 
framework, to make these providers responsible for 

the safety of their users and to tackle harm caused 
by content or activity made available on their 

services. 
This regulatory framework will be enforced 

The Online Safety Bill 
and the criminalisation 
of senior managers

by an independent regulator, The Office of 
Communications (Ofcom), and will apply to providers 
that allow their users to discover user-generated 
content or interact with other users online. 
The Bill gives Ofcom the power to compel providers 
to disclose information and to require an individual 
from the provider to attend an interview; powers 
of entry and inspection; and the power to require a 
provider to undertake, and pay for, a report from a 
skilled person. 
In respect of non-compliance, Ofcom will also have 
the power to impose enforcement notifications 
(which may set out the steps required to remedy 
a contravention) and financial penalties of up to 
£18 million or 10% of qualifying worldwide revenue, 
whichever is greater. 
In the most serious cases of non-compliance, Ofcom 
will be able to seek a court order imposing business 
disruption measures, which may require third parties 
(such as businesses offering payment or advertising 
services, or Internet Service Providers) to withdraw, 
or impede access to, the services they supply to the 
non-compliant providers. 
Information notices
As the Bill currently stands, only named senior 
managers of the non-compliant providers can be 
prosecuted in respect of a failure to respond to 
Ofcom information notices. When an information 
notice is issued to a provider, Ofcom will be able 
to require the provider to name a senior manager 
responsible for complying with the notice. 
The named senior manager, as well as the provider 
itself, would commit a criminal offence if the provider 
did not comply with the notice and the named 
individual had not taken all reasonable steps to 
make sure the provider did not commit that offence 
(clause 99).1 

Claire Cross 
Partner

Peter Binning 
Partner

1  �There are also a range of 
other linked information 
notice offences, such as 
providing information in 
response to such a notice 
that is false and misleading, 
or in an encrypted form 
so that Ofcom is unable to 
understand its contents 
or suppressing or altering 
information that responds to 
the Notice’s requirements.
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This use of criminal powers was considered an 
essential step even in the early stages of the Bill’s 
passage through Parliament. During the House of 
Commons Committee stage, reference was made 
to “previous examples of large social media firms 
withholding information and simply paying a large 
fine.”  
There was particular concern about the 2021 
Competition and Markets Authority (CMA) case 
relating to Facebook’s failure to provide information, 
despite it being repeatedly requested over an 
extended period, which ultimately ended in Facebook 
paying a £50 million fine rather than providing the 
information.  
Parliamentary Under-Secretary of State for Digital, 
Culture, Media and Sport Chris Philp  stated: “Let me 
put on record now that that behaviour is completely 
unacceptable. We condemn it unreservedly. It is 
because we do not want to see that happen again 
that there will be senior manager criminal liability 
in relation to providing information, with up to two 
years in prison.”2 
Extending senior manager criminal liability
Until the early part of 2023, the criminal liability of 
senior managers under the Bill was limited to the 
provider’s compliance with information notices. 
However, by January of this year, nearly 50 
backbenchers were supporting a proposed 
amendment that would create criminal liability 
for senior managers where the provider had failed 
to comply with child protection safety duties, and 
where the offence had been committed with a senior 
manager’s “consent or connivance” or if it was 
attributable to their “neglect”. 
This backbench rebellion appears to have forced the 
government into announcing, on 17 January 2023, that 
the next draft of the Bill would include an expanded 
form of criminal liability for senior managers.  

Arguments for and against wider ranging criminal 
offences
Those in favour of extending senior manager criminal 
liability argue the following. If the only sanction 
available to Ofcom is a financial penalty, then there 
is a risk that big tech companies will treat the fine 
as a cost of doing business and carry on acting in a 
non-compliant way. 
In order for the government to hardwire the safety 
duties directly into the management of regulated 
firms, and to enforce the delivery of a culture 
of compliance, the Bill must be strengthened to 
promote cultural change and embed compliance with 
safety regulations at board level.  
The only way for the Bill to ensure that this is done, 
and to have any real “bite”, is if senior managers 
are forced to take personal responsibility.  If their 
company fails to meet the expectations required of 
them, then the individual risks prosecution and the 
possibility of a custodial sentence.  This, say those in 
favour of enhanced criminal offences, will incentivise 
senior management to take all reasonable steps to 
ensure compliance with the regulatory regime. 
On the other side of the argument are those who are 
concerned that criminalising senior managers will 
unduly penalise individuals for the availability of 
content that normally originates from third parties 
outside their companies (who may not themselves 
face sanctions).  
There are concerns that senior managers, faced 
with criminal liability, might adopt an over-zealous 
approach to their duties, restricting freedom of 
expression. There is also the very real problem of 
putting criminal offences onto the statute book 
that may have the appearance of being an effective 
deterrent, but which prove near impossible to 
prosecute. 

What is likely to 
happen, or so the UK 
authorities hope, is 
that the proposed 
changes draw a 
prominent line in 
the sand between 
cryptoassets services 
providers who are and 
who are not regulated 
in the UK. 

2  �Hansard – Column 217 
COMPLETE REFERENCE
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Without the real risk of rigorous investigation and 
prosecution, the deterrent effect will never be 
realised in practice.  Arguably, it would be much 
more effective to provide that Ofcom should name 
the Chief Executive of a provider (or the most senior 
board director or senior manager resident in the UK) 
rather than requiring the entity itself to choose a 
senior manager for themselves. 
At present, under clause 93(2) of the Bill, the provider 
can be required to name a senior manager “who may 
reasonably be expected to be in a position to ensure 
compliance with the requirements of the notice.” This 
gives far more discretion to the provider than should 
be necessary and may too easily lead to entities 
avoiding the risk of prosecution for the most senior 
executives. 
Establishing an effective regime of regulation based 
on breaches of statutory duties has been shown 
to be possible in the field of health and safety; the 
regulatory framework of the Health & Safety at 
Work Act 1974 has stood the test of time. There are 
other successful examples relating to environmental 
protection and company law. 
The difference between those situations and the 
challenge of regulating online service providers 
are manifold. The global scale of the big tech 
organisations involved; their dominant economic 
and supra-national political power; the multiple 
jurisdictions in which they operate and process data; 
and the expectation that they could effectively police 
the private use of the internet by billions of global 
users. 
This is manifestly not equivalent to expecting 
companies to introduce adequate procedures 
to prevent bribery by “associated persons”, or 
the burden on regulated professionals to report 
suspicions of criminal activity arising in the course 
of business in the regulated sector. The anti-bribery 
and anti-money laundering regimes focus on 

Without the real 
risk of rigorous 
investigation and 
prosecution, the 
deterrent effect will 
never be realised in 
practice.  
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situations where there is a much greater and more 
logical commercial proximity between the relevant 
parties. 
In the online world, service providers do not have 
that same proximity or commercial relationship 
with their users. A comparison could be made with 
telecommunications offences relating to malicious 
communications. Telephone companies are not 
criminally liable for a failure to prevent a malicious, 
menacing or indecent communication by one of their 
customers.
Half-way house
Whilst agreeing to revisit senior manager criminal 
liability, the government does not appear to be 
willing to go as far as the back-benchers want them 
to. 
Michelle Donelan, Secretary of State for Science, 
Innovation and Technology, declared: “We are 
committed to ensuring that children are safe online 
[…]  so will work to table an effective amendment in 
the Lords. This amendment will deliver our shared 
aims of holding people accountable for their actions 
in a way which is effective and targeted towards child 
safety, whilst ensuring the UK remains an attractive 
place for technology companies to invest and grow 
[…]we intend to base our amendment on the Irish 
Online Safety and Media Regulation Act (2022) which 
introduces individual criminal liability for failure to 
comply with a notice to end contravention.”3

If this approach is adopted, it will be a half-way 
house. Once again, criminal liability will arise from a 
failure to comply with a form of written notice.  
Under the Irish legislation cited, an appointed 
“Online Safety Commissioner”4 can determine that 
a regulated company has not complied with binding 
online safety codes and consequently issue a notice 
specifying the steps that the company must take to 
rectify its non-compliance. Senior managers can be 

held personally criminally liable for the company’s 
failure to comply with the terms of such a notice.
If, as suspected, the Bill’s approach is amended to 
mirror the Irish example, it will be interesting to see 
if it is sufficient to hold the back bench rebels at 
arm’s length.  
There will be those who say that the proposed 
approach is inadequate in that it only imposes 
criminal culpability on individuals once they (or more 
accurately their companies) have already failed to 
comply with the regime. 
Others will say the approach is proportionate and 
especially in the early stages of implementation, 
senior managers should be told if they are making 
errors and given the opportunity to remedy them 
without facing criminal liability. 
Conclusion
It is easy to bang the political drum in favour of 
locking up tech executives but much less easy to 
nail down the precise nature of the conduct to which 
criminal culpability would (and should) apply. 
The failure to prevent model is not transferable to 
the online regulation model; there has not yet been 
any form of individual criminal liability based on 
failure to prevent, which has so far been restricted to 
corporate entities. There is an attraction to adopting 
a regime comparable to that of other countries, such 
as Ireland. 
Ultimately, however, there needs to be a global and 
harmonised approach to the problem of regulating 
the internet. Draconian laws passed in one country 
will not necessarily produce the desired solution. 
It is right that the criminal law gives regulatory 
regimes teeth. But if those teeth are over-sharpened, 
there is a real risk that it will create a culture of 
censorship, and that businesses are driven from the 
UK into jurisdictions where unscrupulous approaches 
to online safety flourish in a culture of impunity. 

3  �https://questions-
statements.parliament.
uk/written-statements/
detail/2023-01-17/hcws500

4  �Which would be OFCOM in 
the UK
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conviction for disclosing private sexual images of 
his ex-girlfriend on both WhatsApp and Only Fans. 
A prison sentence just three months less than the 
maximum available has sent out an unambiguous 
message that this offence will be treated with the 
utmost seriousness by the criminal courts. 
Apart from laying down this marker, what is 
particularly interesting about Mr Bear’s case is that 
it illuminates the flexibility of the offence: it can 
be committed in ways probably not foreseen by 
Parliament in 2015 but which are rightly treated as 
aggravating the offending conduct. 
Only Fans was founded in November 2016, around 
one year after the offence came into force. It 
reportedly has approaching 150 million users 
worldwide. Its business model, which asks fans to 
subscribe on a periodic or pay-per-view basis, means 
that a person minded to share private sexual images 
without consent may be motivated not just by a 
desire to humiliate another person, but by financial 
gain. In Stephen Bear’s case, not only was the 
video made available to over 1,000 of his Only Fans 
subscribers for a fee, it also became viral on multiple 
social media platforms after he sent it.  
When the sentencing guidelines for the offence were 
drafted in October 2018, the Sentencing Council 
seemed to have little sense that the offence could be 
committed in this way on such a vast scale. Whereas 
earlier social media such as Facebook and Snapchat 
meant that images would usually only be circulated 
to existing friends and contacts, newer social media 

When sexual crime pays: the financial consequences of 
image-based abuse 
Jessica Maguire 
Associate

Section 33 of the Criminal Justice and Courts Act 
2015 created the offence of disclosing private sexual 
photographs or films without the consent of the 
individual who appears in them and with intent 
to cause that individual distress. Colloquially, but 
perhaps misleadingly, this offence has become 
known as “revenge porn”. 
Parliament introduced this offence because 
historically the conduct had typically been 
charged as harassment, voyeurism or malicious 
communications. It was thought that none of these 
offences fully encapsulated the seriousness and 
impact of this behavior and its prevalence in the 
social media age. Nor did prosecuting some of 
these offences allow a judge to impose associated 
orders aimed at the protection of the public, such as 
requiring the convicted defendant to report under 
the sex offenders register. 
Several years later, section 69 of the Domestic Abuse 
Act 2021 amended section 33 to make it an offence 
to threaten to disclose private sexual photographs 

and films. Notably, this expanded offence does 
not require proof that the image even existed. 
The mere threat of disclosing an image is itself 
sufficient to trigger criminal liability, provided 
the threat is made with the intention of 
causing the victim distress. 
These offences were recently thrust into 
the spotlight. On 3 March 2023, Stephen 
Bear, a reality TV personality, was sentenced 
to 21 months’ imprisonment following his 

SEXUAL CRIME
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such as Only Fans makes it possible to circulate the 
images to anyone – for a price. Indeed, financial gain 
is an aggravating factor currently absent from the 
sentencing guidelines.  
These guidelines indicate that, even with a defendant 
whose offending has the highest level of culpability 
and inflicts the greatest harm, the starting point is 
one year custody, with a range of up to 18 months. 
These are of course only guidelines; a sentencing 
judge is entitled to step outside of them (although 
they rarely do so other than in exceptional cases). 
In Mr Bear’s case, the judge took this rare step: the 
financial gain from which Mr Bear benefited was 
very unusual and seems to have persuaded the 
judge to arrive at a sentence greater than the top 
of the range, at almost the maximum of what the 
legislation allows. As the sentencing judge noted, 
Mr Bear “wished to exploit the economic value of 
the recording of himself and Harrison having sex.” 
Mr Bear now faces the rare prospect of confiscation 
proceedings – and paying over the economic value 
of his exploitation – in respect of a sexual (and 
traditionally non-acquisitive) offence. 
The financial repercussions for Mr Bear do not 
stop there. In the same week as his sentencing 
hearing, and in what the judge understood was a 
legal first, a woman was awarded almost £100,000 
in damages in the civil courts following a successful 

claim against her ex-partner arising from his 
covert recording of naked images of her and their 
subsequent publication on a pornographic website 
(he had previously been successfully prosecuted for 
voyeurism).
This civil claim was based on intentionally exposing 
the claimant to a foreseeable risk of injury or severe 
distress which resulted in injury, infringement of 
the claimant’s privacy and breach of the claimant’s 
confidence (i.e. misuse of private information). Mr 
Bear’s victim is understood to be pursuing a similar 
civil claim. The damages potentially available in 
civil proceedings for these claims far outweigh 
what a criminal court is likely to grant by way of a 
compensation order following a conviction.  
These two contemporaneous but unconnected 
cases – one criminal, one civil – illustrate vividly 
that lawmakers and judges are increasingly alive to 
the fact that sexual crime can and should pay. The 
law is slowly waking up to the fact that unregulated 
social media provides an enticing platform for the 
unscrupulous not only to inflict public distress 
and humiliation but also to make money from that 
distress.
This new appreciation of the diverse motives for 
committing this type of offence is reflected in the 
more enlightened language used by judges to 
describe the crimes themselves. In the civil case, the 

SEXUAL CRIME
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can and should pay... unregulated social media provides an enticing platform 
for the unscrupulous not only to inflict public distress and humiliation but 
also to make money from that distress.
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judge criticised the term “revenge porn”, suggesting 
that this choice of words indicated that the victim 
had done something wrong for which they deserved 
to be punished. Instead, the judge favoured the more 
neutral term “image-based abuse”, which is stripped 
of the connotations of victim-blaming. Indeed, this 
is also an apt description of the section 33 criminal 
offence. 
The unstoppable evolution of social media means 
that, unsurprisingly, reported incidents of this 
offence are on the rise. Statistics provided by the 
Metropolitan Police indicate that between 2015 
(when the offence was first in force) and 2019, there 
were 2,197 reported cases, 109 of which resulted in a 
charge, an average of no more than 21 cases a year. 
In comparison, between April 2020 and June 2022, the 
police have confirmed that 1,048 cases were charged, 
an average of around 500 cases a year. 
These statistics will continue to move in only one 
direction. Many charities, such as Refuge, are 
currently campaigning for the law to be amended 
and, in particular, for the section 33 offence to 
remove the requirement for the defendant to have 
the intention to cause distress to the victim. They 
argue that proving this mens rea is difficult and 
accounts for the relatively low number of successful 
prosecutions, and that if a victim is caused distress 
by the disclosure (or threatened disclosure) of the 
image, this should be sufficient. 
Whilst this concern is understandable, it is suggested 
that turning image-based abuse into a strict liability 
offence, stripped of any mens rea, is stretching the 
criminal law too far and will only create undesirable 
uncertainty in investigations and charging decisions. 
A better solution would be to follow the example 
of harassment legislation, and to criminalise the 
defendant who intends to cause distress through 
the non-consensual disclosure of images and the 
defendant who ought to have known that non-

consensual disclosure of images would cause 
distress. In other words, Parliament should create 
alternative subjective and objective bases on which 
the offence can be committed. 
For the time being, an individual arrested for the 
section 33 offence needs to consider not only the 
immediate criminal investigation but the distinct 
possibility of civil proceedings. The prospect of 
financial punishment, as well as a lengthy prison 
sentence, indicates that image-based abuse, and the 
variety of ways it can be committed as social media 
evolves, is being taken more seriously in both the 
criminal and civil courts. All of the indications are 
that this trend will continue. 

SEXUAL CRIME
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SFO DISCLOSURE

The problem is greater than these public defeats. 
We know little about the SFO investigations that 
are aborted principally because of anticipated 
disclosure problems before they even progress to 
the prosecution stage; such investigations may well 
be terminated even though the evidence of criminal 
conduct is sufficient. Overall, the CPIA regime, when it 
comes to the prosecution of the type of cases that the 
SFO exists to prosecute, is a millstone around its neck. 
The reaction of those responsible for superintending 
the SFO, for equipping it with what is needed to 
enable it to prosecute cases to conviction, has always 
been to deny that there is a fundamental problem 
inherent to the CPIA regime. To sustain this myth 
in the aftermath of another case collapsing, they 
implicitly blame individual prosecutors, contending 
that the root of the recent debacle is not the regime 
itself but how it was applied. In other words, there 
were inexplicable errors committed by the case 
team. Alternatively, when the single point of failure 
explanation is untenable because of a concatenation 
of errors, to assure that the problem will be fixed 
following a warts-and-all review or that it has already 
been fixed as a result of recent robust guidance 
handed down by the Court of Appeal as to what the 
regime requires (i.e. does not require) of a prosecutor. 
This litany of hand wringing has persisted too long 
whilst disclosure has been allowed to become the 
SFO’s Achilles Heel in many of its cases. The loss 
of the trio of above cases in as many years points 
to a major problem. The question is: when will the 
superintendents realise, or be willing to admit, that 
they have been flogging a dead horse? There has 
been no lack of endeavour to tinker here and there 
to attempt to make the CPIA regime fit for purpose. 
It was implemented in 1997 and problems did not 
take long to emerge. Beginning with the Auld Review 
that reported in 2000 and even then recommended 
major reform, there has been if not an abundance 

Could a change of 
disclosure regime help 
the SFO’s disclosure 
headache?
David Corker 
Consultant

On 10 March, the Serious Fraud Office (SFO) dropped 
its prosecution of two G4S managers whom it had 
accused of defrauding the Ministry of Justice in 
relation to a major electronic tagging of offenders 
contract. Whilst it was coy about why it had to 
collapse its own case it is clear that the principal 
cause of this fiasco is that, despite years of effort, 
ultimately the SFO was unable to fulfil its statutory 
Criminal Procedure and Investigations Act 1996 (CPIA) 
duty to disclose relevant unused material to the 
defence. This inability sank its case. This disclosure 
regime proved impossible to satisfy even for the law 
enforcement agency which customarily accumulates 
vast amounts of electronic material in the course of its 
investigations. 
This fiasco is not the outcome of exceptional 
circumstances. It is the latest episode of a systemic 
or institutional problem which has been afflicting 
and undermining SFO cases for many years. We know 
about its prosecutions that fail because of unmet 
demands imposed by this regime. The doomed Unaoil 
and Serco cases are other recent examples. Those 

two defeats led to the Altman and Calvert-Smith 
reviews respectively, and both of them laid bare 
the disclosure-related blunders committed in 
those cases. 
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than a plethora of subsequent reviews, protocols, 
codes of practice and Court of Appeal Criminal 
Division (CACD) judgments that have added layer upon 
layer of mandate or guidance all purporting to help 
ensure the regime operates effectively and fairly. Law 
enforcement has been inundated with such material. 
Taking the AG’s guidelines on disclosure as an example 
of this febrile cottage industry, their first edition 
was promulgated in 2000. By now if the annexes and 
supplements to them are included, they have reached 
their tenth edition. The regime is one that relies on so 
much scaffolding to keep it standing. 
The status quo has many staunch defenders. They, 
of course, have invested heavily in trying to salvage 
the CPIA regime. They are united in trenchant 
opposition to an abandonment of this regime and 
its replacement by the one evolved by the common 
law that immediately preceded it. They contend that 
a return to the common law would be retrograde, a 
reinventing of the wheel and a distraction. In relation 
to the types of case prosecuted by the SFO, were the 
common law regime to be restored it would entail 
major upheaval. That regime entails that the SFO 
would make available to the defence the vast majority 
of the material that had been gathered during its 
investigation. Probably tetrabytes of data would be 
disclosed. The defence would then become the party 
responsible for surveying this amorphous mass on 
behalf of the accused. The restoration opponents 
disparagingly call this regime the giving to the defence 
“the keys to the warehouse”. This is a vivid but fair 
metaphor for what would happen if the common law 
regime was restored. 
The retired Court of Appeal judge Sir Peter Gross 
was an outspoken opponent of restoration and his 
opinions still rightly command attention. They are 
cited with approval today when restoration is mooted. 
It is appropriate therefore to consider his reasoning. 
Sir Peter reviewed the CPIA regime in 2011 and again 

in 2012 at the request of the then government and has 
given speeches about this subject since. When, during 
2018, the Justice Select Committee considered whether 
the regime should be reformed it is apparent from its 
resulting report that it was swayed by his opinion as 
to why the keys to the warehouse regime would be 
inferior to the CPIA one. Consequently, it too came out 
against fundamental change. It concurred with the 
conventional wisdom that what was needed to avoid 
further disclosure causes célèbres was additional 
“clear guidance” and “greater clarity” from the AG in 
the forthcoming edition of his guidelines. These were 
promulgated during 2020 but, plainly, they did not 
avert the trio of SFO defeats mentioned above. 
Why did or does Sir Peter oppose a return to the keys 
to the warehouse regime? This is what he wrote about 
it in his 2011 review:
“Keys to the warehouse: Mention has been made from 
time to time of the ‘keys to the warehouse’ approach… 
With respect to the observations made to us in favour 
of the keys to the warehouse and which we have 
carefully considered, we are not attracted to it. Our 
reasons are these:
i)  �As already underlined, it is necessary to guard 

against any proposal which simply transfers cost 
from one public purse to another. To an extent, the 
keys to the warehouse approach does just that. 
Adopting this approach would or should lead to 
a reduction in prosecution costs; but, conversely, 
it is also likely to result in an increase in legal aid 
costs. Unlike the position in the US – where, as we 
understand it, much white collar defence work is 
privately funded – the expectation here must be 
that defence costs will be funded by legal aid. …

ii) �Matters do not rest there. In principle, we find it 
difficult to see how a diligent prosecutor could rest 
content with the keys to the warehouse approach, 
without wishing to familiarise himself/herself 
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purse. It would be worthwhile trying to establish how 
much the SFO spends annually on its CPIA related 
disclosure duties. 
Second, concerning duplication of effort, it is unclear 
what is the vice that Sir Peter envisages. It is, after all, 
a wise premise of adversarial litigation that “he/she 
who knows only his side of the case knows little of 
that” and to an extent both sides will want to examine 
the unused material albeit at different moments. 
Generally by an SFO investigator or lawyer when 
seeking to find material that supports or undermines 
a putative prosecution. Later post charge by a defence 
lawyer when trying to find substance for their client’s 
instructions. This involves duplication but it is not 
a vice. Indeed, freed from the onerous burdens of 
having to review and schedule the mass of material 
and identify what may pass the disclosure test pre and 
post service of a defence statement, the SFO team will 
inevitably spend far less time examining the unused 
material than it does now.  Potentially a huge saving 
in SFO resources could be achieved. Thus, restoration 
is very unlikely to vindicate Sir Peter’s claim that it 
would “increase the pressures on limited resources”. 
Third, whilst this is not conveyed in the above extracts 
of what Sir Peter has argued, a constant theme of his 
advocacy was that extra resources are needed to make 
the CPIA regime work coupled with optimism that 
they will be forthcoming. In other words, because the 
cost of failure is so high the government will provide 
extra money for the SFO and other prosecutors. 
Unfortunately, this pious hope is naïve. The prospect 
of significant additional money being pumped into the 
SFO to facilitate fulfilment of its CPIA related duties is 
a mirage. Such financial reinforcement will not ride to 
the rescue. 
Fourth, another theme mentioned by Sir Peter that has 
been taken up enthusiastically, especially in recent 
years as AI has advanced, is the optimistic expectation 
that technology will soon be able largely to perform 
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with the same material – thus posing the risk of 
duplication. Quite apart from the need to comply 
with the prosecution’s CPIA regime disclosure 
obligations, a diligent prosecutor would wish to 
ascertain how such material affected the strengths 
or weaknesses of the prosecution case. An element 
of abdication might otherwise be involved…

In a lecture to the CBA delivered during June 2018 he 
said: -

“Similarly, I am strongly opposed to the ‘keys to 
the warehouse’ approach. It would increase the 
pressures on limited resources and result in the 
duplication of effort. Any diligent prosecutor would 
want to look at the material before handing it over 
to assess its impact on their case. The ‘keys to the 
warehouse’ in an overstretched system is simply 
not viable. At most, it transfers the problem without 
solving it.”

Are his objections to the warehouse model 
persuasive? The kernel of them is that transferring the 
responsibility for examination of the unused material 
from the prosecution to the defence is either cost 
neutral in that it “transfers cost from one public purse 
to another” or would cost more because it would 
“result in the duplication of effort”. 
Insofar as typical SFO cases are concerned (Sir Peter 
was not specifically concerned with them but with 
the normal diet of criminal law litigation) his views 
can be criticized. First, whilst this is not universal, 
the majority of accused are not legally aided but 
enjoy the advantage either of private means or third-
party funding such as from their actual or erstwhile 
employer or D&O insurance. So whilst Sir Peter is 
correct to mention the transfer of cost, he is mistaken 
in believing that it must all ultimately come from 
public funds. In fact, shifting the responsibility for the 
inspection of the unused material to the defence will 
probably result in a substantial reduction in the SFO’s 
annual expenditure and an overall saving to the public 

SFO DISCLOSURE
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the CPIA disclosure duties. This apparent panacea 
for the endemic problems is just around the corner. 
Whilst it must be true that AI will be able to assist and 
perhaps hugely assist in alleviating the drudgery and 
burdens that reviewing unused material in an SFO 
case inevitably attracts, it is unlikely to supplant the 
human mind wholesale when it comes to applying the 
disclosure test. Furthermore, we must not forget that 
technology was at the heart of two recent and huge 
miscarriages of justice: the Post Office scandal and 
the Robodebt one in Australia. Both show that where 
technology is over relied upon and goes wrong, the 
scale of the injustice can be unprecedented. 
Whilst Sir Peter did not ventilate them, from other 
quarters there are two additional objections to the 
keys to the warehouse model which ought to be 
considered. 
First, data protection, in particular sensitive personal 
details of an individual being disclosed to the 
defence if they have free access to the proverbial 
warehouse. This is a danger difficult to guard against 
and impossible to eliminate. However, in the context 
of an SFO case where the unused material will 
predominantly or entirely be business records, the 
risks are far less than for a case of domestic abuse 
or sexual violence. Moreover, it is unlikely that the 
risk of violation of someone’s privacy would deter a 
complaint of serious and complex fraud. Perhaps with 
the use of AI it may be possible to greatly enhance the 
ability of the SFO to identify private information and 
segregate it on the basis either that it is irrelevant or 
sensitive. In relation to the residual risk, a balance 
has to be struck as between privacy and the public 
interest in the effective prosecution of fraud. 
The second objection relates to the threat of a defence 
ambush of the SFO at trial. Without prior warning an 
item of unused material is adduced in the course of 
a cross examination of a prosecution witness and it 
appears to undermine the case against the accused. 

Amidst trial the SFO lacks adequate time to consider 
it and if justified, to correct a false impression or find 
contextual documents amongst the unused material 
that dilutes the new exhibit’s significance. But this 
risk of unfairness can be ameliorated. A new rule of 
procedure could be promulgated that the defence shall 
not be permitted to adduce a document derived from 
the unused material unless it has given the SFO 14 plus 
days’ notice of it and provided particulars of where it 
was discovered.
Finally, let us stand back and consider why the keys 
to the warehouse model is in principle more likely 
to deliver a better outcome than the incumbent. 
Our system for trying criminal cases is adversarial. 
Investigators and prosecutors are not and, whilst 
that system endures, are never going to be impartial. 
The investigative mindset influenced by the plight of 
victims whom they encounter and the inescapable 
fact that managing disclosure is often dull and the 
least regarded task means that frankly it is idealistic 
and unrealistic to expect the prosecution team to 
be focused on disclosing material that potentially 
undermines its case. That team is very likely to 
exhibit confirmation bias (i.e. cherry picking) when 
examining the material. Exculpatory material may 
be unintentionally ignored. No amount of training is 
going to accomplish a paradigm shift whereby those 
individuals have an entirely open or neutral mind. 
Therefore the best people to examine the material on 
behalf of the accused are, unsurprisingly, the defence 
team. Additionally, they are better equipped to do so 
because they are privy to the accused’s account of 
events. 
This article has solely concerned SFO vases. In respect 
of mainstream criminal cases where the quantity 
of unused material is likely to be much less, there 
may be countervailing factors which may make the 
case for restoration of the common law regime less 
compelling. 
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