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A warm welcome
to this special
edition of

The Knowledge

As guest editor, it is my pleasure

to provide yotl with five articles
focusing on aspects of international
criminal law.

For more than 20 years, Corker
Binning lawyers have provided advice
and assistance in a number of high-
profile and complex international law
cases representing businesses and
individuals, whether as witnesses or
suspects, in transnational criminal
cases and international investigations.

In this international focused issue

of The Knowledge, our lawyers draw

on their extensive experience and
expertise in international criminal law
to examine: (i) a recent court challenge
to the UK sanctions regime, (i)
reforming corporate criminal liability in
the UK, (iii) the centenary of INTERPOL
and its quest for transparency/(iv) the
proposed UN Cybercrime Convention,
and (v) the tools available to the

new SFO Director to seek and obtain
evidence in cases with an international
dimension.

I hope you enjoy this special
international edition.
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The case of Eugene
Shvidler - an own goal
for the UK sanctions

regime?

Andrew Smith

Partner

Introduction

Since the invasion of Ukraine in February 2022,

over 1,600 individuals have been sanctioned by the
United Kingdom under the Russia (Sanctions) (EU
Exit) Regulations 2019 (the “Russia Regulations”).

The UK is proud of this number and issues regular
press releases highlighting its leading international
role in paralysing politicians and businesspeople
who it claims are influential in Putin’s Russia. For
the individuals sanctioned, the effects are severe — a
severity that the regime seeks to ameliorate partly by
permitting individuals to challenge their designation.

The challenge is initially made under s23 Sanctions
and Anti-Money Laundering Act 2018 (“SAMLA”) by
requesting a ministerial review of the decision to
designate. The relevant minister is the Secretary of
State for the Foreign, Commonwealth & Development
Office (“FCDQ"). If the designation is maintained
following this review, the FCDO'’s decision can be
challenged in court under s38 SAMLA.

A very small number of individuals (including
our client, Oleg Tinkov) have been successful at
challenging their designations at the ministerial
review stage. However, the vast majority of
reviews are unsuccessful, making a court
challenge necessary. On 20 July 2023, such a

challenge was heard for the first time - that of Mr
Eugene Shvidler'.

As the first challenge of its kind, this was an
opportunity for the judiciary not only to apply
independent scrutiny to the FCDO'’s decision-making
but to clarify the purposes of the UK sanctions
regime by identifying the factors that should (and
should not) be taken into account when designating
an individual (and conversely, when considering a
revocation of the designation).

Unfortunately, the judgment handed down on 18
August 2023 did none of these things. Instead it risks
undermining the efficacy of the regime that it seeks
to uphold by (i) setting a virtually insurmountable
threshold for those seeking to challenge their
designations, and (ii) giving the FCDO, for practical
purposes, an unfettered discretion when designating
individuals. As a result, s38 SAMLA has been hollowed
out of meaning, rendering it an ineffective route of
challenge.

Background

Mr Shvidler is a UK-US national who, prior to his
designation, resided in the United Kingdom. He has
never been a Russian citizen and it was accepted
that he had not visited Russia since 2007. He was
designated on two bases:

(@) There are reasonable grounds to suspect that he
is associated with Roman Abramovich, who is, or
has been, involved in obtaining a benefit from,
or supporting, the Government of Russia; and

(b) There are reasonable grounds to suspect that
Mr Shvidler is, or has been, involved in obtaining
a benefit from, or supporting, the Government
of Russia through working as a non-executive
director of Evraz plc (“Evraz”), an entity carrying
on business in sectors of strategic significance
to the Government of Russia.
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“A key function o, Whilst Mr Shvidler accepted his long-standing FCDO, stated that: “The incentive effect relied upon
y
the sanctions regime relationship with Mr Abramovich, the ex-owner by the Secretary of State is not [...] limited to public
is to encourage of Chelsea Football Club who is also designated, statements, but also extends to private action the
“desirable” behaviour Mr Shvidler claimed to have no relationship with effect of which may be to pressure the Government
and discourage President Putin. of Russia to cease or limit its actions in Ukraine.” Mr
“undesirable” Insurmountable threshold for designated persons Justice Garnham appeared to endorse this alternative

behaviour, by
“signalling” to the

A key function of the sanctions regime is to
encourage “desirable” behaviour and discourage

suggestion, noting that a designated person
should be encouraged to take “private action [...] to
pressurize the Government of Russia to cease or limit

designated person “undesirable” behaviour, by “signalling” to the its actions in G aIES
and others that designated person and others that their actions have ) ) ) )
their actions have consequences. Together, these have been described The problem is that this suggestion of ill-defined
” as an “incentive effect” by the Director of Sanctions “private action” assumes that the designated person
consequences. Directorate at the FCDO. The implication is that if is able to tap into the types of networks capable of
an individual exhibits the desirable behaviour and exerting influence over Russian foreign policy - and
avoids the undesirable, it will be taken into account that efforts to leverage those networks consistently
in support of their delisting. with the UK's foreign policy objectives are capable
In theory, the “incentive effect” sounds laudable and ?:tbheelgg e%i'%gﬁg&iﬁg;\t]vﬁogz biri::ir:slvable
consistent with the stated purposes of the Russia y . . 8 y
- . - connected to Putin’s inner circle (although such
Regulations, which are to encourage Russia to cease efforts would be tantamount to treachery and place
actions destabilising Ukraine or undermining its s . vanass
N . - . them in immediate danger). The vast majority of
territorial integrity. In reality, however, it assumes desi q d h
that which must be proved, namely that there is esignated persons are not so connected, however,
a necessary connection beéween an individual's meamng.that what they are.belng a;ked to df) wig
“desirable” or “undesirable” behaviours and the have no influence .at all, W.h'lSt plac'f‘g them in
conduct of Russia’s foreign policy. Moreover, for harm'’s way, and Wl!l certainly not bring about an
. R S effect consistent with the purposes of the Russia
many designated persons, exhibiting (and avoiding) Reculations
the specified behaviours is not only unachievable but g ’ ) )
has the perverse effect of playing into Putin’s hands. Conversely, the sanctions regime seeks to
To take a simple examole: a positive action that the disincentivise other behaviours. Mr Reed’s witness
canctions re Fi)me seeks t(; inrt)iuce i< for desienated evidence suggested that Shvidler’s designation would
ersons andgothers to be motivated to s egk out “disincentivise others from associating themselves
2 ainst ihe invasion’ of Ukraine. The Secreﬂar of in future from those individuals who are close to
Sfate has acknowledged that tﬁere are legiti%ate President Putin and individuals who have carried on
concerns as to the risks of doing so, particularly for business in sectors qfstrategic significance to the
Russian nationals and residents, as criticism of the vaernm'ent ?f Ruszla [af‘d]:". encour;;ge others to .
. : . - minal off in Russia and disassociate from those individuals who are close to 2 First Witness Statement of
nvasion constitutes a criminat offence in Russia an President Putin and individuals who have carried on David Olof Reed IIEEEEE
may endanger family and friends living there. . . O shvidler v Secretary of State
o ) ] ) ) business in sectors of strategic significance to the for Foreign, Commonwealth
In his witness evidence in Mr Shvidler’s case, David Government of Russia™ . It would also, he claimed, fznodzg]eg\ﬁllﬁcpgfzqt(ﬁgﬁ:{:) »
Reed, Director of the Sanctions Directorate at the
, [69(b)].
6 THE KNOWLEDGE INTERNATIONAL EDITION INTERNATIONAL EDITION THE KNOWLEDGE 7
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“The Shvidler
judgment went too far
by setting a virtually
insurmountable
threshold for
designated persons

to successfully
achieve delisting

and in affording, for
practical purposes,
unfettered discretion
to the Secretary of
State when makRing
designation decisions.”

3 ibid at [70(c)].

“disincentivise others from taking up director level
positions in entities that are carrying on business in
sectors of strategic significance to the Government of
Russia [and] ... encourage others to resign from such
positions thereby disrupting the operation of these
entities™.

At the time of his hearing, Mr Shvidler had ceased

his professional involvement with Evraz (having
resigned as a director prior to his designation) but
was incapable of divesting his shares in the company
because they had been suspended from trading. It

is difficult to see — and the court did not spell out

- what further action he could have taken in order

to support his delisting, even assuming that his
actions were capable of disincentivising others to
follow suit. Nor is it clear what meaningful signal the
UK government intends to send by maintaining the
designations of those who have already taken all the
desired actions that are in their power to take.

In reality, the incentive/disincentive model

promoted by the FCDO, and now endorsed by the
High Court, is overly simplistic. It ignores the true
nature of foreign policy decision-making in Putin’s
Russia. It encourages those with no influence over
that decision-making to engage in meaningless
performance. As such, the model becomes actively
dangerous, because it lends credence to Putin’s
rhetoric that the West is aggressively pursuing an
imperialist agenda bereft of legal or moral legitimacy.

Moreover, the High Court’s view appears to be that,
for many designated persons, even to engage in a
meaningless performance will not count for much.
If Mr Justice Garnham'’s view is accepted that “any
sanctions regime is likely to be backward looking,
focusing on past actions not then unlawful”, the
implication is that whatever future actions a
designated person undertakes will make little
difference to whether the imposition of sanctions
upon them is lawful. If individuals are designated,

and that designation is maintained whether or not
they adhere to the specific behaviours dictated

by the Secretary of State, where is the “incentive
effect”?

A clear example of the disconnect between the
desired “signal” and the intended effect of the
Russia Regulations is that of family members
designated solely for being the family members of
other designated persons (as is permitted under
Regulation 6(2)(d)). Individuals may be discouraged
from entering into or maintaining business
“associations” with designated persons, as in the
case of Mr Shvidler, but nothing can be done where
that association arises out of a familial relationship,
where there is no “conduct” that can be ceased.
Without a true incentive effect that is transparent
and achievable, and that actually facilitates the
purposes of the Russia Regulations, the sanctions
regime will target people indiscriminately and fail to
produce the desired results.

Unfettered discretion for the FCDO

Under the Russia Regulations, the Secretary of State
has a discretion whether to impose sanctions on

an individual and case law has suggested that this
margin of discretion should be “especially broad™.
However, the Shvidler judgment stretches this broad
discretion to breaking point, permitting the FCDO an
unfettered discretion in the context of designation
decisions as a result of its “expertise™:

“I accept...that consideration of the extent to which
the designation of a close friend and business
associate such as the Claimant is likely to influence
Mr Abramovich to distance himself from (and thereby
isolate) President Putin, or to speak out against the
Russian invasion of Ukraine, are essentially matters
of executive judgment based on the Secretary of
State’s institutional expertise in the conduct of
foreign policy and his understanding of the internal
dynamics of the Russian political economy. | accept

“ R (Al Rawi) v SSFCA [2008] QB
29 at [149]
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“For those designated
individuals who cannot
influence Putin’s
Russia, encouraging
them to engage in a
performance of certain
prescribed behaviours
(in the hope that this
might facilitate their
de-listing) is precisely
the same type of
virtue-signalling that
characterises so many
of the FCDO'’s press
releases announcing
the designation
decisions.”

5 Eugene Shvidler v Secretary
of State for Foreign,
Commonwealth and
Development Affairs [2023]
EWHC 2121 (Admin) at [116]

¢ ibid at [141]
7 Shulgin v Council Case

T-364/22 Shulgin v Council
[2023]

that the identification of levers of pressure by which
to influence the Government of Russia’s decision-
making, and the weight to be attached to different
potential courses of action, is a matter of foreign
policy in respect of which the Secretary of State has
institutional expertise and is entitled to considerable
respect.”

The purposes of the Russia Regulations are hugely
important, but that does not mean that the judiciary
should uncritically accept that the only expertise
that carries any weight in these matters of foreign
policy is that of the FCDO. This firm has seen the
evidence relied upon by the FCDO in support of its
designation decisions in a number of separate cases.
This evidence shares certain worrying characteristics
- it was gathered quickly, from open internet-

based sources of varying degrees of credibility

and subjected to little critical analysis. To accept
this evidence base as the foundation of the FCDO's
“expertise” is troubling, to say the least. To shut out
other evidence that casts a different light on matters
would be to undermine s38 as an effective route

of challenge, leaving the FCDO unaccountable, and
able to target individuals in purported compliance
with the purposes of the Russia Regulations as
aggressively as it likes. Furthermore, if there is no
effective route to hold ministers responsible for
designation decisions in court, then sanctions cannot
be said to be “temporary and reversible, not fixed or
permanent”.®

In contrast, the EU Court appears to be more
willing to rule against the Council of the European
Union, most recently in the case of Aleksandr
Aleksandrovich Shulgin’, in which the Court delisted
Mr Shulgin from EU sanctions after finding that the
Council had been wrong to prolong his designation
in September 2022 and had failed to demonstrate
that Mr Shulgin remained a leading businessperson
after resigning in April 2022 as CEO of Ozon Group,

the leading multi-category e-commerce platform in
Russia.

Conclusion

The Shvidler judgment went too far by setting a
virtually insurmountable threshold for designated
persons to successfully achieve delisting and

in affording, for practical purposes, unfettered
discretion to the Secretary of State when making
designation decisions. This matters because it
encourages an unprincipled approach to the
implementation of the UK's sanctions policy, in the
context of a war that makes it critically important
that the UK acts in accordance with a rules-based
system founded on moral legitimacy, in contrast to
the authoritarian regime that is Putin’s Russia.

For those designated individuals who cannot
influence Putin’s Russia, encouraging them to engage
in a performance of certain prescribed behaviours
(in the hope that this might facilitate their de-listing)
is precisely the same type of virtue-signalling that
characterises so many of the FCDQ's press releases
announcing the designation decisions.

The Shvidler judgment sets a worrying precedent. It
may take a long time for the pendulum to swing back
and the judiciary to deliver the type of independent
analysis of executive decision-making that this
sensitive area calls out for.

“The Shvidler
judgment sets a
worrying precedent. It
may take a long time
for the pendulum to
swing back and the
judiciary to deliver the
type of independent
analysis of executive
decision-making that
this sensitive area
calls out for”
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Setting the standard or

going too far? Reforming

corporate criminal
liability in the UK

Nick Barnard

Partner

To use a uniquely British expression, reforms of
corporate criminal liability are like London buses -
you wait decades for one, then two arrive at once.

It may surprise international readers of The
Knowledge that the current premise of corporate
criminal liability in the UK is based on a 1971 House
of Lords decision concerning the alleged false
advertising of discount soap powder. Whilst it was
doubtlessly not intended thus, the doctrine of Tesco
Supermarkets Limited v Nattrass' that corporate
criminal liability arises only in respect of the actions
of those who represent the “directing mind and will”
of the organisation has remained good law ever
since. In the case of Tesco v Nattrass, this meant
that the corporate body operating a nationwide
supermarket chain could not be held criminally
liable for the actions of its employee managing an
individual store.

Perhaps unsurprisingly, the high bar set by Tesco
v Nattrass in respect of proving the relevant
culpability of very senior officers or employees
has meant that prosecutions of corporate
defendants (particularly very large organisations
and/or those which are part of broader
corporate structures) have been rare. However,

it is only in recent years that pressure has mounted
for reform. Sir David Green, the former Director of the
Serious Fraud Office, first suggested in September
2012 that the corporate “failure to prevent” offence
created in respect of bribery by the Bribery Act 2010
(and later in respect of facilitation of tax evasion by
the Criminal Finances Act 2017) should be extended
to all financial crime. The previous Director, Lisa
Osofsky, picked up the baton once again in the

wake of the collapsed prosecution of Barclays in
2018, complaining in 2020 that “..we have a very
antiquated system... In fraud cases I've got to have
the controlling mind of a company before | can get

a corporate in the dock. That's a standard from the
1800s, when Mom and Pop ran companies. That’s not
at all reflective of today’s world.”

Clearly someone was listening and the action that
followed was extraordinarily prompt, at least by

UK law reform standards. A consultation by the

Law Commission (responsible for researching and
recommending changes to UK legislation) in 2022
led to the announcement in April 2023 that the
Economic Crime & Transparency Bill (currently in
the final stage of its journey through Parliament)
would include a new offence of failure to prevent
economic crime, modelled on the equivalent bribery
and facilitation of tax evasion offences*. The new
offence will create criminal liability where an
employee (or other “associated person” such as an
agent) commits certain specified offences for the
benefit of an organisation, unless the organisation
can demonstrate that it had reasonable procedures®
in place to prevent the same. Predictably, this found
favour with Ms Osofsky, who described it as a “game
changer for law enforcement™.

A further surprise was in store, when in June 2023
the Government announced that the Bill would also
reform the identification doctrine, expanding the
scope for corporate criminal liability from those

“To use a uniquely
British expression,
reforms of corporate
criminal liability are
like London buses -
you wait decades for
one, then two arrive at
once.”

1 [1972] AC 153

2 Lisa Osofsky’s successor, Nick
Ephgrave, took up his role at
the end of September 2023

w

https:/ /www.lawgazette.
co.uk/news/antiquated-
fraud-laws-thwarting-justice-
says-sfo-director/5102972.
article

=

Under s7 Bribery Act 2010 and
s45 Criminal Finances Act 2017
respectively

@

An interesting departure from
the Bribery Act equivalent
‘adequate procedures’

o

https:/ /www.gov.uk/
government/news/new-
crackdown-on-fraud-
introduced-by-home-office
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“The devil will be

in the detail, and

in particular the
statutory guidance
on “reasonable
procedures” that will
accompany the new
failure to prevent
offence.”

CORPORATE CRIMINAL LIABILITY

representing the “directing mind and will” to “senior
managers”, which are in turn defined as:

..an individual who plays a significant role in—

(a) the making of decisions about how the whole
or a substantial part of the activities of the body
corporate or (as the case may be) partnership are
to be managed or organised, or

(b) the actual managing or organising of the whole
or a substantial part of those activities.

Like failure to prevent, reform of the identification
doctrine for economic crime is not without
precedent: the test is modelled on the offence of
Corporate Manslaughter created by the Corporate
Manslaughter and Corporate Homicide Act 2007,
which made it easier for companies to be held
criminally liable for fatal health and safety breaches.
Whilst the introduction of corporate manslaughter
has generally been regarded as a success in enabling
companies to be held properly accountable for fatal
accidents, it has not resulted in the conviction of any
household names. Rather, it has been focused on
smaller organisations, and so Ms Osofsky’s complaint
about a disproportionate number of “Mom and

Pop” defendants may not be addressed by the new
reforms.

The increasing prevalence of Deferred Prosecution
Agreements — particularly for very large multinational
organisations - since their introduction in 2014,
should also be acknowledged when considering the
potential impact of reforming corporate criminal
liability. Inevitably, the uncertainty that will be
introduced by the new offence’ and the extended
scope of the identification doctrine will incentivise
companies to take a commercial view on whether
to seek cooperation and settlement at the early
stages of an investigation and increase prosecuting
agencies’ bargaining power on the other side.
Whether an increase in negotiated agreements,

INTERNATIONAL EDITION THE KNOWLEDGE

early stages
investigation, ai
increase prosecuting
agencies’ bargaining
power on the other
side.”

7 Both with regard to the
substantive elements of
associated persons acting for
the benefit of the organisation,
and the ‘reasonable
procedures’ defence
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“Political flip-flopping
confirms what those in
the business already
knew - there is no
obvious solution to
addressing corporate
criminal liability for
financial crime.”

8 Those with two out of three of
(i) 250 or more employees, (ii)
turnover of £36m or more, or
(iii) assets of £18m or more,
capturing approximately 0.5%
of UK businesses

rather than trials and potential convictions, for
corporate crime is a good outcome is open to debate,
particularly given the SFQO’s dismal track record in
related prosecutions of individuals. As with all such
things, the devil will be in the detail, and in particular
the statutory guidance on “reasonable procedures”
that will accompany the new failure to prevent
offence.

Although it now appears to have reached its final
form, the Bill's unsteady journey through Parliament
demonstrates the lack of consensus as to exactly
how the new provisions should take effect and
against whom. As originally drafted, the Bill would
have created liability only for large commercial
organisations and only for specified fraud and
false accounting offences. The House of Lords (the
UK’s upper Parliamentary chambers) subsequently
introduced amendments that would have imposed
liability on all organisations regardless of size,

and also brought money laundering offences

into scope. Both were rejected by the House of
Commons. In response, the Lords conceded the point
on the exclusion of money laundering but voted

(by a relatively narrow margin) to hold fast on a
compromise amendment that would impose failure
to prevent liability on all but the smallest micro-
organisations. In the last few days at the time of
writing, the Commons has exercised its ultimate veto
and reinstated the original draft, excluding money
laundering and restricting the scope to a small pool
of large organisations. Thus, the majority of UK
companies will be shielded from both the risks and
increased compliance costs of the new regime.

Political flip-flopping confirms what those in the
business already knew - there is no obvious solution
to addressing corporate criminal liability for financial
crime, particularly where the goal is to attribute

the mental state of natural persons (whether that

be dishonesty or intent) to the legal persons they

represent, as opposed to merely imposing liability
in a quasi-regulatory fashion for failure to ensure
reasonable compliance procedures. Whilst it is
inevitable that the proposed reforms will result

in some increase in corporate prosecutions and
Deferred Prosecution Agreements, it remains to be
seen whether they are of the type or scale hoped for
by those frustrated by the current state of corporate
criminal liability in the UK, and whether the
increased compliance burden on large UK businesses
is regarded as a worthy trade-off.

“Whilst it is inevitable
that the proposed
reforms will result

in some increase

in corporate
prosecutions and
Deferred Prosecution
Agreements, it remains
to be seen whether
they are of the type

or scale hoped for by
those frustrated by
the current state of
corporate criminal
liability in the UK, and
whether the increased
compliance burden on
large UK businesses is
regarded as a worthy
trade-off”
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INTERPOL - a century

not out,

wicket

Edward Grange

Partner

but on a sticky

INTERPOL, the global police network, celebrated its
centenary in September, with its Secretary General,
Jiirgen Stock, claiming that its “role of uniting police
across 195 countries to address global crime threats is
more vital than ever”.

But despite INTERPOL's professed unifying role, critics
claim it continues to be unduly influenced by corrupt
regimes that finance the organisation in the sum of
millions of Euros and seek to silence political and
ideological opponents by abusing the Red Notice
system.

Over the past year, INTERPOL has taken steps to
increase transparency - but do these recent disclosures
go far enough? Or do they simply reveal further failings
in its checks and balances that had not previously been
visible?

The devil is in the detail

INTERPOL disclosed last year - for the first time ever

- the number of Red Notices and Diffusions it had
rejected or deleted the previous year. None of this data
appeared in its 2021 Annual Report, but instead
was tucked away on a remote sub-page of its
website.

INTERPOL has repeated the exercise again this
year, including by not publishing the data in its
2022 Annual Report.

While the data reveals that INTERPOL published

23,760 Red Notices and Wanted Person Diffusions
(“WPD”, together “Notices”) during 2022, slightly up

on the previous year's number of 23,716, the more
interesting statistic was that some 1,465 notices (just
under six percent of all those received) were either
rejected before being published or cancelled following
a review post-publication.

In a recent interview, Stock stated that INTERPOL

had “implemented a number of measures to ensure
every piece of information going through [INTERPOL's]
channels was compliant with its rules and procedures.”
He was of course referring to the Notices and Diffusions
Task Force (“NDTF”), comprised of lawyers, police
officers and operations specialists, set up in 2016

but given further remit in 2018 to review not only all
incoming notice requests but to review those published
prior to 2016.

According to INTERPOL, the review of Notices and
Diffusions conducted by the NDTF is based on core
INTERPOL documents that include: (i) its Constitution,
(ii) the Rules on the Processing of Data (“RPD”), (iii)
General Assembly Resolutions, and (iv) the Repository
of Practice on Article 3 of the Constitution, all public
documents available on INTERPOL's website.

Of the 1,465 rejections and/or cancellations performed
by the NDTF in 2022, 105 failed to comply with Article 2
of INTERPOL's constitution (non-compliance with the
spirit of the Universal Declaration of Human Rights),
and 199 were found to be of a political, military,
religious or racial character, in violation of Article 3 of
INTERPOL's Constitution (both figures down from those
provided for 2021).

The remaining 1,161 Notices, meanwhile, were cancelled
for enigmatically termed “other” reasons. Was this
simply a failure to satisfy INTERPOL's RPD or something
else? Moreover, no distinction was made in the figure of
1,465 between Notices refused prior to publication and
those cancelled post-publication.

“Despite INTERPOL’s
professed unifying
role, critics claim it
continues to be unduly
influenced by corrupt
regimes that finance
the organisation in
the sum of millions

of Euros and seek to
silence political and
ideological opponents
by abusing the Red
Notice system.”
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" https://www.interpol.int/
en/How-we-work/Notices/
Compliance-and-review

While INTERPOL is to be commended on publishing this
data, not least as it demonstrates the scale of the abuse
of its systems by member countries, it raises more
questions than it answers.

Above all, why does the NDTF allow so many abusive
or unlawful notices to be published in the first place?
If it only decides to cancel them after they have

been published (and perhaps acted upon by law
enforcement), to what extent does the NDTF constitute
an adequate safeguard — unless, of course, the 1,465
figure only includes Notices rejected pre-publication?
But if that were the case, why would INTERPOL not
highlight this point to demonstrate its success? The
sneaking suspicion is that many requests were deleted
only after they had been published.

Further concerns regarding the effectiveness of the
NDTF are highlighted when considering the reports filed
by the Commission for the Control of INTERPOL's Files
(“CCF”). The CCF’s activity report for 2021 provides telling
details about the extent of its work in deleting Notices
and Diffusions that have slipped through the NDTF filter.

According to the report, the CCF processed 478
applications for requests to delete data and, in 62
percent of cases, recommended that the challenged
data did not meet INTERPOL's legal requirements under
its constitution and/or rules, and that the data should
be deleted. In only 28 percent of applications was the
challenged data held to be compliant. In the remaining
ten percent, either INTERPOL's General Secretariat

or the source National Central Bureau (“NCB”) in the
member state deleted the challenged data before the
CCF could consider its merits. Why, then, was the NDTF
unable to spot these vast numbers of abusive requests
in the first place?

The NDTF

According to INTERPOL's website', when conducting its
review, the NDTF verifies that the Notice or Diffusion
satisfies the requirements of the RPD (in particular,

Articles 82-99) regarding identity details, judicial data,
purpose and other criteria, in addition to examining
whether the requested Notice or Diffusion is compliant
with Articles 2(1) and 3 of INTERPOL's Constitution. It is
said to assess “relevant information” (obtained from
whom it is not said). If a doubt on compliance arises,
the NDTF may contact the requesting member state’s
NCB for further information and clarification. Only then
does it make a decision on whether to reject the Red
Notice application or cancel it if already published.

Stock has said? that Red Notices need to be issued
quickly, sometimes within 24-48 hours of receipt. This
means that the NDTF, tasked with examining every
Notice before publication, would have had to review
on average at least 69 notices per day in 2022, equating
to just under three every hour, or broken down further,
just under one every 20 minutes.

Does the NDTF really have the resources to conduct the
review it purports to carry out for each Notice?

The process of screening

The resources available to the NDTF and the urgency
with which some Notices have to be issued, clearly
indicate that it does not have time to review every
Notice in detail. The NDTF screens incoming Notice and
Diffusion requests and identifies those that it considers
require further review? by using:

«  technological tools identifying compliance
risks, which are taken into consideration in the
subsequent review (assuming they are filtered for
further review);

- geopolitical information about situations within
or between member countries that may indicate
a particular need for caution when assessing
compliance. This could include, for instance, a
recent change of political power in a country or a
dispute between two member countries;

e otherinformation from INTERPOL databases,

“While INTERPOL is

to be commended

on publishing this
data, not least as it
demonstrates the
scale of the abuse of
its systems by member
countries, it raises
more questions than

it answers. Above all,
why does the Notices
and Diffusions Task
Force allow so many
abusive or unlawful
notices to be published
in the first place?”

2 https:/ /news.sky.com/story/
interpol-boss-defends-
red-notice-system-amid-
allegations-of-misuse-and-
abuse-12927891

w

https://www.interpol.int/
en/How-we-work/Notices/
Compliance-and-review
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must not be forgotten
if INTERPOL gets it

wrong, an individual is
at risk of being arrested,
detained and extradited
to a repressive regime
where the damage
incurred may be
irreversible; individuals
may be tortured or held in
inhuman and degrading
conditions, may not
receive a fair trial and
may never see dayligh
again. Getting it right,
and right first time, is
therefore imperative.

INTERPOL

CORKERBINNING

exchanges with member countries or external
sources that could indicate non-compliance, for
example information that the subject of a Notice
was granted refugee status in another country.

Looking at these criteria, it is unclear how INTERPOL
would obtain from NCBs information about an
individual's refugee status when such information is
ordinarily held confidentially. Indeed, the UK's time-
honoured position has always been to “neither confirm
nor deny” such a request for information, including
from INTERPOL.

Further, if the NDTF were properly considering

other credible information that could indicate non-
compliance, the European Court of Human Rights'
judgment in Liu v Poland* ought to act as a red flag

to Red Notice applications made by China. In October
2022, the ECtHR, in coming to a finding that to extradite
Mr Liu to China would be a violation of Article 3 ECHR,
noted that:

China had not ratified the International Covenant
on Civil and Political Rights;

there was no international treaty guarantee of
an individual complaint mechanism concerning
torture or inhuman treatment;

the United Nations Committee Against Torture
reported “routine and widespread use of torture
and ill-treatment of suspects in police custody,
especially to extract confessions or information
to be used in criminal proceedings”, furthermore
stating that the practice of torture and ill-
treatment was still deeply entrenched in the
criminal justice system; and

Amnesty International had found that lawyers
who had raised claims of torture and attempted
to have them investigated had often faced torture
themselves.

According to the ECtHR, “The extent to which torture

“ ECHR 310 (2022)
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“As the agency
celebrates its
centenary, to
demonstrate true
transparency and
discourage abuse by
repressive regimes,
INTERPOL must
embrace sustained,
detailed openness, not
just an intermittent,
incomplete glimpse
into its inner workings.
It must then use these
findings to hold non-
compliant member
states accountable.”

5 The email warns that these
Diffusions are subject to legal
review and have not been
authorised by the General
Secretariat

and other forms of ill-treatment were credibly and
consistently reported to be used in Chinese detention
facilities and prisons may be equated to the existence
of a general situation of violence”.

This authoritative finding of a systemic problem within
China’s criminal justice system should mean that

all Notice/Diffusion requests emanating from China
should be screened by the NDTF for further review,
held to be non-compliant with Article 2 of INTERPOL's
constitution, and not published. Plainly this is not
happening - Red Notices continue to be published for
individuals wanted in China nearly every week.

Distinct concerns are raised regarding the review
process in relation to WPDs. Unlike Red Notice
requests, WPDs are immediately received by recipient
NCBs in member countries in an email before the
conclusion of the NDTF's review®. This could mean that
WPDs are acted upon before the NDTF has conducted
its review, resulting in a person’s arrest and detention.
Surely, given the restriction on liberty caused by a
WPD, they should be treated the same as Red Notice
applications and not be disseminated to member
country NCBs before the NDTF has reviewed them for
compliance?

Tellingly, INTERPOL did not publish the number of
Notice/Diffusion requests it did not filter for further
review (post-screening) that were later deleted or
cancelled (either on re-review or on recommendation
of the CCF), meaning there is scant evidence to
establish whether the system instigated in 2016 is
effectively working to identify and stop the publication
of non-compliant requests.

Actions have consequences

It must not be forgotten that if INTERPOL gets it wrong,
an individual is at risk of being arrested, detained and
extradited to a repressive regime where the damage
incurred may be irreversible; individuals may be
tortured or held in inhuman and degrading conditions,

may not receive a fair trial and may never see daylight
again. Getting it right, and right first time, is therefore
imperative.

Those countries that are routinely flagged by the

NDTF as making non-compliant requests should be
held accountable; INTERPOL has the ability to impose
supervisory or corrective measures on member
countries, including disconnecting them from its
databases and even expulsion. Indeed, Stock confirmed
in an interview that: “Four or five countries are

subject to dialogue on providing support or corrective
measures to ensure information provided by them
meets [INTERPOL's] quality standards.”

As the agency celebrates its centenary, to demonstrate
true transparency and discourage abuse by repressive
regimes, INTERPOL must embrace sustained, detailed
openness, not just an intermittent, incomplete glimpse
into its inner workings. It must then use these findings
to hold non-compliant member states accountable.
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UNconventional concerns over rogue states’
characterisations of cyber-crime

Anna Rothwell

Of Counsel

In recent years, there have been concerns about
the use by authoritarian regimes of INTERPOL
notices as a tool to target dissidents, journalists,
refugees and opponents abroad for political gain or
revenge. The use of INTERPOL notices as a form of
transnational repression has been reported upon by
the US Congress’, European Parliament?, journalists?,
academics and human rights campaigners such as
Bill Browder, who has written about his arrest by
Spanish police pursuant to an INTERPOL diffusion
notice issued at the request of the Russian
government.

While concerns about the abuse of INTERPOL
channels are finally receiving the attention they
deserve (even if a solution seems a distant prospect),
there are growing fears that a new UN cybercrime
treaty could provide authoritarian states with
another tool with which to extend their reach
overseas to silence or target their opponents.
However, despite the potentially enormous
consequences of the new treaty, it has received
little attention in the British press, other than
an article in the Daily Mail in 2021° and a recent
opinion piece in the Telegraph®.
There is a very real and worrying danger that
provisions in the proposed UN Cybercrime
Convention, the aim of which is to provide
a global legal framework for international
cooperation on preventing and investigating
cybercrime and the prosecution of

cybercriminals, could in fact be abused in a similar
fashion to INTERPOL; used to repress human rights
and online freedom of speech. Without a clearly
defined scope and sufficient safeguards in place,
the treaty could legitimise intrusive investigations
and grant unhindered law enforcement access to
personal information, providing states with a means
to surveil and target individuals and undermine
their privacy.” The initial sponsors of the convention
- Russia, China, and Cambodia - have already
introduced repressive domestic cybercrime laws.

In light of these fears, the UN Cybercrime

Convention is currently in the midst of contentious
negotiations. The UN General Assembly adopted a
resolution in December 2019, originally proposed

by Russia, establishing an Ad Hoc Committee

to elaborate a “comprehensive international
convention on countering the use of information and
communications technologies for criminal purposes”.
Negotiations began in May 2021. In September, the
Committee concluded its sixth session in New York,
with the aim of finalising its negotiations at the next
session in February 2024. However, as states head

to the concluding session, there is a notable lack

of consensus on fundamental issues such as the
treaty’s scope and what constitutes a cybercrime.

It is anticipated that, given the lack of consensus
about such important aspects of the treaty, it will be
required to be put to a two-thirds majority vote before
the General Assembly before it can come into force.

' https:/ /www.govinfo.
gov/content/pkg/CHRG-
116hhrg37829/ html/CHRG-
116hhrg37829.htm

N

https://www.europarl.
europa.eu/RegData/etudes/
STUD/2019/603472/EXPO_
STU(2019)603472_EN.pdf

w

See for example, https://
news.sky.com/story/dirty-
work-the-misuse-of-interpol-
red-notices-12923059,

a podcast presented by
journalist Sahar Zand

-

https:/ /www.theguardian.
com/books/2022/apr/17/
freezing-order-by-bill-
browder-review-life-as-a-
target-of-putin

=]

https:/ /www.dailymail.co.uk/
news/article-7831787/UN-
gives-green-light-draft-treat-
combat-cybercrime.html

o

https:/ /www.telegraph.co.uk/
news/2023/09/01/china-xi-
jinping-vladimir-putin-united-
nations/

~

https://www.chathamhouse.
org/2023/08/what-un-
cybercrime-treaty-and-why-
does-it-matter
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“There are growing
fears that a new UN
cybercrime treaty could
provide authoritarian
states with another
tool with which to
extend their reach
overseas to silence or

target their opponents.
However, despite the
potentially enormous
consequences of the
new treaty, it has
received little attention
in the British press...”

CYBER-CRIME

@
CORKERBINNING

Some states are in favour of a narrow and focused
definition of what amounts to a cybercrime, covering
“core cybercrimes”, such as illegally gaining access
to, intercepting, or interfering with computer data
and systems.® However, many other states want the
treaty to go further and cover “cyber-enabled crimes”
i.e. where the use of information and communication
technologies (ICTs) play a significant role in crimes by
facilitating the reach of the crime or speeding it up.
This would significantly expand the proposed treaty's
surveillance scope by covering practically any offence
involving a computer, both domestically and abroad.

Of most concern, and causing particular alarm
amongst NGOs and organisations such as the
Committee for the Protection of Journalists (CP)),

are the proposals to include content-based crime.
This would expand the scope of the treaty to cover
so-called “morality-based crimes”, which can put
journalists and others, including members of LGBTQ+
communities, at risk even if they do not explicitly
criminalise speech. Laws against disinformation

and hate speech are already being used in domestic
proceedings to criminalise journalists, human rights
defenders and members of the LGBTQ+ communities.
One high-profile example among many is the
conviction of the Nobel Prize winner Maria Ressa

for criminal libel under the Philippines Cybercrime
Prevention Act 2012. Another example is Pakistan’s
Prevention of Electronic Crimes Act, which authorises
the blocking of websites deemed critical of officials
and requires service providers to retain or provide
authorities with access to large amounts of people’s
data. The inclusion of disinformation and hate speech
provisions in an international treaty (disinformation
provisions having been proposed by China, Indonesia,
and India and hate speech provisions by Pakistan,
Kuwait, China and Jordan respectively), would extend
this reach and surveillance abroad.’

In the last draft of the convention, Article 35 permits

8 This includes Brazil, Canada,
Dominican Republlc the
European Union ( EUS
Liechtenstein, Norway,
Switzerland, the UK, and the
Us.

For example, during the
negotiations in June 2022,
Jordan proposed using the
draft treaty to criminalise
“hate speech or actions
related to the insulting of
religions or States using
information networks or
websites,” while Egypt
called for prohibiting
the “spreading of strife,
sedition, hatred or racism.”

©

Russia, in collaboration with
Belarus, Burundi, China,
Nicaragua, and Tajlklstan,
called for the inclusion of
extremism-related acts, such
as incitement to terrorism.
However, there are fears
that the vaguely defined
and ambiguous terminology
proposed could result in
overly broad interpretations
of such crimes. Worryingly,
in June 2023, China went
even further, proposing
that the Treaty include
the criminalisation of the
“dissemination of false
information”.
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“While the draft
Convention may
incorporate some
procedural safeguards,
for example dual
criminality, its far-
reaching scope raises
profound questions
about its compatibility
with international
human rights law.”

o https:/ /www.eff.org/
deeplinks/2023/09/growing-
threat-cybercrime-law-
abuse-lgbtqg-rights-mena-
and-un-cybercrime-draft
in June 2023, China went
even further, proposing
that the Treaty include
the criminalisation of the
“dissemination of false
information”.

each country to define its own crimes under domestic
laws when requesting assistance from other nations
in cross-border policing and evidence collection.

In certain countries, such laws may be based on
subjective moral judgments that are not criminal and
considered a matter of free expression elsewhere.
For example, across the Middle East, cybercrime laws
have been used in Egypt, Jordan and Saudi Arabia

to prosecute LGBTQ+ people, and in Tunisia and the
United Arab Emirates to prosecute human rights
defenders. In March 2022 a court in Egypt charged
singers Omar Kamal and Hamo Beeka with “violating
family values” for dancing and singing in a video
uploaded to YouTube!® While the draft convention
allows countries to refuse a request for assistance if
the activity in question is not a crime in its domestic
regime (the principle of "dual criminality"), given the
current strain on the MLAT system, there is a fear that
requests, even from countries with contentious laws,
could slip through the checks and result in increased
cross-border monitoring and repercussions for
individuals (as has been seen in the rampant abuse
of the INTERPOL notice system).

These fears are not only being expressed by NGOs.
Concerns have also been raised by organisations
including Microsoft, the International Chamber of
Commerce and the Cybersecurity Tech Accord, as well
as some states such as Canada. In a statement to the
Ad Hoc Committee in September 2023, the Canadian
delegation said that the relentless push to expand
the scope of the treaty had turned it into a general
criminal Mutual Legal Assistance treaty, leaving it
completely in the hands of any state to decide what
conduct constitutes a “crime” or “a serious crime”
and opening up a menu of measures to crack down
on these self-defined crimes:

“This represents the potential, and indeed
inevitability, for Orwellian reach and control
by those states who will choose to abuse this

instrument... Criticizing a leader, innocently
dancing on social media, being born a certain way,
or simply saying a single word, all far exceed the
definition of serious crime in some States. These
acts will all come under the scope of this UN
treaty in the current draft.”

Unfortunately, organisations monitoring the
negotiations, such as the Electronic Frontier
Foundation (EFF), have reported that some of the
most concerning criminal offences and surveillance
measures that had not made it into the zero draft
introduced at the start of the latest session in New
York have been reintroduced into the text. A new
draft text is expected at the end of November 2023.
While the draft Convention may incorporate some
procedural safeguards, for example dual criminality,
its far-reaching scope raises profound questions
about its compatibility with international human
rights law. In 2019, the UN General Assembly warned
that it was “gravely concerned that national security,
counter-terrorism and cybercrime legislation

and other measures, such as laws regulating

civil society organizations, are in some instances
misused to target human rights defenders or have
hindered their work and endangered their safety

in a manner contrary to international law.” It would
be both appalling and ironic if an international UN
cybercrime treaty were to enable and perpetuate
such abuses even further.
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Cooperation across
borders - why the SFO
needs friends abroad

Jessica Parker

Partner

At the end of September there was a change of
leadership at the Serious Fraud Office (“SFO”) as Nick
Ephgrave, a former police officer and most recently
Assistant Commissioner for Frontline Policing at the
Metropolitan Police, began his term as Director. Mr
Ephgrave - the first non-lawyer to take on the role - is
not familiar to the white-collar community, and little is
yet known about his priorities (although that has not
stemmed speculation). One aspect of his new role
that will be a step change from his previous line of
work is the international nature of the SFO’s mandate.

The SFQ'’s statutory role is the investigation and
prosecution of serious and complex fraud and its
published “mission” is to protect the UK's reputation
as a safe place to do business. To date, that has
meant that the SFO has investigated large-scale
international corruption as well as fraud by or at
entities with a global presence. Investigating large
multinational businesses is unlikely to be something
that Mr Ephgrave has experienced regularly, if

at all, in his policing career. He will be working
alongside other UK financial crime enforcement
agencies such as the Financial Conduct
Authority (“FCA”), His Majesty’s Revenue and
Customs (“HMRC"), the Competition and
Markets Authority (“CMA”), and a range of
similar law enforcement agencies outside of
the UK.

As investigations become increasingly global and
law enforcement agencies seek to push the limits of
their investigative jurisdictional authority, this article
considers the various ways in which Mr Ephgrave

can seek to investigate cases with an international
dimension. The SFO has access to formal systems for
obtaining Mutual Legal Assistance (“MLA”), but there
are other less obvious mechanisms, both formal and
informal, relying on territorial and extraterritorial
powers that may also enable SFO to obtain the
evidence it needs.

Mutual Legal Assistance

The SFO, and all criminal investigators in the UK
(police included), can seek assistance from overseas
investigators via the formal process of MLA. The

UK has ratified, or is signatory to, a range of MLA
conventions and treaties! Those international
agreements are implemented in the UK through
statute, the Crime (International Co-Operation)

Act 2003 (“CICA"). Section 7 of CICA provides that
only a judicial or prosecuting authority can make a
request for MLA. The police are not a prosecuting
authority and so in his former career, Mr Ephgrave
would have had to rely on the assistance of the
Crown Prosecution Service, the independent body
responsible for prosecuting the majority of criminal
activity in the UK, to prepare and submit MLA
requests overseas on the police’s behalf. In his new
role as Director of the SFO he, and any designated
member of the agency? may issue an MLA request
themselves. Notwithstanding that Mr Ephgrave and
his colleagues can draft their own MLA requests, the
process remains bureaucratic and slow, particularly
given the loss of the European Investigation Order as
a result of the UK’s departure from the EU; requests
will only be processed at the pace of the relevant
institutions of the state to which the request is sent.

MLA is not the only mechanism available to the
SFO to obtain evidence from overseas. Where a

“Investigating

large multinational
businesses is unlikely
to be something that
Mr Ephgrave has
experienced regularly,
if at all, in his policing
career.”

' Principally the European
Convention on Mutual Legal
Assistance in Criminal Matters
1959 ( UK ratified in 1991), US
treaty (1994)

Criminal Justice Act 1987 S2
(11) Without prejudice to

the power of the Director to
assign functions to members
of the Serious Fraud Office,
the Director may authorise
any competent investigator
(other than a constable) who
is not a member of that Office
to exercise on his behalf all or
any of the powers conferred
by this section, but no such
authority shall be granted
except for the purpose of
investigating the affairs, or
any aspect of the affairs,

of a person specified in the
authority.

~
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* Police and Criminal Evidence
Act 1984 Schedule 1, section 4.

4 SOCA v Perry [2012] UKSC 35

person in the UK is asked to provide material, there
are circumstances where they may be required to
obtain that material from overseas. For example,
where a person in the UK is subject to a Production
Order,? if they are said to control material held
overseas, be that hard copy documents in an office
or electronic material on a server, they must produce
that material. Police officers must apply to court
for a Production Order, but the Director does not
have to make such an application; his power is
vested in Section 2 of the Criminal Justice Act 1987
that permits him (or any designated member of the
Serious Fraud Office) to issue a notice requiring a
person to produce any documents that relate to his
investigation. A person within the UK who is served
with a section 2 notice relating to material held
overseas will be required to produce it.*

A previous SFO Director, David Green KC (or an
investigator in his team), sought to test the ambit

of this power by issuing a Section 2 notice to an
officer of a company that was incorporated overseas,
namely KBR Inc. KBR Inc. was established in the US
with no presence in the UK. In order to issue the
Section 2 notice, the SFO had arranged a meeting
with and invited a KBR Inc. executive to the UK. At
that meeting in London the executive was served
with a section 2 notice requiring her to provide
documents held by KBR Inc. in the US. The Supreme
Court, in a unanimous judgment, determined

that there were no grounds for displacing the
presumption against extraterritorial effect. In other
words, the terms of section 2 of the 1987 Act should
not be read so as to require a person overseas to
produce documents to the SFO. The judgment is not
inconsistent with the principle described above -
that a person in the UK can be required to provide
material that they control overseas - because that
person is within the territorial jurisdiction, and
therefore the section 2 notice operates on them here.

The Supreme Court answered the questions posed

in KBR by narrowly limiting itself to the very specific
circumstances of an overseas company without a UK
presence. Similar sounding provisions found in other
legislation relating to different law enforcement
authorities may produce a different result, however,
depending on the specific wording of the legislation,
the intention behind it, and the regulatory context.
By way of example, in R (Jiminez) v First Tier Tribunal
(Tax Chamber)® the Court of Appeal held that a notice
under para 1 of Schedule 36 of the Finance Act 2008
could be sent to a UK taxpayer resident outside the
UK requiring them to provide information to HMRC.
The person was not in the UK, but they were required
to pay tax here, the notice could be sent to a person
overseas and therefore had exterritorial effect
because of the public policy objective - ensuring
that the correct UK tax was paid. In contrast, the
CMA's powers under section 26 of the Competition
Act 1998, requiring a person to provide material to
the CMA in the context of a competition investigation,
were held not to apply to a person overseas in BMW
AG v CMA.® The CMA’s claim that the power applied
to an undertaking (a person with economic impact

in the jurisdiction) was misconceived because an
undertaking was an economic rather than a legal
concept.

The ability of other law enforcement authorities to
collect evidence from overseas is imperative to the
work of Mr Ephgrave because they may pass the
product of their investigation to the SFO. Material
and information collected by one authority may be
provided to another under statutory gateways with
very few checks and balances.” By way of example,
recent investigations into Tesco and Barclays Bank
commenced with the FCA before being passed on to
the SFO.

Nonetheless, Mr Ephgrave should exercise caution
where material is provided and used for a collateral

“The SFO has access
to formal systems for
obtaining Mutual Legal
Assistance, but there
are other less obvious
mechanisms, both
formal and informal,
relying on territorial
and extraterritorial
powers that may also
enable SFO to obtain
the evidence it needs.”

5 [2019] EWCA Civ 51
6 [2023] cat 7

’ For example, see section 3
Criminal Justice Act 1987
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for MLA must
know the use to which
the requested material
will be put. This argument
could be extended where
MLA obtained under CICA
has been sidestepped.
Where an investigative
power is extraterritorial,
as in Jiminez, the principle
of comity might enable
a suspect to argue that
the evidence should be
excluded because the u
such material is unfair
prejudicial or that such
is an abuse of process.

INTERNATIONAL INVESTIGATIONS

purpose. The FCA had its fingers burnt earlier this
year when it relied upon material collected for a
criminal investigation in its regulatory proceedings in
the case of FCA v Konstantinos Papadimitrakopoulos.®
This case was different from KBR, Jiminez and BMW
because it related to material obtained via MLA
under CICA. The case turned on section 9 of CICA
which prohibits investigators using material obtained
via MLA for an ancillary purpose. Smith J reviewed
the authorities (including KBR) which emphasised
the principles of mutual respect and comity on whic
the system of international cooperation is founded.
An aspect of this is that a state receiving a request
for MLA must know the use to which the requested
material will be put.

This argument could be extended where MLA
obtained under CICA has been sidestepped. Where an
investigative power is extraterritorial, as in Jiminez,
the principle of comity might enable a suspect to
argue that the evidence should be excluded because
the use of such material is unfair and prejudicial® or
that such use is an abuse of process. Such argument
has, to the author’s knowledge, not yet been tested.

Continuing the theme of relying on material from
other enforcement agencies, some agencies do

not need to issue notices or demands to obtain

the material they need. For example, where a
regulated entity is under investigation by the FCA,
that entity is required to deal with the FCA in an
open and cooperative way. Where there are no
client confidentiality considerations, material
should be volunteered in the spirit of that open and
transparent relationship. In these circumstances,
where material has been volunteered and then
passed on to the SFO, it may be relied upon without
the risk of arguments about abuse of power or
prejudice discussed above.

Which brings us full circle. By far the easiest way
to obtain information from outside the jurisdiction

8 [2022] EWHC 2792 (Ch)

9 S78 of Police and Criminal
Evidence Act 1984 In any
proceedings the court may
refuse to allow evidence
on which the prosecution
proposes to rely to be given
If it appears to the court
that, having regard to all the
circumstances, including the
circumstances in which the
evidence was obtained, the
admission of the evidence
would have such an adverse
effect on the fairness of the
proceedings that the court
ought not to admit it.
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“Mr Ephgrave has

a range of formal

and informal

routes available

to gather evidence
from overseas for

the detection and
investigation of
serious fraud and
corruption. Those
routes involving
cooperation or
teamwork may be
faster, less susceptible
to challenge and,
therefore, more
effective than the legal
routes open to the
SFO.”

1 Smith & Ouzman Ltd, Sweet
Group Plc, Alstom Power Ltd,
Alstom Network UK Ltd, F.H.
Bertling Ltd, Petrofac Limited
and GPT Special Project
Management ltd

™ Economic Crime and )
Corporate Transparency Bill

is for the suspect to volunteer it. It is not always
possible for a multinational company to volunteer
documents; blocking statutes, data protection or
other confidentiality obligations may prohibit it from
doing so. However, where a company could be in

a position to volunteer documents, what does Mr
Ephgrave need to do to persuade it to engage in such
cooperation? The SFO has encouraged corporates
to cooperate with its investigations in order to be
considered for a deferred prosecution agreement.
Anecdotally, white-collar criminal lawyers are

more reluctant to self-report to the SFO, citing a

lack of benefit to doing so: there have been so few
prosecutions against corporates that the chance of
action being taken against them if they do not make
a report is slim. KBR Inc. was only served with a
section 2 notice because “a satisfactory response
was not received as to [KBR, Inc.’s] willingness to
provide the outstanding materials sought.” The
investigation into KBR was discontinued in 2021 (this
is not to say that there was a triable case against KBR
Inc., but it is an example of a case that did not result
in prosecution). In fact, in the past decade the SFO
has only successfully prosecuted seven corporates.®
Mr Ephgrave’s predecessors argued that this
illustrates the need for reform to the law to make it
easier to prosecute corporate entities! In contrast,
some may also point to simple inertia; there were

70 open published cases at the beginning of the last
Director’s tenure, compared to only 35 at the start of
Mr Ephgrave’s stint at the SFO.

Last but not least, one of the most effective ways
that Mr Ephgrave can obtain evidence from overseas
is through joint investigations. The paragraph above
is likely to resonate with lawyers in the US where the
advantages of cooperation far outweigh the risks of
being prosecuted. The system of plea bargaining,
deferred and non-prosecution agreements is well
developed and understood: if a suspect fails to ‘do

a deal’, the penalties are swingeing. An analysis of

whether the DOJ has the power to compel documents
from one territory or another is rendered moot
because the incentive to cooperate with a DOJ
investigation is so strong. A joint investigation
alongside domestic investigators is also a solution in
those territories where external investigations can be
hindered by blocking statutes.

In conclusion, Mr Ephgrave has a range of formal
and informal routes available to gather evidence
from overseas for the detection and investigation

of serious fraud and corruption. Those routes
involving cooperation or teamwork may be faster,
less susceptible to challenge and, therefore, more
effective than the legal routes open to the SFO.
Diplomatic skills may be more important than ever
to Mr Ephgrave; perhaps it won't be so different from
policing after all.
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