
THE KNOWLEDGE
WWW.CORKERBINNING.COM

01
2024

The new identification 
principle – fixing the 
wrong problem
Maia Cohen-Lask

Consent and connivance 
– individual liability for 
corporate offending
Nick Barnard

Failure to prevent 
fraud – changing the 
wrong game?
Andrew Smith

WINTER EDITION



2 				    THE KNOWLEDGE  SPRING ISSUE

C O N T E N T S

The new identification 
principle – fixing the 
wrong problem
Maia Cohen-Lask

Consent and connivance 
– individual liability for 
corporate offending
Nick Barnard

Failure to prevent fraud 
– changing the wrong 
game?
Andrew Smith

The new Office for 
Trade Sanctions 
Implementation (OTSI) 
– why criminal risks lie 
ahead for business
Rebecca Hughes

Securing evidence from 
overseas – competition 
investigations and new 
law for the digital age
Peter Binning and 
Edward Hodgson

4	

16

10

24

34

W
E

L
C

O
M

E

Welcome to this winter 
edition of The Knowledge – 
and the first edition of 2024!
In our last issue, guest-edited by Edward Grange, we looked at 
a range of topics connected to the international dimensions of 
criminal law. This edition also has a thematic focus: all five articles 
consider aspects of corporate crime.

Most of our readers will be aware that corporate crime has seen 
dramatic change in the past few months, with more changes 
promised. Rather than simply regurgitate the details of these new 
laws or repeat the line that business must be prepared, we have 
tried to stand back and consider what is driving these new laws, 
what they mean in practical terms and outline some risks and 
problems that have not received sufficient attention elsewhere.

In our first article, Maia Cohen-Lask considers the new route of 
criminalising corporates through their senior managers, but does 
so through the prism of the SFO’s failed prosecution of Barclays Plc: 
would it have made any difference to the outcome of that case? In 
our second article, Nick Barnard considers what the new laws mean 
for the doctrine that corporates can be criminally liable through 
the consent or connivance of their directors and other officers, 
which may be ripe for a revival. I then consider the new failure to 
prevent fraud offence, questioning whether its impact will match its 
breadth and ambition. Rebecca Hughes then applies some of this 
framework to the field of trade sanctions, arguing that that these 
new laws, coupled with the creation of the Office for Trade Sanctions 
Implementation, is likely to result to result in more criminal 
enforcement against corporates. Finally, Peter Binning and Edward 
Hodgson look at a range of recent cases limiting the extraterritorial 
application of criminal (and civil) powers in enforcement cases 
against corporates, and considers how Parliament is creating laws to 
overcome these problems, particularly in the field of big tech.

We hope this edition provokes some debate, but in the meantime, 
we at Corker Binning send you our very best wishes for a successful 
and enjoyable 2024.

Andrew Smith 
Partner and Editor



THE IDENTIFICATION PRINCIPLE

After much fanfare, the Economic Crime and 
Corporate Transparency Act 2023 (“ECCTA”) became 
law on 26 October 2023. One of the key new 
provisions is a change to the way that criminal 
liability is attributed to corporate bodies (“the 
identification principle”). This change has been 
widely hailed as widening the pool of people through 
which companies can be held criminally liable, thus 
(the logic goes) making it easier to successfully 
prosecute companies. However, as explored in 
this article, the change would not in fact have 
affected the outcome of the one case that has been 
frequently cited as the leading driver for legislative 
change in this area: SFO v Barclays [2018] EWHC 3055 
(QB) (“the Barclays case”). 
The legal position until ECCTA came into force was 
that the acts and states of mind of the natural 
persons who represent the “directing mind and will” 
of the company would be attributed to the company. 
This was the principle applied in the Barclays case. In 
that case the chief executive and chief finance officer 
(both directors and board members) were charged, 
along with three others, with conspiracy to commit 

fraud by false representation. Barclays was 
charged as a co-conspirator, its criminal liability 
said to arise through the two charged directors1. 
However, the charges against Barclays were 
dismissed by the Crown Court, a position then 
upheld by the High Court, on the basis that 

The new identification 
principle – fixing the 
wrong problem 

criminal liability could not be attributed to the 
company through the charged directors i.e. they were 
not the “directing mind and will” of Barclays for the 
purpose of the charged conduct. 
The overwhelming consensus since the Barclays 
case has been that it demonstrates the limitations 
of the identification principle. This includes the 
Law Commission’s report on the options for reform 
of corporate criminal liability, published in June 
2022, which concluded that “[the Barclays case] 
affirms what is on any analysis a narrow view of 
the identification doctrine, narrower than many 
observers believed the law to be pre-Barclays.”2  
The implication being: if only the identification 
doctrine had a wider scope, the charges against 
Barclays would never have been dismissed. This is a 
sentiment expressed repeatedly by the former SFO 
director, Lisa Osofsky, who stated in an interview 
in 2020: “...we have a very antiquated system… In 
fraud cases I’ve got to have the controlling mind of 
a company before I can get a corporate in the dock. 
That’s a standard from the 1800s, when Mom and Pop 
ran companies”3. The Barclays case has thus become 
the paradigm example of a case that the SFO could 
(and should) have won, if only the law had been 
modernised and reformed much earlier. 
The new position, under s196 ECCTA, is that a 
corporate will be criminally liable for certain listed 
offences if “a senior manager of a body corporate 
or partnership (“the organisation”) acting within the 
actual or apparent scope of their authority” commits 
that offence. The government’s position is that 
this represents a significant widening of routes to 
corporate criminal liability, and will thus overcome 
the obstacles that have hitherto impeded successful 
prosecutions of companies. Its press release states 
that the change “remove[s] the ability for a large 
company to hide behind complex management 
structures to evade scrutiny”4. Again, the spectre of 

Maia Cohen-Lask 
Partner

1  �All individuals were 
eventually acquitted. However 
these pre-trial arguments 
necessarily rested on taking 
the prosecution’s case at its 
highest for the purpose of 
considering the position of 
the corporate. 

2  �Paragraph 3.86 https://
shorturl.at/hLWZ6

3  �https://www.lawgazette.
co.uk/news/antiquated-
fraud-laws-thwarting-justice-
says-sfo-director/5102972.
article 

4  �https://www.gov.uk/
government/news/robust-
new-laws-to-fight-corruption-
money-laundering-and-fraud
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THE IDENTIFICATION PRINCIPLE

the Barclays case lurks behind these press releases, 
the implication being that prosecutors will now be 
able to exorcise the demons that thwarted their 
efforts in the past. 
All of this rhetoric obscures an important point: that 
the new senior manager route to corporate criminal 
liability would not, in fact, have led to a different 
outcome in the Barclays case. In order to understand 
why, it is necessary to examine why Lord Justice Davis 
determined that the CEO and CFO (the two charged 
directors) were not the directing mind and will of 
Barclays. 
His judgment rested on an analysis of whether 
the individuals were the directing mind and will in 
relation, specifically, to the conduct which had been 
indicted. The indictment charged all defendants (so 
far as is relevant for this article) with two counts of 
conspiracy to commit fraud by false representation. 
All of the relevant representations were contained 
in prospectuses and subscription agreements issued 
by the Board and Board Finance Committee (BFC) 
of Barclays during two capital raisings. The SFO’s 
case was, in essence, that these bodies had been 
deceived by the individual defendants, who had 
been responsible for the prior negotiations with the 
counterparties who were going to be investing in 
the capital raising. The SFO’s argument was that the 
whole transaction had to be viewed as one – without 
making any distinction between the negotiations 
and the issuing of the published documents. Davis 
LJ disagreed, insisting on referring to the indicted 
conduct. As he said: “The allegations are (as pleaded) 
linked to the accuracy and truthfulness of the 
Prospectuses and Subscription Agreement as issued 
to investors and the public.”5 
This led, unavoidably, to the following summary of 
the key question and its answer: “By virtue of what, 
it may be asked, did [the individual defendants] have 
authority not only to negotiate but also to complete 

and conclude and issue the Subscription Agreements 
and Prospectuses for [the capital raisings] as to be 
finalised, signed and issued? The short answer is: 
they had no authority. They were not, in the words 
of Lord Hoffmann, authorised “to do the deal.” The 
relevant powers in that regard had been reserved, if 
not to the main Board then to the BFC...”6 
The judgment is therefore explicit that the true 
culprit here was the SFO’s decision to indict conduct 
which was solely within the authority of the Board 
and BFC. Had there been any crime committed by 
the individuals in relation to the negotiations (over 
which the court was theoretically willing to accept 
they did have responsibility), then in principle there 
would have been no issue in attributing that conduct 
to the company under the identification principle as 
it then was. The failure of the Barclays case against 
the corporate cannot, therefore, be blamed on the 
identification principle, but on decisions made by the 
SFO in the charges it chose to bring.
Turning then to the new test, a senior manager must 
be “acting within the actual or apparent scope of 
their authority” for corporate criminal liability to 
arise. Companies will not be held vicariously liable 
for the actions of their senior managers who are 
acting outside of the scope of their authority. How 
would this test have been applied in the Barclays 
case? 
It is undeniable that the inclusion of “apparent” 
authority in the new test makes it wider than under 
the former identification doctrine. As a result, a 
number of Davis LJ’s comments would not have been 
applicable, such as: “That the individuals had some 
degree of autonomy is not enough. It had to be 
shown, if criminal culpability was capable of being 
attributed to Barclays, that they had entire autonomy 
to do the deal in question; and that is not the case 
here.7” However, even this broadening of the test 
would not have altered the final outcome of the 

“The new senior 
manager route to 
corporate criminal 
liability would not, 
in fact, have led to a 
different outcome in 
the Barclays case.”

"The failure of the 
Barclays case against 
the corporate cannot, 
therefore, be blamed 
on the identification 
principle, but on 
decisions made by the 
SFO in the charges it 
chose to bring."

5  �Paragraph 116

6  Paragraph 118
7  Paragraph 122
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If the Barclays case 
had been heard under 
the new identification 
principle, the SFO 
would have faced 
an identical hurdle, 
in having indicted 
conduct over which 
the individuals in 
fact had no authority 
(whether actual or 
apparent). 

judgment. That is because in this case the individuals 
had neither actual nor apparent authority over the 
representations in question. As is made expressly 
clear in Davis LJ’s analysis extracted above, “they had 
no authority”.
Davis LJ was able to reach this clear conclusion 
because – ironically given the stated aim of the SFO 
and government to overcome complex management 
structures – Barclays had a well-established 
corporate governance structure with extremely 
clear lines of delegation. The judgment sets these 
out in detail (at paragraphs 46 – 54). In summary, 
the constitutional position was entirely clear that 
all authority for the issuing of the documents 
containing the alleged false representations lay 
with the Board and the BFC. As Davis LJ put it, “the 
various Prospectuses and Subscription Agreements: 
in respect of which (it might be said) [the charged 
individuals] were not, on any view, the directing 
mind and will”8. In other words, not even apparent 
authority had been delegated to the indicted 
individuals in relation to statements made in the 
prospectuses and subscription agreements. 
Therefore, if the Barclays case had been heard under 
the new identification principle, the SFO would 
have faced an identical hurdle, in having indicted 
conduct over which the individuals in fact had no 
authority (whether actual or apparent). Thus, the 
fanfare which has greeted this change in law is based 
on a misdiagnosis of the problem. Prosecutions of 
corporates will only ever succeed where the right 
offences have been charged: this is as true under 
ECCTA as it was previously. If the SFO is to use this 
widened test successfully, it must take the true 
lesson of the Barclays case to heart, that robust legal 
analysis of its cases is the only way to a successful 
outcome. 

8  Paragraph 114
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Terrorist Financing and Transfer of Funds 
(Information on the Payer) Regulations 
2017 (for all offences created by those 
Regulations). 

Through these provisions, directors can be found 
guilty of conduct that would not render them guilty 
of any substantive offence. This reflects the unusual 
status of consent and connivance in the criminal law, 
in that they create secondary liability on the basis of 
a lower threshold of mens rea than that required to 
be satisfied by the primary offender.
Furthermore, these provisions do not require that 
the company has actually been convicted for the 
director to be liable, provided there is sufficient 
evidence against the director. Primarily, this 
addresses the situation where a company has been 
dissolved, although could feasibly also bite where 
there is sufficient evidence of wrongdoing but the 
public interest favours non-prosecution (or deferred 
prosecution) of the company (for example, if the 
company has already identified the root cause and 
put in place robust safeguards to prevent further 
offending, and/or made voluntary restitution for any 
harm). 
Meaning of ‘consent’ and ‘connivance’ 
The meaning of ‘consent’ in this context is set out in 
Attorney General’s Reference (No.1 of 1995) [1996] 1 
WLR 970, which holds that where an offence requires 
a director’s ‘consent’, the director must be:

“…proved to know the material facts which 
constitute the offence by the body corporate and 
to have agreed to its conduct of its business on 
the basis of those facts.”

Thus, to be guilty of consenting to the offence, 
the director does not need to perform any act or 
omission that constitutes the commission of it. Nor 
does the director personally need to share the mens 
rea (such as dishonesty) that the company must 

Consent and connivance 
– individual liability for 
corporate offending

The vast majority of articles published on the 
Economic Crime and Corporate Transparency Act 2023 
(“ECCTA”) have concerned the new routes through 
which companies can be held criminally liable for 
the conduct of certain individuals. This article looks 
through the other end of the telescope and considers 
the doctrine of ‘consent and connivance’ – an 
established although rarely utilised means by which 
certain individuals can be held criminally liable 
for offences committed by their companies. It also 
considers how this doctrine interacts with the new 
regime for corporate liability under ECCTA. 
‘Consent or connivance’
The majority of substantive offences usually in 
scope during corporate crime investigations are 
complemented by parasitic provisions stating that, 
where an offence is committed by a company with 
the ‘consent’ or ‘connivance’1 of one of its directors or 
officers2, then that director or officer is guilty of that 
same offence. Significant examples include:

•	 s12 Fraud Act 2006 (for any offence under that 
Act);

•	 s18 Theft Act 1968 (for specified offences, in 
particular false accounting);

•	 s14 Bribery Act 2010 (for substantive bribery 
offences, but not the s7 offence of bribery by 
an associated person (‘failure to prevent’); and 

•	 Regulation 92 of the Money Laundering, 

CONSENT AND CONNIVANCE
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Nick Barnard 
Partner

1  �Some offences – usually 
regulatory – include ‘neglect’, 
although for brevity this 
article will only consider 
consent and connivance. 

2  �The exact definition of officer 
varies from statute to statute. 
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necessarily have. The director simply needs to know 
the material facts constituting the offence and agree 
to the company conducting its business on the basis 
of those facts. The director does not need to know 
that these facts amount to a criminal offence. 
As for the distinction between ‘consent’ and 
‘connivance’, Huckerby v Elliott [1970] 1 All ER 189 
explained that: 

“It would seem that where a director consents to 
the commission of an offence by his company, he 
is well aware of what is going on and agrees to it 
… Where he connives at the offence committed by 
the company he is equally well aware of what is 
going on but his agreement is tacit, not actively 
encouraging what happens but letting it continue 
and saying nothing about it.” 

In short, consent occurs where the director is 
aware of the material facts and is proven (whether 
expressly or by inference) to have actively agreed 
to the company proceeding on that factual basis. 
Connivance occurs where the director has the same 
awareness of the material facts and is proven (again 
whether expressly or by inference) to have passively 
or tacitly agreed to the company proceeding on 
that factual basis, e.g. through a lack of objection or 
intervention. 
These thresholds for establishing ‘consent’ and 
‘connivance’ give rise to difficult practical questions.  
Since Huckerby holds that ‘connivance’ can occur 
through ‘letting it continue and saying nothing 
about it’, does it follow that ‘saying something’ in 
opposition to the conduct is sufficient, in itself, 
to mean that the director is no longer conniving?  
If ultimately the corporate offending continues 
unchecked despite the director ‘saying something’, 
how vocal or vociferous does their opposition need 
to be?  Should they also resign or blow the whistle?   
As far as the author is aware, there is no case law or 

CONSENT AND CONNIVANCE

"These thresholds for 
establishing ‘consent’ 
and ‘connivance’ 
give rise to difficult 
practical questions." 
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related Statements of Fact so far) those corporate 
defendants may be encouraged to make concessions 
at the expense of exposed directors in order to 
sweeten the deal.  
This article may turn out to be a harbinger of 
nothing, and the threat of consent and connivance 
will remain little used in practice. However, the 
express purpose of ECCTA is to increase the number 
of corporate defendants convicted of fraud offences 
– whether through deferred or actual prosecutions. 
But ECCTA does not resolve the vexed question 
of how best the criminal law should punish those 
individuals within the companies who are regarded 
as responsible for or contributing to the fraud. At 
least on paper, consent and connivance remain an 
underutilised opportunity for investigative agencies. 
Should they come into fashion in the wake of ECCTA, 
they could change the landscape when assessing 
individual liability in corporate crime investigations. 

CONSENT AND CONNIVANCE

guidance published by any agency that might help 
resolve such dilemmas.  
Consent, connivance and the identification doctrine
During the passage through Parliament of the Bill 
that became ECCTA, eagle-eyed followers will have 
noticed that former Solicitor General Lord Garnier 
twice attempted to amend the new Identification 
Doctrine3 to provide that a body corporate would 
be guilty of (inter alia) a substantive (not FTP) 
fraud, bribery or tax evasion offence where it was 
committed with the consent or connivance of a 
senior manager4. With respect to Lord Garnier, the 
Government was right to reject that amendment, on 
the basis that it was, at best, unnecessary, given that 
the corporate would only be guilty of these offences 
if one of its senior managers could be proved to 
have the necessary mens rea – a test which would 
inevitably also fulfil the mens rea for consent or 
connivance. 
Apart from this brief and unsuccessful appearance, 
the doctrine of consent and connivance does not 
seem to have been considered at all in the context 
of the recent reforms to corporate criminal liability 
created by ECCTA. Yet the two things are related. 
The revised identification doctrine and the new 
failure to prevent fraud offence are likely to 
accelerate further the popularity of deferred 
prosecution agreements and negotiated pleas for 
corporate defendants. But these developments will 
also expose ever-increasing numbers of directors 
to investigation and prosecution for consent or 
connivance, particularly where the evidence falls 
just short of establishing a corrupt intent and/
or dishonesty on their part. This exposure might 
encourage more corporate suspects to attempt to 
craft settlements in a way that avoids any risk of 
the Board being dragged into the fray. More likely 
(and more in keeping with the approach to DPAs and 

"The revised 
identification doctrine 
and the new failure 
to prevent fraud 
offence are likely to 
accelerate further 
the popularity of 
deferred prosecution 
agreements and 
negotiated pleas 
for corporate 
defendants. But 
these developments 
will also expose 
ever-increasing 
numbers of directors 
to investigation 
and prosecution for 
consent or connivance, 
particularly where 
the evidence falls just 
short of establishing 
a corrupt intent and/
or dishonesty on their 
part." 

3  �https://bills.parliament.uk/
bills/3339/stages/17682/
amendments/95399

4  �See previous article in this 
issue for more on the revised 
Identification Doctrine and 
meaning of ‘senior manager’



WINTER EDITION   THE KNOWLEDGE	 17

FAILURE TO PREVENT FRAUD

Failure to prevent fraud 
– changing the wrong 
game?
Andrew Smith 
Partner

The new offence of failure to prevent fraud ("FTPF") has 
many devotees. The former SFO director, for example, 
proclaimed it “a game-changer for law enforcement”. 
The same sentiment echoes throughout Government 
briefings and legal commentaries. But whose game is 
being changed? And to what end? 

The basics are well known so can be summarised 
briefly. Section 199 of the Economic Crime and 
Corporate Transparency Act 2023 (ECCTA) provides that 
a large organisation commits the FTPF offence if it fails 
to prevent an associated person from committing a 
fraud offence, where the associated person intends to 
benefit (whether directly or indirectly) either: (a) the 
organisation, or (b) the person to whom (or to whose 
subsidiary) the associated person provides services on 
behalf of the organisation. Qualifying fraud offences are 
listed in Schedule 13 to ECCTA.1  The organisation is not 
guilty of the FTPF offence if it was, or was intended to 
be, a victim of the fraud offence. The organisation has 
a defence if, at the time of the fraud offence, it had in 
place reasonable fraud prevention procedures.  

The FTPF offence is narrowly drafted in terms of who 
can commit it (i.e. only large organisations).2  But it is 

broadly and ambiguously drafted in terms of how 
it can be committed. Two features in particular 
exemplify this point. First, the array of fraud offences 
that the organisation must prevent. Second, the 
fact that the organisation is guilty if the associated 
person commits a fraud offence with a mens rea 
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framed by reference to undefined concepts of “benefit” 
and “victim”. 

An array of fraud offences
The two predecessor ‘failure to prevent’ offences concern 
well-defined and relatively narrow types of criminality 
– bribery and tax evasion. They are most likely to be 
committed in particular departments of an organisation 
and the third parties those departments routinely deal 
with: bribery in the procurement/sales departments and 
tax evasion in the tax department. In contrast, fraud can 
be committed in myriad ways by any director, employee 
or third party; it risks permeating any type of commercial 
activity conducted within (and by) the organisation. 

The amorphous nature of fraud is reflected in the list 
of no fewer than nine offences in Schedule 13. These 
wide-ranging offences encompass all manner of acts 
and omissions. Moreover, they are all conduct-based 
offences, meaning that they are committed where the 
associated person intends, by means of their conduct, 
to bring about certain results. It is not necessary to 
prove any resulting loss or damage.

With one exception, the Schedule 13 offences all require 
proof of dishonesty. The odd one out is section 19 
of the Theft Act 1968, which, instead of dishonesty, 
requires an intention to deceive. The inclusion of a non-
dishonesty-based offence in Schedule 13 is curious but 
not anomalous: despite the repeal in 2007 of numerous 
deception-based offences and their replacement by 
the dishonesty-based offences found in the Fraud 
Act 2006, dishonesty is not a necessary element of 
fraud. A deceit-based offence such as section 19 of the 
Theft Act 1968 is still a fraud offence. Nonetheless, its 
inclusion in Schedule 13 is another manifestation of the 
sheer breadth of the conduct the organisation must 
prevent. That the organisation can also be guilty on the 
basis of inchoate offending by the associated person 
(i.e. through the associated person’s aiding, abetting, 
counselling or procuring of the fraud offence) makes 
the conduct the organisation must prevent broader still. 

1  �Section 200 empowers the 
Secretary of State to add 
or remove offences from 
Schedule 13 but only offences 
of dishonesty, offences of 
a similar character to the 
existing offences or money 
laundering offences contrary 
to sections 327-329 of the 
Proceeds of Crime Act 2002 
may be added. 

2  �Sections 201 defines a large 
organisation as one in 
which two or more of three 
measures are exceeded: 
turnover £36m; balance sheet 
total £18m; or 250 employees. 
Note that the Secretary of 
State has the power under 
section 201(7) to abolish by 
regulations the limitation so 
as to bring all organisations 
within the new offence or 
otherwise vary the reach of 
the offence.   

https://www.college.police.uk/app/engagement-and-communication/media-relations
https://www.college.police.uk/app/engagement-and-communication/media-relations
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Where, for example, an employee dishonestly makes 
a false representation (contrary to sections 1 and 2 
of the Fraud Act 2006), his intention may be to cause 
loss to a commercial competitor of his employer out of 
unmitigated spite, with no intention to benefit himself 
or another. In these circumstances, the associated 
person has the necessary mens rea (dishonesty and 
the intention to cause loss to another) to commit a 
Schedule 13 fraud offence but lacks the necessary mens 
rea (the intention to benefit his employer organisation) 
to render the organisation liable for the FTPF offence.

Turning to “victim”, the use in ECCTA of the indefinite 
article (a victim) presupposes, rightly, that there can 
be multiple victims of the same fraud. And if the 
organisation can show that it was one of the intended 
victims of the associated person’s fraud, it does not 
commit the FTPF offence, even though there may be 
other victims who have lost, or who stood to lose, 
significantly more. 

Where, for example, a director makes a false statement 
intending to deceive shareholders about the company’s 
financial affairs (contrary to section 19 of the Theft 
Act 1968), those shareholders are not necessarily the 
only intended victims of the fraud; the director may be 
seeking, through the false statement, to enrich herself 
personally at the expense of her company. In these 
circumstances, the associated person has the necessary 
mens rea (intention to deceive shareholders) to commit 
a Schedule 13 fraud offence but has an additional mens 
rea (intention to cause loss to her company) which 
means the organisation is not liable for the FTPF offence. 

These examples demonstrate how important it is to 
consider the small but undefined words “benefit” and 
“victim” when determining whether the organisation 
has committed the FTPF offence. By focusing on 
facets of the associated person’s state of mind other 
than the mens rea relevant to the underlying fraud 
offence, they provide fertile ground for negotiation 
between an investigator and corporate suspect about 
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“Benefit” and “victim” 
Having broadened the foundations of the FTPF offence 
in this way, ECCTA introduces the ambitious but 
ambiguous requirement that the prosecutor consider 
three facets of the associated person’s state of mind:

1.	 First, as one would expect, the organisation is only 
guilty if the associated person has the mens rea 
that is a necessary element of the Schedule 13 
fraud offence (i.e. dishonesty or intent to deceive). 

2.	 Second, the organisation is only guilty if the 
associated person commits the Schedule 13 fraud 
offence with an additional mens rea of intending to 
“benefit” the organisation (or the person to whom 
the associated person provides services on behalf 
of the organisation). 

3.	 Third, however, the organisation is not guilty if 
the associated person commits the Schedule 13 
fraud offence with the mens rea of intending the 
organisation to be a “victim” of the offence. 

The words “benefit” and “victim” do not feature in the 
predecessor failure to prevent offences concerning 
bribery and tax evasion. Given their novelty and their 
significance to whether the organisation commits 
the FTPF offence, it is surprising that ECCTA does not 
define them.  

What, then, does “benefit” mean in this context? Most 
criminal lawyers will immediately think that a person 
“benefits” if they obtain property (including real, 
personal and intangible property) as a result of their 
conduct, given this is its definition in section 340(5) 
of the Proceeds of Crime Act 2002. Assuming that the 
same meaning of “benefit” applies to ECCTA, there 
will be circumstances in which an associated person 
commits the Schedule 13 fraud offence (because 
they acted dishonestly) but without the organisation 
thereby committing the FTPF offence (because the 
associated person did not intend the organisation to 
benefit from their conduct). 

FAILURE TO PREVENT FRAUD

“If the organisation 
can show that it was 
one of the intended 
victims of the 
associated person’s 
fraud, it does not 
commit the FTPF 
offence, even though 
there may be other 
victims who have lost, 
or who stood to lose, 
significantly more."
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the associated person’s true intentions; whom exactly 
did their offending intend to benefit and whom did it 
intend to harm? 

Who is the actual victim? 
When analysing the word “victim”, the associated 
person’s intentions are not the end of the matter. 
ECCTA is clear that liability also turns on whether 
the organisation is in fact a victim of the associated 
person’s conduct, regardless of the associated 
person’s intentions. Where, for example, an associated 
person’s intentions in committing the Schedule 13 
fraud offence go awry and bring about unintended 
consequences that harm the organisation, the 
organisation, by virtue of becoming a victim of the 
fraud, is not liable for the FTPF offence.  

Suppose a third-party auditor dishonestly signs off 
on a financial statement for the organisation that 
includes revenue numbers he knows to be false. The 
auditor has committed false accounting under section 
17 of the Theft Act 1968. As for the organisation, it will 
need to investigate whether the evidence suggests 
that the auditor’s intention was to benefit himself and/
or his audit firm, rather than the organisation. The 
organisation might be able to argue that any financial 
benefit the auditor intended the organisation to receive 
(e.g. shareholder confidence/investment on publication 
of the financial statement) was illusory, since it was 
constructed on false figures. The facts may even suggest 
that the auditor’s intention was achieved by misleading 
the organisation’s in-house audit team about the 
appropriateness of the accounting treatment. If so, the 
organisation may be able to argue that, regardless of 
what the auditor intended, it has, as a matter of fact, 
become a victim of his dishonesty – since its employees 
were deceived and it has ultimately lost money as a 
result of his fraud.  

It is not difficult to conceive of other circumstances 
in which an organisation may well have been an 
intended beneficiary of the associated person’s fraud 

FAILURE TO PREVENT FRAUD

“These examples demonstrate 
how important it is to consider 
the small but undefined words 
“benefit” and “victim” when 
determining whether the 
organisation has committed 
the FTPF offence. By focusing 
on facets of the associated 
person’s state of mind other 
than the mens rea relevant to 
the underlying fraud offence, 
they provide fertile ground 
for negotiation between an 
investigator and corporate 
suspect about the associated 
person’s true intentions; whom 
exactly did their offending 
intend to benefit and whom did 
it intend to harm?”
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at the outset, but as a result of how the fraud was 
perpetrated and whether the associated person’s 
intentions were realised, the organisation became 
an intended (and/or an actual) victim. “Benefit” and 
“victim” are fluid and ambiguous concepts. When 
mapped onto the facts of a long-running and complex 
fraud, the key participants in that fraud may have 
competing claims on them.

This is not simply empty theorising or playing with 
words. It was one of the issues debated in the SFO’s 
unsuccessful attempt in the High Court to secure a 
voluntary bill of indictment against Barclays Plc. Leading 
counsel for the SFO had argued that the bank (even as 
a dishonest co-conspirator) could issue contribution 
and indemnity proceedings against its co-conspirator 
directors and could even launch a private prosecution 
of them. Davis LJ did not agree, observing that this 
“would tend to support the point that Barclays had not 
simply been a beneficiary of the conspiracy but had in 
truth been a victim of deception.”3 

But who can commit it? 
To return to the two questions posed at the start of this 
article - whose game is being changed? And to what end? 

It is striking that, having introduced such ambitious 
breadth and ambiguity in terms of how the FTPF offence 
can be committed, Parliament has ultimately narrowed 
down who can commit it. The definition of a large 
organisation means that, in practical terms, it will not 
apply to over 99% of commercial activity in England and 
Wales. The much-heralded game-changer will have little 
impact in fighting the epidemic of fraud. The only game 
the FTPF offence will change is akin to polo – an elite 
sport enjoyed by less than 1% of the population. 

As such, the FTPF offence reveals a legislative mind-
set that is the opposite of what it claims to be: the 
reality behind the rhetoric is that it will likely make 
no difference to the vast majority of ordinary or 
vulnerable people who are the victims of the often 
life-destroying internet, investment or other scams 

that make up so much of the so-called fraud epidemic. 
By targeting only the largest companies, the FTPF 
offence will exacerbate rather than close the current 
enforcement gap. Significant fraud investigations 
will fall further into the hands of well-resourced 
companies and their professional advisors, leading 
to more DPAs, more corporate pleas and more eye-
watering financial settlements. 

That is good for the Treasury’s bank balance and 
makes attractive headlines but it is a depressing vista 
for criminal justice because it engenders a climate 
of impunity. First because it promotes the quasi-
privatisation of fraud enforcement within the largest 
companies at the expense of enforcement action against 
equally (or more) pernicious fraud committed in small 
to medium-sized companies, or outside any corporate 
context. Second because, as the experience of the 
Bribery Act 2010 demonstrates, it leads to inadequate 
investigation of individuals who may be complicit in the 
fraud, resulting in fewer prosecutions or prosecutions 
brought on insufficient evidential foundations.

That said, given the ongoing lack of adequate 
resourcing for fraud enforcement by the SFO, CPS and 
others, the FTPF offence is arguably the only practical 
or rational response. Like the two existing failure to 
prevent offences, the primary aim of the FTPF offence, 
whatever the Government says, is to change corporate 
culture rather than secure convictions. Perhaps it is 
better for the private sector to police some fraud which 
the public sector is incapable of policing. Indeed, that 
may well become the lasting impact of the FTPF offence: 
banks and big data companies now face the challenging 
prospect of policing their platforms for the types of 
fraud committed by their users that not only enrich the 
fraudsters, but bring about some additional financial 
benefit to the organisation. As with the creation of 
anti-money laundering legislation in the late 1990s and 
early 2000s, the corporate world is being asked, on pain 
of criminal sanction, to guard the gates and protect 
consumers. 

FAILURE TO PREVENT FRAUD

3  �Serious Fraud Office v 
Barclays plc and another 
[2018] EWHC 3055 (QB) at 
para 127.

"Benefit” and 
“victim” are fluid and 
ambiguous concepts. 
When mapped 
onto the facts of a 
long-running and 
complex fraud, the 
key participants in 
that fraud may have 
competing claims on 
them."
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The new Office for Trade Sanctions Implementation 
(OTSI) – why criminal risks lie ahead for business

OFFICE FOR TRADE SANCTIONS IMPLEMENTATION (OTSI)

Rebecca Hughes 
Associate

are being sent to a controlled destination or for a 
controlled end use (because, for example, they may 
be used to provide nuclear capability to a particular 
regime).   
There are three main sources of export controls2: 
1.	 Part 2 of the Export Control Order 2008 (the 

2008 Order) contains the UK’s national export 
controls, defined by reference to extensive 
(and frequently updated) lists of military and 
dual-use goods, software and technology. These 
prohibitions are far-reaching: the fact that 
they apply to software and technology means, 
for example, that they criminalise the sending 
overseas of a WhatsApp message attaching an 
instruction manual explaining how to operate 
dual-use goods. 

2.	 Council Regulation (EC) No 428/2009 (the 2009 
Regulation) prohibits the export of certain 
dual-use goods from Great Britain (including 
to countries within the EU) and from Northern 
Ireland to countries outside the EU.3  

3.	 Part 2 of the 2008 Order also imposes ‘end-
use’ controls in respect of dual-use goods not 
listed in Annex 1 to the 2009 Regulation. These 
include where an exporter is aware, or has been 
informed by the Secretary of State, that the 
goods are or may be intended for military end 
use by a country subject to an arms embargo 
imposed by the UK, UN or OSCE. 

On 11 December 2023, the Government announced 
the creation of the Office for Trade Sanctions 
Implementation (OTSI). Its stated focus is the civil 
enforcement of trade sanctions. However, it also 
signals an increased risk of criminal investigation 
and prosecution for those who fall foul of the UK’s 
framework of trade and export controls.1 
This article describes this framework and outlines 
some points of practice arising from criminal 
proceedings in the past decade. It then explains 
why OTSI represents an increased criminal risk for 
business, not just in terms of enforcement but also 
adverse publicity. 
The legal framework
Over the past decade, the UK’s trade sanctions 
regime has evolved rapidly to keep pace with the 
Government’s shifting foreign policy and national 
security objectives, including the UK’s withdrawal 
from the EU and emerging conflicts such as Russia’s 
invasion of Ukraine. The result is a sprawling 
legal framework that can be intimidating for the 

uninitiated. 
Broadly, the controls divide into two types: (a) 
export controls (where the goods in question 
move from the UK to an overseas country), and 
(b) trade controls (where the goods in question 
move between two overseas countries). These 
can be sub-divided into a further two types: 
(a) where the goods themselves are controlled 
(because, for example, they have a military 
or dual-use design), and (b) where the goods 

1  �This article does not cover 
the UK’s import controls and 
associated criminal liability 
for non-compliance. 

2  �A myriad of further legislation 
controls the export of goods 
that can be used for WMD 
purposes, torture, nuclear 
exports, chemical weapons 
and radioactive sources.

3  �The 2009 Regulation is 
retained by the European 
Union (Withdrawal) Act 2018. 
A licence is not required to 
export controlled dual-use 
items from Northern Ireland 
to the EU as a result of the 
Windsor Framework.
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There are two main sources of trade controls: 
1.	 The 2008 Order prohibits certain trading activities, 

including trafficking and brokering, between two 
overseas countries in respect of defined goods 
classified into categories A, B or C, as well as in 
respect of all such goods where the end-user 
is subject to an arms embargo imposed by the 
UK. Save in respect of category C goods, these 
controls have extraterritorial effect, meaning that 
they apply to any person operating within the 
UK (including foreign companies and nationals) 
and to UK persons operating overseas. Thus, 
for example, the Athens office of a UK company 
commits a criminal offence if it brokers category 
B goods from, say, Brazil to China (and even 
if the office belongs to a Greek company, any 
British nationals working there and involved in 
the brokering may still be committing a criminal 
offence). 

2.	 The 2009 Regulation prohibits certain brokering 
services relating to dual-use goods listed in 
Annex 1 where the broker is aware, or has been 
informed by the Secretary of State, that the 
goods may be intended for a restricted end-use. 
Again, this control has extraterritorial effect.

These are only the main sources of export and trade 
controls. There are many other pieces of the legal 
jigsaw. For example, regulations established under 
the Sanctions and Anti-Money Laundering Act 2018, 
such as the Russia (Sanctions) (EU Exit) Regulations 
2019 (the Russia Regulations). These prohibit the 
export of restricted goods from the UK to, or for 
use in, Russia, as well as the supply, delivery and 
brokering of arrangements to supply or deliver 
restricted goods from a third country to Russia. Once 
again, these controls have extraterritorial effect. 
They will be central to OTSI’s stated goal of curbing 
the trade in products by UK persons through third 
countries to Russia. 
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“Over the past decade, 
the UK’s trade sanctions 
regime has evolved 
rapidly to keep pace 
with the Government’s 
shifting foreign policy 
and national security 
objectives, including the 
UK’s withdrawal from the 
EU and emerging conflicts 
such as Russia’s invasion 
of Ukraine. The result is a 
sprawling legal framework 
that can be intimidating 
for the uninitiated.”
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In order lawfully to engage in activity that would 
otherwise breach any of these controls, businesses 
must apply for, receive and comply with an individual 
licence specific to the goods and/or customer4, or 
comply with a general licence5, both of which are 
issued and monitored by the Export Control Joint 
Unit (ECJU). The ECJU undertakes routine compliance 
inspections at sites where individuals and corporates 
hold licences. It reports all instances of non-
compliance to HMRC, which is the main agency that 
investigates suspected breaches. 
Criminal offences, evidential burdens and penalties 
In relation to breaches of export controls, the main 
criminal offences are found in section 68 of the 
Customs and Excise Management Act 1979 ("CEMA"):
1.	 Section 68(1) makes it an offence to export 

goods from the UK contrary to any prohibition 
or restriction (i.e. whether imposed by the 2008 
Order, 2009 Regulation or any other source of 
law). This offence attracts strict liability, meaning 
that ignorance of the export control breached 
does not provide a defence. A prosecutor need 
only establish that the goods were subject to an 
export control and attribute their export to the 
defendant.

2.	 Section 68(2) creates a more serious offence 
where a defendant is “knowingly concerned” in 
the export of goods from the UK with “intent to 
evade” the relevant prohibition or restriction. 
It is sufficient for a prosecutor to establish 
that the defendant knew in general terms that 
the movement of goods was prohibited or 
restricted. It is not necessary to prove a specific 
knowledge of the particular control breached, 
nor an intent to mislead the UK authorities.6 If 
made out, the “intent to evade” offence carries 
significant financial penalties and up to 10 years’ 
imprisonment.7 

4  �Called a SIEL (Standard 
Individual Export Licence) or 
OIEL (Open Individual Export 
Licence).

5  �Called an OGEL (Open General 
Export Licence).

6  �See, by analogy to import 
control offences, R v Hussain 
[1969] 2 QB 567 and R v 
Forbes [2001] UKHL 40; and 
by analogy with trade control 
offences, R v Knight (John) 
[2008] EWCA Crim 478. 

7  �Export Control Order 2008, 
Art. 42. The Russia (Sanctions) 
(EU Exit) Regulations 2019, 
Art. 86(3); (4) increases the 
maximum penalty from 7 
years to 10 years where the 
breach of export controls 
also contravenes the Russia 
Regulations.

The main criminal offences for breaching trade controls 
are bifurcated along identical lines in the 2008 Order: 
1.	 Article 34(1) creates a strict liability offence for 

breach of the trade controls contained in Part 4 
of the 2008 Order.

2.	 There are two “intent to evade” offences: Article 
35(4) for breach of the trade controls in the 
2009 Regulation and Article 34(5) for breach of 
the trade controls in Part 4 of the 2008 Order. 
Both carry an unlimited fine and/or 10 years’ 
imprisonment. 

Historically, in this firm’s experience, HMRC has 
focused most of its investigations (and the CPS most 
of its prosecutions) on the strict liability offences, 
especially where the target of the enforcement 
action is a corporate. This is unsurprising: where 
a corporate’s systems and controls have failed to 
detect the cross-border movement of licensable 
goods or failed to apply the correct licensing 
procedure, it becomes an easy target for HMRC/
the CPS given the low evidential burden. Hardly 
any businesses are immune from this exposure. 
Indeed, we are aware of two large City law firms 
investigated by HMRC for unlawful exports of dual-
use cryptographic software from their London to 
Beijing offices. If prosecuted for the strict liability 
offence, the fine may be modest but the reputational 
damage will not: the Department of Business and 
Trade routinely publishes such details.   
In this firm’s experience, enforcement action for the 
‘ intent to evade’ offences has been rare in the case of 
corporates, although we have seen cases where HMRC 
has conducted exhaustive corporate investigations 
in search of evidence that might suggest a deliberate 
breach. In these cases, HMRC will typically scrutinise 
all prior communications with the ECJU as well as 
internal communications within the corporate. The 
type of evidence on which prosecutions for the ‘ intent 
to evade’ offence are founded would include: 
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"If prosecuted for 
the strict liability 
offence, the fine may 
be modest but the 
reputational damage 
will not."
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1.	 Where the defendant has tried and failed to 
obtain an individual licence from the ECJU (but 
then exported or traded the goods regardless). 

2.	 Where the defendant made efforts, when 
applying for an individual licence, or when 
purporting to rely on a general licence, to 
obscure the true design, end-use or end-user of 
the goods. 

3.	 Where the defendant knew that any attempt to 
obtain an individual licence would inevitably be 
refused (but then exported or traded the goods 
regardless).

4.	 Where the defendant sought to keep an existing 
customer happy by supplying a new line of goods 
that fell outside what was permitted by the general 
licence it previously (and lawfully) relied upon. 

To uncover this type of evidence, it is not unknown 
for HMRC (often acting with the UK Border Agency) 
to arrest and interview employees under caution, 
to seize goods at the border, and to obtain warrants 
to enter and search businesses’ premises to 
seize documents and electronic material (or, less 
coercively, to require production of documents).   
An increased risk of criminal prosecution…
Historically, there has been a dearth of reported 
prosecutions of trade sanction violations from 
which to draw meaningful guidance. The statistics 
that are published suggest that the CPS has secured 
only four convictions since 2016 (when the ECJU 
was established) and all of these were for the strict 
liability offence under section 68(1) CEMA. The only 
prosecution finalised in 2022 followed a corporate’s 
guilty plea, which resulted in a fine of just £600 plus 
the statutory surcharge and court costs.
The historic lack of prosecutions masks a more active 
investigative picture. In 2022 HMRC took ‘no further 
action’ in 61 trade sanction investigations, issued 
123 warning letters and made 22 offers of compound 

penalties, including the largest ever at c. £2.7 million, 
following the voluntary disclosure of breaches of both 
export and trade controls.8  In this firm’s experience, 
‘compounding’ under section 152 CEMA, which involves 
paying a penalty, often accompanied by a range of 
remedial measures to prevent reoccurrence, is a very 
common disposal of a criminal investigation into 
breaches of trade sanctions and, for the business, an 
attractive means of avoiding prosecution – not least 
since its name is never published. 
So what difference will the creation of OTSI – which 
has only civil enforcement powers – make to a 
criminal regime often accused of lacking teeth? To be 
clear, it is unlikely to turn this gentle backwater of the 
criminal law into a foaming torrent of prosecutions. 
However, it does increase the criminal risk.  
First, the creation of a specialist body empowered 
to levy monetary penalties for non-compliance with 
trade sanctions invites, and creates the capacity for, 
more investigations and prosecutions by HMRC/the 
CPS. OTSI will be able to detect a greater number of 
violations and refer cases to HMRC that it considers 
too serious to merit a civil disposal – a referral that 
will make HMRC reluctant to justify its previous 
practice of mainly disposing of cases through 
warning letters and compound penalties. Indeed, 
the somewhat archaic ‘compounding’ route under 
section 152 CEMA will likely become obsolete in 
practical terms, replaced by OTSI’s monetary penalty 
powers. This should embolden HMRC’s export control 
division to define itself as a body likely to commence 
criminal investigations and to refer them to the CPS 
for prosecution. 
Second, calls for the publication of investigations, 
prosecutions and penalties for breaches of trade 
sanctions, to ensure consistency with the transparent 
approach adopted by the Office of Financial 
Sanctions Implementation (OFSI) since its creation in 
2016, were loud and clear following the Government’s 

8  �United Kingdom Strategic 
Export Controls Annual 
Report 2022 (19 July 2023), 
p.57.

"The historic lack 
of prosecutions 
masks a more active 
investigative picture."

"The creation of 
a specialist body 
empowered to levy 
monetary penalties 
for non-compliance 
with trade sanctions 
invites, and creates 
the capacity for, 
more investigations 
and prosecutions by 
HMRC/the CPS." 
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announcement of OTSI. The anonymity afforded by 
‘compounding’ will become a thing of the past and 
full details of civil penalties, naming the corporate 
offender and giving details of their misconduct, will 
become the norm. Just as the NCA has ramped up 
(and been very vocal about) its criminal enforcement 
of financial sanctions, HMRC will be expected to 
follow suit in the criminal enforcement of trade 
sanctions.  The publicity and deterrent effect 
generated by criminal prosecution will achieve the 
so-called “maximum impact” the Government has 
promised. Indeed, we may well see the introduction 
of mandatory reporting obligations, which for now 
remain limited to financial institutions in relation to 
financial sanctions. 
Third, the Government has itself promised “tougher 
penalties” for those who “dodge” trade sanctions, 
doubtless because it faces global pressure to keep 
pace with its G7 partners in starving the Russian 
military effort. Amongst other measures, in March 
2023 the Government pledged a further £50 million 
to support its Economic Deterrence Initiative, 
which includes the effective enforcement of trade 
sanctions. In June 2023, the UK agreed to collaborate 
with the Five Eyes countries (Australia, Canada, 
New Zealand, the UK and the US) to facilitate the 
exchange of information related to export control 
violations and maximise the effectiveness of each 
country’s enforcement regimes. This global interest 
generates accountability and, for multinational 
corporates, local expertise in each country will be 
critical to manage the increased risk of cross-border 
compliance and enforcement activity. 
… for corporates in particular 
The increased risk of criminal enforcement for 
breaches of trade sanctions applies to individuals 
but even more so to corporates. 
On 26 December 2023, section 196 of the Economic 
Crime and Corporate Transparency Act 2023 (ECCTA) 

came into force to expand the scope of corporate 
criminal liability. Now a corporate is criminally 
liable for certain offences committed by “senior 
managers” acting within the actual or apparent 
scope of their authority. Under Schedule 12 to ECCTA, 
these include the offences for breaches of export 
controls under section 68 CEMA and the offences 
for breaches of export and trade controls under the 
Russia Regulations. (It does not currently include the 
offences for breaches of trade controls in the 2008 
Order, but there is little room for complacency as 
the Criminal Justice Bill currently before Parliament 
may expand the scope of corporate criminal liability 
further to include any UK criminal offence.) 
Historically, in this firm’s experience, it was common 
practice for HMRC’s export control division to 
investigate a corporate for a strict liability offence and 
one or more of its employees for the ‘ intent to evade’ 
offence. Section 196 ECCTA is likely to change this 
dynamic: depending on the seniority of the employee, 
the corporate may itself now be investigated for the 
‘ intent to evade’ offence. In those circumstances, 
corporates should no longer consider a warning letter 
or compound settlement to be the default response 
to a breach of trade sanctions, even if they disclose it 
promptly and voluntarily. 
Conclusion
OTSI promises to be a well-resourced and ambitious 
agency with political support. A more active and 
aggressive civil agency focusing on breaches of 
trade sanctions will inevitably mean that more cases 
reach the thresholds for criminal investigation and 
prosecution. Coupled with the wider reforms to 
corporate criminal liability, HMRC’s export control 
division is ideally placed to shake off its historic 
lethargy and flex its criminal muscle – a fully-fledged 
criminal enforcement agency that is as essential to 
the fight against illicit trade as its new civil cousin. 

"We may well see 
the introduction of 
mandatory reporting 
obligations, which for 
now remain limited to 
financial institutions 
in relation to financial 
sanctions."
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request to ask that country to obtain the documents 
for him and transmit them to the UK. The same applies 
to other agencies investigating criminal offences. They 
typically use the international treaty-based Mutual 
Legal Assistance (“MLA”) process to seek assistance 
from overseas agencies who can expect reciprocal 
assistance in return.2 But MLA is time-consuming, 
both for the requesting and executing authority. It can 
also be expensive and resource intensive. Requesting 
states often complain of delays in the execution of MLA 
requests, and of refusals for inconsistent reasons. Due 
to the post-Brexit loss of the European Investigation 
Order (which imposed a mandatory 90-day timeframe 
for compliance), the UK Central Authority3 now has to 
rely on the generally slower pace at which the relevant 
agency of an executing judicial authority is prepared to 
process UK requests. 
In the past few years, the SFO (in a purely criminal 
investigation), Financial Conduct Authority (“FCA”) (in 
a twin-track criminal and civil investigation) and the 
Competition and Markets Authority (“CMA”) (in a purely 
civil investigation) have each had the extraterritorial 
reach of their investigatory powers tested in – and, 
in one case, specifically affirmed by – the courts. This 
article considers all three cases. 
The most recent, a decision of the Court of Appeal 
in January this year, was Competition and Markets 
Authority v Volkswagen AG & BMW AG (“VW/BMW”), 
which concerned what the Competition Appeal Tribunal 
(“CAT”) described at first instance as an “aggressively 
extraterritorial” construction of the CMA’s document 
production powers. The CMA’s interpretation was 
vindicated in its appeal by the unanimous judgment 
reversing the CAT.
The appeal was from the single judgment of the 
CAT and the High Court, which dealt with the 
extraterritorial scope of the CMA’s information-
gathering powers under section 26 of the 
Competition Act 1998 (“CA 98”). This section 

Securing evidence from 
overseas – competition 
investigations and new 
law for the digital age
Peter Binning 
Partner

Edward Hodgson 
Associate

The ordinary citizen instinctively recoils from being 
subjected to trial in another country or to any form of 
overseas process (such as a requirement to answer 
questions or produce documents) without recourse to 
the protection of their own legal system.  Underpinning 
this response is a fundamental legal principle: the 
presumption against extraterritorial effect. Unless the 
contrary intention is indicated, our courts will generally 
not apply English statutes to “the subjects of another 
sovereign.”1  
In practice, this means that, as a general principle, a 
police officer or other law enforcement agent in one 
country cannot carry out investigations or obtain 
evidence in another country without the consent of 
that other country’s courts or government. An exception 
exists where cooperation between the countries is 
executed through a pre-existing supra-national agency, 

an example of which is the Joint Investigation Team 
tool used by Eurojust (in which the UK continues to 
participate post-Brexit, albeit in the reduced role as 
a third country partner).  Otherwise, the powers of 
investigators are generally limited to the territory 
of their own country. 
If, for example, the Director of the Serious Fraud 
Office (“SFO”) wants to obtain documents from 

overseas, he will usually need to send a letter of 
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1  �See: R (Al-Skeini) v Secretary of 
State for Defence [2007] UKHL 
26 at 45

2  �The Crime (International Co-
operation) Act 2003 (“CICA”) 
provides the legal framework 
for making outgoing and 
processing incoming MLA 
requests.

3  �The UK Central Authority 
coordinates MLA requests in 
the UK.
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provides that the CMA can require “any person” to 
produce documents or information relating to an 
investigation. The German companies BMW AG and 
Volkswagen AG respectively applied (a) to the CAT to 
challenge the CMA’s decision to impose a penalty for 
BMW’s failure to comply with this section 26 notice, and 
(b) to the High Court to judicially review the decision of 
the CMA to issue VW with a section 26 notice. Given the 
common issues shared by these applications, they were 
case-managed and heard together. 
The issue for determination was whether the powers 
under section 26 apply extraterritorially.4 The parties’ 
arguments turned on the meaning of “any person” in 
section 26. The CMA argued that Parliament’s intention 
when drafting section 26 was that “any person” was to 
include “any undertaking”, given that section 59 of CA 
98 states that “’person’ […] includes any undertaking”. 
The CMA argued that a section 26 notice addressed to 
an undertaking would operate on all legal and natural 
persons constituting that undertaking, irrespective of 
where they were situated, provided only that one part 
of that undertaking had some territorial link to the UK.
At first instance, the CAT disagreed with the CMA’s 
expansive argument, and held that a section 26 notice 
can only be issued to an undertaking “via a natural 
or legal person with sufficient connection to the 
jurisdiction” [emphasis added]. Provided the notice 
is clearly addressed to the undertaking, “there is an 
obligation to inform all constituent elements of the 
undertaking of the notice”.  Whether those constituent 
elements are required to comply with the notice 
depends on whether “they have or do not have a UK 
territorial connection.”   If they do not, then they cannot 
be compelled to respond.  
The CMA appealed against the judgment and, on 
17 January 2024, won on all grounds in the Court of 
Appeal. The Court of Appeal’s unanimous decision 
was that Parliament intended section 26 to have 
extraterritorial effect. Section 26, the Court held, 

falls under the umbrella of section 25 (which is 
extraterritorial), as the requirement in section 26(2) 
that the CMA serve upon a person a notice which sets 
out the “substance” of the investigation relates back to 
the existence of “reasonable grounds for susp[icion]” 
under section 25, which includes where the relevant 
entities operate outside the UK. The section 26 power, 
therefore, “proceeds from, and is an implementation 
of, two separate building blocks both of which are 
extraterritorial”. 
In overturning the first instance ruling, the Court of 
Appeal found that Parliament “intended to impose an 
obligation upon the widest possible array of entities. 
Section 26 is imposed upon “any person” which 
includes “undertaking” and there is no basis for reading 
down “any person” so that it means any person who is 
a natural or legal person having a proper connection to 
the UK. [To do so would be] a radical rewrite.” 
The Court of Appeal’s reasoning that Parliament had 
intended the presumption against extraterritoriality 
to be displaced involved a review of the historic and 
international context of cartel enforcement, drawing on 
the colourful dictum of Lord Denning in an early cartel 
case from the 1960s5, US anti-trust cases and the EU 
competition regime. There was no basis for thinking 
that Parliament had not intended the Competition Act 
1998 to have extraterritorial effect simply because of a 
theoretical risk to comity. It was found to be significant 
that section 26 was no longer backed by a criminal 
sanction for non-compliance, civil sanctions under 
section 40A having been inserted in 2013 in place of 
the original criminal offence. It was also significant 
that there existed no statutory competition framework 
for mutual legal assistance in contrast to that which 
exists in criminal matters and that section 26 created 
a power (not a duty) to act extraterritorially.6 The Court 
of Appeal’s conclusion about the extraterritorial scope 
of the CMA’s document production powers is, of course, 
very different to the Supreme Court’s analysis of the 
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5  �“People who combine 
together to keep prices up 
do not shout about it from 
the rooftops. They keep 
it quiet. They make their 
own arrangements in the 
cellar where no one can see. 
They will not put anything 
into writing, nor even into 
words. A nod or a wink will 
do. Parliament was well 
aware of this.” Competition 
and Markets Authority v 
Volkswagen AG & BMW AG 
[2023] EWCA Civ 1506 (at 59)

6  �Note that the Digital Markets, 
Competition and Consumers 
Bill provides for an extensive 
framework of mutual 
assistance arrangements to 
be put in place between UK 
and overseas regulators.

4  �Note that this case did 
not concern the CMA’s 
compulsory interview power 
under section 26A of the 
Competition Act 1998. 



increasingly transnational and “cloud-based” nature of 
information storage (and sharing) in the modern world. 
The globalisation of data has driven the government’s 
legislative policy in recent years, both in the sphere 
of economic crime and in regulating the digital 
markets. One of the aims of this policy is to extend 
the jurisdictional powers of the UK authorities beyond 
borders, in an attempt to streamline the process of 
securing evidence from abroad and to ensure the rapid 
capture of evidence of regulatory infringements. An 
example of this is to be found in the new law designed 
to regulate the enormous transnational economic 
power of ‘Big Tech’. 
Digital Markets, Competition and Consumers Bill 
The government’s latest legislation to police the global 
digital market place and protect UK consumers is now 
at the House of Lords Committee stage.  The Digital 
Markets Bill (“DMB”) seeks to broaden the territorial 
scope of the prohibition under section 21(1) CA 98, 
known as the Chapter 1 prohibition. At present, this 
prohibits “agreements between undertakings” which 
“may affect trade within the UK” and “have as their 
object or effect the prevention, restriction or distortion 
of competition within the UK”. It applies only if the 
agreement, decision or practice is, or is intended to be, 
implemented in the UK. It applies to anti-competitive 
cartels or arrangements. In its summary briefing on 
competition reform policy, the government decried 
the Chapter I prohibition as “too restrictive in a digital 
age”.8 Particularly now that the UK has left the EU, the 
government believes that the CMA is enfeebled by the 
requirement that it must prove implementation within 
the UK before enforcement action can be taken. 
Clause 118 of the DMB would remedy this weakness by 
extending the Chapter I prohibition to arrangements, 
agreements or concerted practices that are likely to 
have an immediate, substantial and foreseeable effect 
on UK trade, even where they are implemented outside 
the jurisdiction.  
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8  �https://www.gov.uk/
government/publications/
digital-markets-competition-
and-consumers-bill-
supporting-documentation/
competition-reform-policy-
summary-briefing at para 3. 7  �[2021] UKSC 2

SFO’s analogous powers several years ago in a purely 
criminal investigation (R (on the application of KBR, Inc) 
v Director of the Serious Fraud Office7). In that case, the 
Supreme Court held that a notice served by the SFO 
on a foreign company could not compel it to produce 
documents outside the UK where that company has 
never had or carried on business in the UK. In those 
circumstances – where the SFO could rely on its MLA 
powers, this being a purely criminal investigation 
– Parliament had not intended to displace the 
presumption against extraterritoriality. This may appear 
to be inconsistent with the Court of Appeal’s reasoning 
in VW/BMW but in fact it is not. The Supreme Court 
recognised that statutory provisions compelling the 
production of documents should always be analysed 
individually, since they are often enacted for different 
purposes and operate in different contexts. The Court 
of Appeal’s decision in VW/BMW illustrates a statutory 
provision which has a different purpose and operates 
in a different context to the statutory provision in KBR. 
The fact that the two cases do not reach inconsistent 
conclusions does not mean that the Court of Appeal’s 
decision is necessarily invulnerable. Aspects of that 
decision give rise to serious concern, not least the fact 
that so much faith was placed in the safeguard that 
the use of an extraterritorial power was discretionary. 
There was also no reference to the criminal offence of 
providing false or misleading information (see section 
44) that applies both to section 26 and to the power 
under section 26A to compel answers to questions. 
The absence of a clear route for the enforcement of 
sanctions for non-compliance with a section 26 (or a 
section 26A) requirement is also at odds with the Court 
of Appeal’s wholehearted affirmation of the CMA’s 
extraterritorial interpretation of its powers. An appeal 
to the Supreme Court seems likely.  
Taken together, these two judgments reflect the 
complex analysis required of statutory provisions 
enacted many years (sometimes decades) before the 
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The DMB also introduces a specific provision that seeks 
to displace the presumption against extraterritoriality. 
Clause 69 of the DMB would empower the CMA to 
require a person “to give specified information to it 
where it considers that the information is relevant 
to a digital markets function”. This power would be 
exercisable “in relation to information whether it 
is stored within or outside the United Kingdom”. It 
would also be possible for an information notice to 
be given to a person outside the UK provided that the 
extraterritorial requirements of Clause 111 are met. 
These provide for specific extraterritorial application of 
the CMA’s powers to require production of information 
from designated undertakings9, individual persons 
named as senior managers or nominated officers, 
as well as UK nationals, UK companies and other 
persons carrying on business there. While these new 
extraterritorial powers apply in the digital markets 
space, Schedule 12 also provides more broadly for the 
service and extraterritorial application of section 26 
notices under CA 98 and Parts 3 and 4 of the Enterprise 
Act 2002 (Mergers and Market Studies and Market 
Investigations)10. This presents a serious risk for UK 
companies and their employees operating overseas 
where the reach of UK law will be much more wide-
ranging than before if the Bill becomes law.
There are certain powers exercisable by the CMA 
which are modified by the DMB, and which in the 
light of the Court of Appeal’s judgment, may have 
extraterritorial application. These include the power 
to conduct compelled interviews and to mount dawn 
raids (although the CMA’s counsel in court said that 
extraterritorial exercise of the latter power would 
be “out of the question”). In the case of compelled 
interviews, the DMB provides for remote exercise of 
this power and widens it to apply to “any person”, not 
just those with a connection to the undertaking under 
investigation.11 That is not to say that the CMA cannot 
invite a foreign witness directly to attend an interview 

voluntarily instead of using section 26A (as the CMA 
and other foreign agencies have certainly done). In 
such a case the interviewee would be well advised to 
seek legal advice both in the UK and in their home 
state as to the consequences of accepting such an 
invitation or even engaging in a telephone conversation 
which can give rise to onerous obligations as a witness 
and severe consequences if allegations are made of 
misleading statements (or worse still if a criminal cartel 
investigation is under way).  
In the future much greater cross-border sharing 
of data in investigations will take place in order to 
protect consumers both from the increasing power 
of global data companies and the proliferation of 
serious economic crimes like cross-border fraud and 
corruption. The displacement of the presumption 
against extraterritoriality is likely to become a more 
routine feature of modern law-making but mutual legal 
assistance arrangements will also need to be expanded 
if the enforcement of criminal and regulatory laws is to 
be a truly effective deterrent. 
So far, however, there is no evidence that the 
government – whether through the DMB or any other 
new legislation – is seeking to dilute a different tenet 
of the MLA regime: the principle that evidence received 
from a foreign state cannot be used for any purpose 
other than that specified in the MLA request, absent the 
consent of the executing state.12 To use documents for a 
collateral purpose without that consent threatens the 
executing state’s willingness to co-operate in similar 
future investigations. The High Court reaffirmed this 
principle in the third major MLA case in recent years, 
FCA v Papadimitrakopoulos & Gryparis13. In that case 
(which is now subject to appeal), the FCA opened 
a dual-track civil/criminal investigation into the 
defendants.14 The FCA made MLA requests to several 
foreign states in connection with its initial, criminal 
investigation. It subsequently deployed the material 
obtained in the later civil proceedings without having 
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9  �Undertakings can be 
designated where the CMA 
considers they are very 
powerful in relation to 
particular digital market 
activities linked to the UK 
in which they have Strategic 
Market Status (clause 2 of the 
Digital Markets Bill). 

10  �The written evidence of the 
City of London Law Society 
Competition Law Committee 
to the Public Bill Committee 
12 June 2023 raises the 
question of whether non-
compliance with such notices 
served on non-domiciled 
companies would be capable 
of enforcement in foreign 
courts and questions the 
need for such extraterritorial 
powers where international 
co-operation arrangements 
would be a more appropriate 
route. 

11  �DMB clause 141

12  �Section 9(2) CICA.
13  �[2022] EWHC 2792 (Ch)
14  �The FCA had initially been 

investigating the defendants’ 
alleged criminal wrongdoing 
but, having failed to 
extradite them from Greece, 
subsequently pursued an 
action in the civil courts.
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first obtained consent from the executing states for its 
collateral use (the wording of the FCA’s MLA requests 
only enabled material to be used in proceedings 
“connected with [the criminal] investigation”). The court 
ruled that the MLA material would be inadmissible 
in the civil proceedings. As Jackson LJ stated in 
Tchenguiz & Ors v Serious Fraud Office & Ors15, the 
collateral purpose rule as applied in criminal litigation 
“underlines the high public interest in ensuring the 
integrity of the criminal process.” 
The DMB has extensive provisions governing the 
provision by the CMA of MLA to an overseas regulator 
and the obtaining of MLA from overseas regulators 
by the CMA. Assistance in an overseas criminal 
investigation is generally prohibited – it would only be 
possible under a qualifying cooperation arrangement 
(clause 319(6)(b)), which could involve overseas criminal 
cartel investigations. Care will be needed, once the 
new law is in force, to examine the basis on which any 
evidence has been obtained from overseas regulators 
or provided to them and any restrictions there may 
be on its deployment, particularly for the purpose of 
criminal proceedings.
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15  �[2014] EWHC 2597 (Comm)
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